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TEXHHYECKOE 3AJJAHHE

Hil OKAJINLUE 2OCYOaPCIEENNMM [ MYHREHREIBHBM 00PaI0aame bisM
O SEUUAM, PEATNIVIIUM 00Pa3osame bible nPoZPEMMM ofieso oipaiosanun
i cpednezo npogheccuonaasnozo odpaiosanus (daree — GOPaOEamE b E
OpIanaauuL), u3dupamelsHmm Komuccusam cyivesmoes Poccuiickoi @edepauuu
W MEPPUMOPRATENM NIDUPIMETbHMM KOMUCCHAM (Q@iee — widupameibhsie
KOMUECCHE), PACROAONCERHBM Ha meppumopuax cyivesmos Poceutickoi
Pedepayuu (3a uerwvenuem Pecnyiauxn Kpuy w 2. Cesacmonoan) (¢ yaemom
ROMPEOHOCMER PRATANNBIX NOIBIOSAMETEN), YEIVE RO RPeOOCHIaeienii
C HCROTBIOGANEM EOUHON Cemu nepedau dannsLy docmyna
K 20cy0apemeen s, MyHUURNG TbHBLM, BNBM EHHOPMANHOHHBM CHCITEMaM
K U pOpMANNOHRO-METEKOMMYNUKaUonN ol cemu « Humepuens (dairee — cemp
«Humepuemn); no nepedave danNbX RPH OCYR{ECTNETEN I DOCYHT
K 2OCYOapemeennsim, MyHUMIR@TbHbIM, HHBM EHHOPMARUONNBIM CHCIEMEM
B K Cemu 'I"I'HH.I'HEFHEIHH; Fe e e l'.'l'.l'HHhi'.l', flﬁpﬂﬁﬂ'mﬁi‘ﬂﬂﬁ'll‘m.‘l‘ I Hﬁj‘]f‘ﬂﬂﬂﬂt“,‘lt.&t,‘l’
MPU SCYIECETERNN DOCHFRG K 2ocydapcmaeinbiM, MYNEWER@ETBHBLM, LM
ungopMauuoRHMM cucmemam u K cemu «Humepnemy; no ofiecneden o
GIPANNNERNR docmyna K unopwawun, pecnpocmpanente komopoi & Poccuiickoi
Dedepayun sanpenieno, N K uHopsani, npraunaowes sped woposho
H (i) pazeumuw demei, codeprcangeiicn & cemu i HHumepuems, din
OOPAINBAMEABHBY OPLEHUIAUIL; 10 MONEMOPUHZY & oGecheden e fetonachocmu
CEAZH RPN APedocmasiIen i docmyna K 2ocyOapcmaei by, MyN UL IbNBIM, HHbIN
H"l'.ﬂﬂp-ﬂﬂﬂﬂﬂ”ﬂh'.ﬂ CHCMIEMAaM 8 K Cemin -l'-l'HHHI-EFHE‘m}J': TR e N TR
AOOKTIONERBA K eOUHOR CEmi nepedayu dannbix oipaiosametbibLx op2an W ia i
W IBUPAMEABHBX KOMUCCHE, 1o nepedaye OaHHBLX HPR 0Cyigecmeien i docmyna
K 3mon cemi
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I. Tepmutnbl, onpereleHHs 1 COKPpRILIEHHEA

1.1. B Kourtpakre, BKIKOYAA HACTONILEE TexHWdeckoe 3ananme (manee — T3)

HCMONBIYHOTCH CNENYHOIHE TEPMHHLL, ONMPEIeeHHA H COKpalleHHA:

Tepmun
AS

CE

DDoS-araxa

ICMP

IETF RFC

IP cers HenonauTens

[P-naket

MPLS

Onpenenexue

Autonomous System, asroHomuas cucrema, [P cers,
HAXOOHIIARCH 004 GAHHBIM  AIMHHHCTPATHBHLIM
YOPABACHHEM W HMEWIUAR  SOHHYH)  NOJNHTHKY
MAPLIPYTHIAUWH, XAPAKTEPHIYETCH HOMEPOM, KOTOpPIH
BBUIAETCH  OQHUHANBHEIM  HHTEPHET-PErHCTPATOPOM
(nanpumep, RIPE)

Customer Edge Router, rpansusoe ycTpoficTBo B
NokansHOH BeivucnuTensHoi cetn C30, Odwerxta LUK,

HCIONBIYEMOE 11 MAPWIPYTH3ALHH TpadHka u3 cetu C30,
Obvexra LMK 8 cets Mcnonaurens u ofparso

Distributed Denial of Service , pacnpeaenensas ataka Ha
oTkal B Oo0CAVEKHBAHHH, PpPASHOBHIHOCTH aTaKk Ha
KOMIBIOTEPHBIE CHCTEMbI M CETH CBAIH, CBAIAHHBIE C
OOTBIIHM KOJMMECTBOM 3anpocos (B Buae [P-nakerom),
nocelnaemuix ¢ Ooasworoe konwdectsa IP-ajgpecos cerw
Murepuer 1 nanpasnennnx Ha [P-agpeca ofopynosanns
C30, Obsexra LTHK.

Internet  Control Message Protocol - NPOTOKO]
MEWCETERbIX YIPABIAOWNY COoBLIeHNi

Hoxyment (Reques For Comments ) paBogeii rpynns no
HHKEHEPHBIM  npobnemam  cetw  Murtepuer  (Internet
Engineering Task Force)

Ceresas undpactpykrypa Mcnonsutens u npuanexaeMeix
Henonuurenem  cybnogpaauxos  (coucnonanuTensi),
COCTOAIEAA HI PACTIONOMEHHBIX Ha yinax Menonmwrens u
MPHBIEKAEMBIX Henonuurenem cybdnoapaAYHKOB
{concnonuuTenei), YCTpOHCTR, oDecnedHBaHX
BaaMMonefictBHe no  ceresomy  npotokony P
(cneundukauus  IETF RFC  791), sapupyTH3aumio,
KOoMMYyTaunio U obpabotky Tpadmra, coegMHAIOWMX MX
MATHCTPAILHEIX KAHANOB H HHEIX CPELCTE CBAZH

Iaker 3 yposus (OSI), MapwpyTHIHPYEMOrD Mo
npotokosy [P

Multi Protocol Label Switching, TexHonorns KoMMyTaumn
MaKeToOB C HCMOIBIOBAHHEM METOK



Tepmun

MPLS cers Ucnnonuurens

RIPE NCC

SLA {anrn. Service Level
Agreement)

SNMP

WEB

ABapuiiHas cUTyauua

Bapuauus 3anepxky

Bnanemey UC

Buewnne IPv4 agpeca

Bpema peakuiu

BOJIC

Onpejgeneque
llocrpoennas  no  rvexwonorwd  MPLS  ceresas
uuppacTpykrypa  Henonmmrens W pHBIEKASMBbIX
Henoauwrenem  cyOnoapanqMKoB  (COMCTIONHMTENER),

BETIOYAIOIAR ONOPHBIE MApLIPYTH3aTOpk! (P), rpaHHuHbe
MappyTH3aTopsl (PE), coeauusomme ux MarucTpaibHbie
KAHANL M HHBIE CPEACTEA CBAIH

Pernovaneuwii  Esponefickmit  Peructpatop Hurepuer
AJpecon

Cornamenwe o0 ypoBHE NPeNOCTABIEHHA YCIyr -
— opMaBHBIH  JOrOBOP  MERAy  3aKkaiuMkoM M
Mcnonuurenem, couep#awmuii npasa w  oDA3AHHOCTH
CTOPOH, @ TaKkKe COrfacoBaHHml YpoBEeHh KadecTsa
NPEeUOCTABNCHHA JAHHON yeuyr

Simple Network Management Protocol, npotokon cetesoro
YIPaRIcHHA

Beemupuas naytuHa — (amrn. World Wide Web) —
pacnpelieNedHas CHCTEMA, NPEJOCTARIMIONAS 0CTYN K
CBAIAHHBIM MeX1y coboll joKyMeHTaM, pacmoNOmeHHBIM
HA Pa3lHYHBIX KOMOLIOTEPax, MONKIKYEHHBIX K CETH
wHTepHETH

Hepoctynwocts  yenyr  Mononuurens,  BeliBaHHas
HEHCIPABHOCTRI0  0DOPYNIOBAHHA, CETH, HHKEHEPHBIX
cucreM W HHQpacTpykTypw  McnonnuTtens | WM
MPHBIEKAEMBIX Henonaurenem cyDNoIpAIYHKOB
(concnonuutTeneii), BEMOYAS  HECAHKIHOHHPOBAHHBIE
HeGnaronpHATHLIE BO3AEHCTEHA HA YKaZaHHbIE 00BEKTHI

Jitter, oTKIOHEHHME OT CpeLHErD 3HAYMEHHN BPEMEHH
npoxomacHus IP-naketoB no y4acTky HIMEpeHHA OT
nepeaaoueii CTOpoOHLL K NpHeMHOH cTopone

POMB, ©OHB, C30, snageomuil pernoHansHoi W/HIH
tenepansHoii HHGOpMaLMOHHOH cHCTEMOT

BrewH#e (nyDau4HBIE) IP ajpeca H3
saperucrpupoBandore B8 Oase gaumeix RIPE NCC [P
agpecos 4 sepcun npotokona [P

Cpok, B Teuenne koroporo Henonumrens obs3yercs
NpHCTYNHTL K pafore wan npoGaemoii, ofo3HadeHHOH B
sanpoce [onyuarens ob muunnenTe, onpeaenenHsii SLA

BoloKOHHO-ONTHYECKAA IHHHA CBAIH



Tepmun
BUC

['ocynapcTeeHHBIH 3aKAIYHK -
3aKaiquK

HoctynHocTs yenyru

ECI1]]

3anepxka

Jaseka

Unpenenenne

BupryansHas wuacthas cets (30, Obwexra LMK,
nocrpoerdan Ha Oaze MPLS cern Henommwrens w
NPHBJICKAEMBIX Henonnmrenem CyDmoApaYHKOB
(comcnonuuTened), nNyTeM OPraHAZANMH  BHPTYAIbHBIX
KAHANOB MEXIY MOPTAMH HA Yy3jax [OCTY(A CETH
Henommmrens, k kotopeiv nogemoded C30, Odwvexr LMK,
H oDecneYHBaloLIas NEPENAYY PasHYHBIX THIOB TpadHka
C rapaHTHEl NApaMETPOB KauecTsa.

MuHuCcTEpCTBO  UHPPOBOr0  PAIBHTHA M MacCOBBIX
KoMMYHHKauMHA Poccuiickoil Menepaimmn.

OrHowenne BpeMEHH HAXOWIEHHS OKAILIBAEMEIX YCIYT B
pabosem cocTomHMM K o0well NpogOIKHTENBHOCTH
HHTEPBATA HAOMIONEHHH, BHIPAMCHHOE B NPOUEHTAX
(LOCTYNHOCTH 32 OTHETHRIE nepuon).

Bupryansnas wuacreas cets  (cetd) Henonumrens,
oDeCcneuHBAIOINAR JOCTYT COHANBHO-3HAMKMBIX 00beKTOB
K WHPOPMAUMOHHEIM CHCTEMaM H K cetd HMurepmer, a
TAKKE nepejadyy MaHHbIX NPH NPeLocTARIeHUH J0CTyNa K
HHPOPMALHOHHEIM CHCTEMaM W K cern  Mutepmer;
obecneynparomwas nocryn Llenrpaneroit wibuparensHoi
KOMHCCHH,  H3DMpareNsHeIX  KOMHCCHIE  cyObexTos
Poccuiickoi DeneparH H TEPPHTOPHANBHEIX
H30HPATEIbHLIX KOMHCCHI K HHOOPMALHOHHBIM CHCTEMAM
H K cetw MHuTepHer, paisepHyTas B COOTBETCTEHMH C
NPOEKTOM, COrMacoBaHHbBIM B vacTd Mopenn yrpos u
HAPYUIHTER C desepaibHBEIMK OpraHaMH,
YIOAHOMOYEHHBIMH B 0Dnacti De30NacHOCTH M IALIHTH
HHGopMalmn

one-way delay, spems npoxompenmus [P-makeros no
YHACTEY WIMEPEHHS B OOHY CTOPOHY (0T nepejarouei
CTOPOHBI K NpHeMuoil ). UnpeenseTca cornacoBaHHBIMM C
[Motpefinrenem MeTomaMH ©H  OpH HeobXogMMOCTH
PACCHHTHIBAETCA KAK MONOBHHA BPEMEHHOIO HHTEpBana
MERIY MOMEHTOM OTIPABICHHA COODIICHHA «3AMPOC KON
Nepeljadiied CTOPOHOH W MOMEHTOM  NOMYHeHHS
COOOIIEHHA HOTKIHE 3X0% OT npuemuoil cropons (PING
npotokona [CMP).

Hammexxammm  obpazom  odopminennoe no  dopme
(Ilpunomenne Nal ) obpamenne 3akaunka k Hcnonuuteno
C YKasaHWeM JaT W nepevss oOBEKTOB M8 KOTOPBIX
HEODX0AHMMO OKA3LIBATE ¥ CIIYIH CBAIM,



Tepmusn

HC

Henonaurens

Kanan 1.2

Knace rpajmka

Komnonenrta Yeayr cegan

Konrenthas dpunsrpauns

KCA

Koaddbuunent norepn
MakeTos

K®
MO

Hexenarenshuii Hurepuer-
Tpauk

ObpasosaTensHasn
OpraHH3alHg

ObwerTnt LTHK

Unpenenenne

[NocynapcTBeHHadA, perHOHANBHAN, MYHHUHNIATBHAS H HHAR
HHPOPMALIMOHHAR CHCTEMA, K KOTOPOH [pefocTaBIReTcs

JOCTYII ¢ HCNONB30BAHKEM EHHOM CETH Nepenayy NaHHbIX
Henonawrens.,

Oneparop cea3n, ¢ KoTopeiM 3akmtoded ['ocyaapereeHnsii
KOHTPAKT Ha OKA3aHHe ¥ ClIyr cea3n

Kanan ceasn or C30, Ob6werkra LHK
npucoenuHenus ECIL

no  Touxw

Habop tpebosannii K IKCIUIyaTALHOHHBIM NApaMETpaM,
cobmosaemeiv Henonuwrenem npe nepenade no cet
NpHMEHNTENBHO Ko BeeM [P-makeram, nprHamiemaupmm
JAHHOMY THITY

Cocrasnmiomwas Yenyr csssu , onpeleisiomas OnHy H3
OCHOBHBIX NoTpeDHOCTEH, YAOBIETBOPAEMBIX C MOMOLLLIO
OKa3bBacMbIX Y Ciyr

Heticrene Menonuwrens no Gnokuposke goctyna C30 x
PATHYHBIM KATEMOPHAM Hurepuer-pecypcos,
KOMIOHEHTOB Y omyr

Komnnexc CPEICTE ABTOMATHIAUHHA

MaxkcuManeHas nNoTeps NAKeTOB — OTHOIIEHHE o0wWwero
KONHYECTBA  HEJOCTARACHHBIX MAKeTOB K  obmemy
KOJIHHECTBY [EpPelaHHBIX MNAKeTOB, BbhipaXacmas B
MPOUSHTAX MOTEPAHHBIX NAKETOB

KonrenTias unbTpanms
MesceTenoe IKpaHHpoBaHue

Hutepuer-rpaduk, nocrynatoumii Ha obopynosanne C30,
Oovexra DMK, wnanuume wxoToporo Momer Gbite
obycnosneso Hanuuauesm DDoS-araxs, aubo apyrumu
HemenareisHsMH 1A [loTpeburens darkropamu

['ocypapersennas WM MYHHUHNANRHAN oDpasoBarensHas
OpraHM3alMg,  PeAIHIVIOWAR  nporpamMel | obmero
obpazopaHud H (HIH) Ccpeasero npodeccHOHANTLHOID
obpazoBanus

CoBoKynHOCTE ~ TEXHHMHMECKHX  CPEACTB,  CPEeicTB
BEIYHCTHTENBHOMN TEXHHKH M NPOrpaMMHOro obecnedeHns,
PACTIONOWEHHBIX 110 OAHOMY aIpecy

[lenTpansHas w3buparensHas xomuccHa Poccuiickoii
Qenepaudd HIH widupatenbHsle KoMHCCHH cyObexTa



Tepmun

Oraetusii nepuog

Onepatop CK3H

T

[loTpedburens
Llopr

[Mpencrasurens C30

[lpeacrasurens obwerxta LUK

[IpoueHT norepaHHBIX
NAKETOR

POHB
Cerb «Hureprem

C30 - CounansHo SHAYMMBIR
o BeKT

CK3H

Onpeseneaue

Poccuitickod Depepaumn HIH  TEPPHTOPHANILHBIE
HIDHPATEILHAE KOMHCCHH.

MNMepuwon BspemeHHd oOkKasaHHs YCoyr, 100 OKOHYAHHH
KOTOPOro NpoH3IBOAHTCA CAAYNA-IPHEMEA Y LIy CBAIH M HX
onnara

Oneparop ceasy, OKAILBAOMIKA YCAVTY 10 KOMIOHEHTY
«lammra panmHeix» Ha  yyactee oT C30 go Toukw
npucoenuHeris ECI1IL na momedT Henonsenus KoHrpakra

QopmaTeposadHelil Dnok nHQOpManuy, nepegasaeMsiii no
CETH  CBH3H, DYHKUHOHHPYIOWEH NOCPENCTBOM
TEXHONOTHH KOMMYTALMH NaKeTOB

[lepena4a nanHbIX

[Monssosarens Yeayr ceasn win ee Komnonenrtos na C30,

Obnexre LTHK.

Jlorvveckuit uaTepdeiic BYC Tlorpebutens ma yamax
goctyna cetd Henonnurens

PykoBOAHTENb  COUMANBLHO  IHaYMMOro oOBeKTa, B
HHTepecax kKotoporo HcnonHuTens OKa3niBAET YCIVIH B
COOTBETCTBHH ¢ [ oOCyIapcTBeHHBIM KOHTPAKTOM, HIIH
AHUO, YNONHOMOYEHHOE B YCTAHOBICHHOM MOPAIKE Ha
B3anmoneiictene ¢ Mcnonuurenes npu okazanus Yeayr,

Pykopoaurens obwexra LMK, B wATepecax kotoporo
McnoiuuTens OKalniBaeT YCIYTH B COOTBETCTEBHH
["ocynaperaeHHbIM KOHTPAKTOM, HITH ML,
YOONHOMOYEHHOE B YCTAHOBJIEHHOM  MOPHIKE  HA
paaumoneiictane ¢ Menonnurenem npu oxasawum Yenyr
CBA3M.

[P packet loss ratio, oTHOWEHHE PAIHOCTH KOMHYECTBA
OTIPABIEHHBIX B KOHEUHYIO TOMKY YY9acTKa HaMepenus |P-
MaKeTOB ¥ KONHYECTEA NPHHATEIX B 3T0H Touke IP-nakeros,
K KONMHMECTBY OTNPABIEHHBIX B KOHEYHYI0 Touky [P-
NAKETOR

Pernonansielii opral HCNONHATENLHOMN BAACTH

HudopMaunoHHO-TENeKOMMYHHKALIHOHHAN CeTh
«HMurepner»

OfpasoBaTenbHAs OPraHH3aLHA,

Cpencrea kpunrorpapuyeckoil sawu el nHpopManum



Tepmun

Cmyxba TeXHHYECKOM
nogaepAKd Jakazumka

CMDB
COPM
CybOwsext PO

T3

Toukn npucoenuHeHNA
ECII

Tpadux

Yenyru cesan

Onpenenenue

opranu3yeman  JakazumkoMm  cayxba  rexuuueckoi
nopuepkkn  [loTpedurens, kKoropas  OCYLWECTENRET
KOHTPOJIe OKa3aHHa Yenyr no obpamenuss [Motpeburenei
Win  3akasudka B coorsercTeuM ¢ Pernamentom
TEXHHYECKON NoAnep®KH NpH Okazauun Yonyr

Cucrema MEWBEI0MCTBEHHOID WEKTPOHHOIO
B3aHMOIeHCTRHA

CHCTEMBl  TEXHMYECKHX cpencts ans  ofecnedeHuns
(hyHKIUHA ONepaTHBHO-PO3BICKHEIX MEPOTPHATHI

Teppuropnanesas  egMHHIE — BEPXHEND  YPOBHE B
Poccufickoil ®egepaunn.

Hacrosumee rexnHyeckoe 3alaHHe

Cpencrea cBA3M, BXOIALIME B COCTAB CETH WIEKTPOCBSA3M
Henonuurens, ¢ 0oMOWBR KOTOPRIX OCYLIECTRISETCH
nogkmodenne 0 gocryn C30, Obwexron LMK k ECI1]1

CosokynHocTs [P-nakeTos, nepeanHbIX 0 CETH Nepeayun
NAaHHBIX

Oxasanne Henonawrenem vyenyr ceasu ans C30 wu
O6vexros  [IMK, pacnonokeHHsiM Ha TeppHTOpHAX
cybnexktor Poccuiickoli Menepanuu (338 HCKTIOHMEHHEM
Pecny®ankn Kpeiv # 1. Cesacronona) no:

Mepefaqe JAHHBIX [IPH  OCYIIECTBIEHHH HOCTYNA K
rocy 1apcTBEHHBIM, MYHHIHIATBHBIM, HHEIM
HHPOPMALMOHHEIM CcHCTeMaM H K cetd  "Hureprer”
(Komnowent Yenyrn ceasu  «llepenaua pammeix») B
COCTABE YCIYT:

no  3aMMTe  AaHHBIX, oOpabaThiBaeMBIX M
NepejasaeMblXx MPH OCYIIECTRISHHH [AOCTYNA K
rOCYJAPCTBEHHBIM,  MYHHUHNATBHBIM,  HHBIM
HH(OPMAUHOHHEIM CHCTEMAaM M K ceTH "HuTeprer”
(KomnoneHT «3aimTa 1aHHBIX );

no obecnedeHWI0 OrPAHHYEHHA J0CTYNa K
HH(OPMAIHK, PACTIPOCTPAHEHHE KOTOpOH B
Poccuitckoit  depepauny  3AnpeweHo, H K
HHPOPMAUHH, NPHYHHAIOWER Bpely 310POBBID H
(nam) paierTHiO aereli, cogep#ameiica B cerH
"Hurepuer" nna obpazopatellbHBIX OpPraHW3alui



Tepmun
DOHB
DCh
LIHK Poccun
LOMA

Onpenenenne

(KommonesT wOrpaHuueHne noctyna K
uHbopMatum»);

Mo MOHHTOPHHIY H oDecnevennio DE3ONACHOCTH
CBHIH  NPH  TNpPejocTaBRNeHHH  [O0CTyna K
rOCYJApPCTBEHHBIM,  MYHHUHOAIBHBIM,  HMHBIM
HH(POPMALHOHHLIM CHCTeMaM H K cetd "MuTeprer”
(Komnonenr «Mouuropuur u  obecneyeHue
DEe30NACHOCTH CBAIMM);

[0 npejoctasicHHo ¢ nenonsiosanueM ECIL noctyna x
roCY JAPCTECHHLIM, MYHHLUHIANBHBIM, HHBIM
HHQOPMALIHOHHEIM CHCTEMAM H K HHPOPMALMOHHO -
TellekoMMyHuKauHouHol cetn "Hurepner" (Komnowent
Yeayru ceasn «llpegocrasneqne goctynan).

Oxazanue MHenoauwrenem yenyr cessw min C30 wu
Obverros LMK, pacnonomeHHBIX HA  TEpPPHTOPHAX
cyDbexros Poccwiickoit @egepauuu (3a MCKmOMeHHEM
PecnyGnukn Kpuim w r. Cepactonons) no:

opraduiauny nonkmodedus Kk ECIL (Komnonent Yenyru
ceasn «Uprann3auns kaqana L2»);

nepefade NaHHLIX NpM ocymecTaneHHd aoctyna k ECIJ]
(Komnonent Yenyru cassu «llepenaua ganubx L2»)

MepepaisHblil Oprad HCNOMHHTEIBHOM BAACTH

Denepanenan  cayxba  DelzonacHocTw  Poccuiickodi
Denepaunn

LlenTpaneHas w3duparensHas wkomuccua Poccuiickof
Denepaunn

Llentp obpaborkn W XpaHeHHA HaHHBIX

2. Obmmue cBeaeHuR

2.1.  Ocnosanus okazanus Yeayr;

2.1.1. locranosnenne [Npasurensersa PO ot 15 anpens 2014 r. Ne 313 (pen. ot

23.05.2019) «O6 yreepRaeHHN rocy1apcTBeHHOMN nporpamssl Poccuniickoit ®enepaumu

wHubopmaunonnoe obuiecTeoy;

2.1.2. Moamyukr «b» nynkra 2 [lepeqns nopyuennfi no peannizaumn [locnanus

[lpesnpenta Poccuiickoli ®epepaunn  Pepepansuomy Cobpanuio  Poccubickoi
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Pepepaunn ot 26.02.2019 N [lIp-294 npo  ponpocy  NOKIKOYEHWS

obweobdpazosare/bHbX oprasusanuil k cetw Murepuer,

2.1.3. Noanyukr «s» nyukra | [lepeuns nopy4yeHwii No HTOraM COBESIIAHWA
[lpeannenra Poccmiickoii @enepaumn ¢ uiedamd  llpaesurenscrea Poccuiickoil
Denepaunn  or  23.04.2021 Na [lp-676 © 0(pPHHATHH JONONHHTEILHBIX MEP,
HaNpasIeHHBX HA HEOOMYLEHHE CAy4acs HCONPABJAHHOMD IABRIIUEHHA CTOHMOCTH
YEIyI 0 noakmodenno obweodpaosarenbHuX OPraHii3anMi K BRICOKOCKOPOCTHOMY
Hurepuery;

2.1.4, Pacnopawenna [lpapurenscTsa Poccuiickolt ®esepaunn or 28.07.2017
Ne 1632-p «O0 yreepkiaedun nporpammbl «lludposas skonommka Poccuiickoii
e nepamm;

2.1.5. ®epepansHbiil [POCKT «HudopmaumorHas HH(pacTpyKTypay
HauwoHaneHoro nporpamma  «Llndposas sxomomuka Poccwiickolt  enepaumun,
YTBEPHICHHBIH NPOTOKONOM 3aCEIaHNA MPE3IMIHYMA NPABHTEILCTBEHHON KOMMCCHH M0
UHPPOBOMY Pa3BHTHIO, HCOOABIOBAHHIY UHPPOBBIX TEXHONOTHH A YNYYINEeHHA
KA4eCTBA JKH3IHH M YCNOBHH BeleHMS NPeANPHHUMATENLCKON [IEATENBHOCTH OT
06.05.2019 Ne 8.

2.1.6. llonomenne o MunucrepcTse UHOPOBONO Pa3BHTHA, CEAZH H MACCOBBIX
KOMMyHHKAUMI  Poccowiickoii  @enepauus,  yTBEPAUCHHOE  [OCTAHORIEHHEM
[pasurenscrea Poccwiickodl Menepaumn or 02.06.2008 Ne 418 «0O Munmucrepcrse
UH(PPOBOTO Pa3BHTHA, CBA3H H MACCOBBLIX KOMMYHHUKauui Poccuiickoi Menepaumns.

2.1.7. Oxazanse ¥Yenyr cBaId A0JDKHO COOTBETCTROBATS:

—  DepepansHomy 3akory ot 07.07.2003 No 126-03 «O ceazus;

—  DepepansroMy 3axoHy oT 27 wiona 2006 roga Ne 149-03 «O6 nudopmansm,
HHPOPMALHOHHEIX TEXHONOMMAX H O 33WHTE HHPOPMALIHIN;

—  penepansHOoMy 3aKoHy or 27.07.2006 Ne 152-03 « () nepconansHbIX
IaHHBIX?;

—  henepansHoMy 3akoHy or 06 wmwona 2016 roma Ne 374-03 «0O sHecenun

HimeneHuit 8 Degepansrnii 3akoH «0) NPOTHBOACHCTEHH TEPPOPHIMY»;

—  MegepansroMy 3akoHy ot 26 wona 2017 roga Ne 187-03 «0O GezonacHocTH
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KpuTHueckoll nndopmauonnoi undpactpystypsl Poccuiickoit Menepaiin,

—  tPenepaneHmii 3akon ot 29.12.2010 Ned36-03 «0 szawmre nperelt ot
HHQOPMALHH, OpHYHHAoWedl Bpes HX 3U0POBLI) M PAIBMTHION B PEIAKIHH
Degepansroro 3akona ot 01.05.2019 Ne93-D3;

—  ¥Yxaay [lpeangenra PO ot 6 mapra 1997 r. Nel88 «O0 yreepmaenun nepeqns
caeneHuii konduaeHUHATBHOMO XapaKTepay;

—  [llpaBMiam OKa3aHHA YCIYI CBH3H 110 Nepeiade JaHHBIX, YTBEPRIESHHBIX
nocraHorneHHeM | lpapurenscrsa Poccuiickoil @egepawin ot 23,01.2006 Ne 32;

—  llpaBunam  OKasaHMA  TENEMATHYECKHX  YCIYr  CBA3H, YTBEPWKIEHHBIX
nocraHornedHeM | lpasurenscrea Pocoutickoit Mepepaunn ot 10.09.2007 Ne 575;

—  locranoanennto [lpasurenscrsa Poccuiickoll @epepausn or  30.12.2005
No 2385 «O tHuensHpoBaniH ASATENLHOCTH B 0GNACTH OKA3AHHA YCAYT CBA3H H PH3HAHHH
YTPATHBLIHAMH CHTY HeKOTOphIX akTos [ Ipasurenscrsa Pocenfickoi @enepannmy,

—  llocranomnenmto [lpasurenscraa P@ or 27 asryera 2005 r. N 538 «06
yreepmaennd  [lpasun  s3aMMonefCTBHS  ONEPATOPOB CBA3H C©  YIOIHOMOYEHHLIMH
rocy 1apCTBEHHBIMM OPraHaMH, OCYIIECTRIKIOUHMH ONEPATHBHO-POIBICKHY IO
e TENBHOCTRY;

—  [lpukaszy MunucTepeTsa HHGOPMALMOHHBIX TEXHOMOTHI U cea3n Poceniickoit
@enepaunn o1 13.02.2008 No 18 «O6 yreepanennn TpeGoBanMii K CHCTEMHOMY IPOCKTY
CEeTH CBATHM,

—  [lpukazy Munkomcaaan Poccuu ot 26.08,2014 Na 258 (pen. ot 06.02.2019) «06
yreep#aennn Tpeborannii Kk NOPANKY BBOLA ceTell WEKTPOCBAIH B IKCIUTY ATALHION,

—  Ilpurazy ®Cb Poccun ot 10 nrona 2014 r. Ne 378 «O6 yreepwnenun Cocrasa
H COJIEPWAHHA OPraHH3aLHOHHEIX H TEXHHYECKHX Mep no obecrnevyeHHo Ge30NaCHOCTH
NEPCOHANBHEIX  JAHHRIX npH  ux obpabotke B  MHOOPMALMOHHBIX  CHCTEMAX
NEPCOHANBHBIX AAHHBIX C HCNOIB30BAHHEM CPencTB KpHnrorpadwu4eckol 3auguTel
HHQOpMAUHHE, HEOOXOAMMBIX N8 BRINOIHEHHS YycTaHOBAeHHHX [IpasuTenscraom
Poccuiickoi @enepauun tpefoBanHil K 3a0IHTE NEPCOHATBHEIX HAHHBIX 118 KARAOIO M3

YPOBHEH 3ALIHIIEHHOCTHY,

—  [Ilpuxazy MunHCTEpCTBa CBA3H M MACCOBRIX KOMMYyHMKauuii PO or 16 anpens
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2014 r. N 83 «O60 yreepesnennn [Ipasun npumenerms obopynoBaHua CHCTEM KOMMYTALHH,

BRITHOMAR nporpaMmuoe obecnevenne, oDeCneUHBAIOLIETD BbLIMONHEHHE YCTAHOBNCHHBIX
NEACTEHI NMPH NPOBENESHHH ONEPATHRHO-POIBICKHLIX MEPOIPHATHIY;

—  llpukasy MuuncTepersa CBAIH M MACCOBRIX KOMMYyHHKauHH PP ot 16 susaps
2008 r. N 6 «00 yreepnenun TpefoBannii K ceTaM MEKTPOCBAIH [UIH NPOBEACHUS
ONEPATHBHO-PO3LICKHMX MeponpuaTHil Hacte 1. Obwmne tpebosanuay;

—  Texumdeckum Hopmam B cooreercrBMH ¢ «P/145.129-2000. Pykosonsupmii
AOKYMEHT oTpacid. Tenemarwdeckue ciaymObin, YTHEPHIACHHBIM nMpHKazoMm MuHCeiH
Poccum ot 23.07.2001 Ne 175;

—  T'OCT 34.003-90 «Mudopmaunonnan Texsonorus. Komnneke crannapros ua
ABTOMATHIMPOBAHHBLIC CHCTEMBI. ABTOMATHIHPOBAHHEIE CHCTEMbl. TepMHHB |
OlIpeneeHIRAY;

—  TOCT 34.201-89 «Madopmaunonnas rexnonorus. KoMniexe craspapros Ha
4ABTOMATHIHPOBAHHBIE CHCTEMBL BHibl, KOMMIEKTHOCTh H 0D03HAYEHHE NOKYMEHTOR
MPH COJAHHH ABTOMATHINPOBAHHBIX CHCTEMY,

—  TOCT 34.601-90 «Mundopmaunonnas TexHonorus. Komniaeke crannapros Ha
ABTOMATHIHPOBAHHBIE CHCTEMBI. ABTOMATHIMPOBaHHEIE cHeTeMBl. CTanHH colnannsy;

—  TOCT 34.602-89 «Mudopmaunonnas texnonoruns. KoMnnexke cranaapros Ha
ABTOMATHIHPOBAHHBIE  CHCTEMBL.  TexHHYecKoe  3ajaHHe  Ha  co3jganHe
ABTOMATHIHPOBAHHON CHCTEMBIM;

—  TOCT 34.603-92 «Huadopmaunodsas texuonorus., Buow  Hensrrasuii
ABTOMATHIHPOBAHHBIX CHCTEM»;

—  TOCT 27049-86 «3awmra ofopynosanns nposogHoll  cBA3M W
0DCNYKHBAKOLIETD NEPCOHANA OT aTMOCHEPHRBIX PAIPALOBY;

—  TOCT 28439-90 «Annaparypa BONOKOHHO-ONTHUYECKHX CHCTEM NEPEAaYH 10
IHHHAM 3neKTponepeaay unpposas. Obmme TexHuyeckue TpedosaHusy;

—  TOCT 5238-81 «Ycranosku npoBoaHOM cBa3M. CXeMbl 32MHTEL OT ONACHEIX
HANPAKEHHA W TOKOB, BOIHHKMIOWMX HA THHHAX. TexHuueckue tpebosannmy,

—  oCcT P 5079995  «CoBMeCTMMOCTE  TEXHHYECKMX  CPeicTB

MEKTPOMArHUTHAA,  YCTONYHBOCTL  TEXHHUECKMX  CPeACTE  pajHOCBiId K



12
MMEKTPOCTATHYECKHM PA3pPAAaM, HMITYIECHBIM [TOMEXAM H JIHHAMHYECKHM HIMEHEHHAM

HANPAKEHHA CETH MEKTPONUTaAHUE. TpeDoBaHHS H METOIR HCHBITAHKITH:

—  T'OCT P 53724-2009, «Kagectso yveayr cesasu. Obume nonoxeHnsy;

—  TOCT P 53731-2009. «Kauectso yeayr ceasu, TepMHHBL H ONpEIeIeHRAN;

—  TOCT P 53728-2009 «Kauectso ycnyrn «llepenaua panmsix». [Nokasatenn
KauecTRax;

—  T'OCT P 53729-2009 «Kauectso yenyru «llpenocTapiense BHPTYanbHOM
4acTHOHR cet (VPN )». [Tokazarenu kauecrsan;

—  TOCT  28147-89  «Cucremm  obpabotkm  wndopmanus,  3awwTa
KpunTorpapHyeckas. AMropuT™ KpunTorpadH4eckoro npeobpasosannay;

—  T'OCT P 34.12-2015 «HMudopmaunonnas texnonorns. Kpunrorpaduueckas

3amMTa Hegopmaurn, brovnsie wudpey.

2.2, Cpok okasanua Yenyr: ¢ 1 smeapa 2022 roga mo 31 asrycra 2023
BEITFOMHTE/LHO.

Yenyri CBAZH OKAa3biBAKTCH HENPEPLIBHO, KPYTAOCYTOMHO M EXREIHEBHO B
COOTBETCTBHH ¢ venosmimu T3,

2.3, Oxazanme Youyr cessn wia C30 u Obvexros LMK ocymectsnsercs s
coorsercTBHH ¢ 3asskame ® Llenamm enmnmu Yenyrm ([Npunokenwe Ne 2 k
MOCYIAPCTBEHHOMY KOHTPAKTY ).

2.3.1 Ycayru cesse, coOrnacHo HanpasnseMbiM 3aKazuukom 3asskaM, BKITIOYAKOT

B ceba;
2.3.1.1 Oxazanwe Mcnomuurenem yenyr ceasu anm C30 uw Obsextos LMK,
PacmonoAeHHbIX Ha TeppuTopHsx  cyOmexToB  Poccuiickoit  ®eaepaumm  (3a

ucrnroveHnem Pecnybnukn Kpeiv # r. Cepacronons) no:

1) nepepave AaHHBIX MPH OCYIIECTRIEHHH NOCTYNA K TOCYI3pPCTBEHHBIM,
MYHHUHNANBHBIM, HHBIM HHOOPMALWOHHBIM CHCTEMaM W K CETH

"Hurepuer” (Komnonent Yeayru ceasu «llepenaua nanueix») B cocrane

YCIYT:
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— [0 3AlHTe [JaHHBIN, 0BpabaThiBaeMBIX M NEPEaBACMBIX MPH
OCYLIECTRICHHH NOCTYNA K rOCYAAPCTBEHHBIM, MYHHLMIATEHEIM,
HHBIM  HHOOPMALHOHHBIM CHCTEMaM H K cetd  "Hurepher”

(KoMnoHeHT «3ammTa gJanHbix»);

— o ofecneveHM0  OrpaHHYeHHs  NOCTYNA K MHOOPMaUHH,
pacnpocTpaHenne koTopoii B Poceuiickoil ®epepaunn sanpeiexo, |
K MHOPMALHA, NPHYHHAIOWEH BPEA 300POBLI0 K (WIH) PasBHTHIO
aeted, conepwamedica 8 cern "Huteprer" anm o0pazoBaTeibHbIX
opranmzaudid  (Komnonewr  «Orpanmdense  moctyna K

HHQOPMALHAY );

— [0 MOHHTOPHHIY H oDecrnedeHHr Oe30MacHOCTH CBA3H  TpH
NPEeNOCTABNEHHH JOCTYIA K rOCYNAPCTBEHHBIM, MYHHIIHMATBHEIM,
HHBIM HHMOPMALMOHHBIM CHCTeMaM ® K cetd  "Hutepher”

(Komnonent «Monurtopunr 1 obecnedense 6e30NacHOCTH CBAIHY );

2) nmo npepocrasneHuid ¢ Henonelosamem  ECIJ]  poctyna &
roCY AAPCTBEHHBIM, MYHHIHMATBHBIM, HHBIM HHDOPMAIMOHHLIM CHCTEMAM
H K HH)OPMAUHOHHO - TenekoMMyHHKauuoHHo# cetw "Hureprer”

(Kommonent Yeayru ceasu «llpegocrasnenne noctynan),

3) opragmsauus noakmrouenns K ECTL (Komnowent Yonyrd ceasu

«Oprasnzauus kanana L2»);

4) nepesaue panubx npu ocymectanedud gocryna Kk ECIL] (Komnounent

Yenyru ceaan «[lepenava nanuerx L2xs).

2.4, Mecro oxkazaHHs ¥ ey

CyOnextel Poccufickofi ®enepaumn (3a ucxmouennem Pecnybnnkn Kpem n
r. Cepacronond), mo Mecty Haxosmunenus Touek npucoenmuenns ECTLL, no mecty
HaxowaeHuda C30 n Obdwextos LHHK, no mecry naxownenus Menonuwrens.

2.5. Hecxoaune nannbie.

Ilpn okazanum Yonyr cessm Menonswrens nomkeH pyKOBOICTBOBATHCA
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CHNEIVIOIIHMH HCXOOHBIMHE IAHHBIMH.

— nHactoaumm T3

— nepeurem Touex npucoenunenna ECI1;

— JasBKaMH HA OKa3laHHe Y CIyr cBA3M.

2.6, PeaynerarTel oKazaHuA Yonyr ceasu.

2.6.1 Hcmonawrenem okazanel yoiyrd csssw gna C30 w Obwextor LMK,
PACHONOWEHHBX Ha  TeppuTOopHAax  cybwexToB  Poccmiickolt  @Penepaumn (3a

nekmogennem Pecnybnuikn Kpeim v r. Cepactonons) no:

|) nepenaye naHHBIX OPH OCYLUECTRISHHMH JOCTYNA K MOCYIApCTBEHHLIM,
MYHHUHIIAIBHBIM, HHbBIM HHOOPMAUMOHHKIM CHCTEMEM H K CETH
"Hureprer” (Komnonent Yenyrn ceasn «llepenada naHHsIx») B cocrabe

yCIyr:

— N0 34IHTE AAHHBIX, 00padaThIBAEMBIX W INEPEIABAEMLIX [PH
OCYLIECTBIEHHH [OCTYNA K rOCYJAPCTBEHHBIM, MYHHLHNATLHEIM,
HHBIM HHQOPMALMOHHBIM CcHCTEMaM W K cetH  "Hurepuer”

(KomnonenT «3anmra nannsx»);

— N0 0DEecTneyeHHI0 OrpaHH4eHHs  J0CTYNa K MHQOPMALHH,
pacnpocTpanenye KoTopoi B Pocenfickoil enepaunu sanpemeHo, n
K HHOOPMAaUHH, NpHHHHsomedl spe 310poseio H (HIH) paiBHTHIO
nereii, copepmamefica 8 cetn "Hurepuer" nna ofpazoBaTelbHBIX
opraH13auui (Komnouent wOrpasn4eHne LocTyna K

HHPOPMALTHI );

— 0 MOHHTOPHHTY M ofecneqeHnio Ge30NACHOCTH CBAIH NpH
MPelOCTABISHHH [QOCTYNA K OCYapCTBEHHBIM, MYHHIHNATLHBIM,
MHBIM HHGOPMAUHOHHBIM cucTemMaM ¥ K cetH  "Hurepner”

(KommodenT «MosuTopuHr M oDecnevernne DEIONACHOCTH CBAIH?);

2) npepocrasnenuio ¢ uenosassosaumem  ECINJ]  goctyma
rOCYJAPCTBEHHBIM, MYHHUHIAIEHEIM, HHEIM HHOOPMALHOHHEIM CHCTEMAM

H K HHQOPMAUHOHHO - TelekoMMmyHuKaunouHo#i cetw "HaTeprer”
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(Komnounent Yenyru ceasu «llpenocTasnenne nocrynas).

3) oprasmzagns nogkmodenua K ECILA (Komnowenr Yeayrn ceaim

«Oprann3auus kanana L2»);

4) nepenave ganHeiX npu ocymectaiennn noctyna K ECIL (Komnonear

Yeayru caasun «llepenava nanasix L2»),

2.7. HcnonnuTens Q0MKeH COOTBETCTBOBATH TpeDOBAHMAM, YCTAHOBJICHHBIM B
COOTBETCTEBMH € 3aKoHogarenscTBoM  Poccuiickolt  Pepepaumn K nuuam,
OCYILECTRIIAIOMIAM OKA3AHHE YCIYD CBA3ZH, NO3BONNIONIMM HAR NPOTAKEHHH NefCcTBHA
['oCcy #apCTBEHHOr0 KOHTPAKTA OKA3BIBATE CACAYIOUIHE YCIYTH:

—  YCAYI'W CBA3M MO Nepenaye NaHHBIX, 3@ HCKIIOYEHHEM YCIYT CBHZH MO
nepejade JAHHBIX 1A uenei nepefa4yu ronocosoii HeadopMam:

- TeNeMaTHYECKHE YCJIYTH CBAIN;

—  YCOYTH N0 3awpTe HHdopMaiiu,

2.7.1. Henonuwrens AN8 COOTBETCTBYIOUIMX BHAOB paboT NOMKHB HMETh
NHUEHIKH, JeACTEYIOMHE Ha TeppHTOpHM Poccriickoii Menepaini Ha cleyIOUIHE BH LB
AeHTeIIBHOCTH:

- nuueninn  OCTOIK  Poccun Ha  ocywecteneHHe ACSTENLHOCTH 1O
TEXHHYECKOH 3alUHTe KOH(MHISHUHATEHOH HHPOPMALIMH B 4aCTH caeayoumx paboT |
YCIyT, YTBEpPAKIEHHBIX nocradosnedues [lpasurenseTsa Poccwiickoii Mepepauus ot
03.02.2012 M 79 «0 NUUEHIMPOBAHHH ACATENLHOCTH M0 TEXHHYECKOH 3awHTe
KOH(HACHIHATBHOG HHPOPMALIHH?:

- KOHTPO/IE  3AIIHUIEHHOCTH  KOHQHASHUHANBHOH  MudopMauusn  oT
HECAHKIHOHHPOBAHHOIO OOCTYNA H €€ MOLHPHKAUWH B CPeAcTsax W CHCTeMax
HHPOPMATHIALMH,

- YCTAHOBKA, MOHTAM, HCILITAHHA, PEMOHT CPEICTB 3ALMTEL HHOOPMALHA
(mporpaMMHBIX  ((POrpAMMHO-TEXHHYECKHX) CPELCTB  3aWnTel  HHGpOpPMALHH,
JAMMMLICHHBIX  (NPOIPAMMHBIX  ((POrpPaMMHO-TEXHHYMECKHX) cpeacts  oDpaborkw
HMHPOPMALME, [NPOrPAMMHBIX  (NPOrpAMMHO-TEXHHYECKHX) CPEICTE  KOHTPONS

FANHINEHHOCTH HHdopMaumn);
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—  nuuenidn  Degepansroii  caywOel nmo  Hagzopy B cdepe  cBA3IM,
HH(POPMAHOHHBIX TEXHOTOrHH H MACCOBBLIX KOMMYHHKAIHI

- HA OKA3aHHE YCIYI CBASH [0 NEpejade JaHHbIX, 338 HCKIOYEHHEM YCIyT
CBA3H N0 Nepefade AaHHbIX VIR ueneH nepenayd ronocosoi HHGOpMaLmK;

- HA OKAZAHHE TENEMATHYECKHX YCIYT CBAIH,

= anuensnn ©CE Poccun Ha ocywecrenenne paspaboTkH, NMpoH3IBOACTEA,
PACHpPOCTPAHEHHA WHPPOBATEHEIX (KpHNTOrpadHYeckux) cpeacTs, HHHOPMALHOHHEIX
CHCTEM W TENEKOMMYHHKALMOHHBIX CHCTEM, 3AIHIIEHHEIX © HCIOILIOBAHHEM
MHPPOBATEHEIX (KPHNTOrPa(HYECKHK) CPENCTB, BRINOTHEHHS paboT, OKa3aHHA yCIyT B
0DNacTH WHGPOBAHKUA HHOOPMALIMY, TEXHHYECKOrD OGCTYRHBAHHA WHOPOBANLHEIX
(kpunTorpaduueckux ) cpeacTs, HHGOPMALIMOHHBIX CHCTEM H TEIEKOMMY HHKALUHOHHBIX
CHCTEM, SAWMIIEHHBIX C HCOONB3OBAHHEM WHQPOBANLHEIX (KpPHITOrpahHYeCKHX)
CPEACTS (33 HCKITIOYEHHEM CYYad, CNH TEXHUYECKoe obcnyRHBaHHE WH(POBATBHEIX
(KpHnTOrpadHYecKHx ) CpeacTs, HHAOPMALHOHHLIX CHCTEM H TENEKOMMYHHKALHOHHBIX
CHCTEM, JAUIHINEHHBIX C HCNOABIOBAHHEM WHMPOBANBHEIX (KpHITOrpadHYecKnx)
CPelcTB, OCYIIECTRIAETCA Aa oDecnedenns cODCTBEHHBIX HYH I HOPHIHYECKOTO MHIA
HITH MHAMBHAYAILHOMO NPEANPHHHMATENA )Y B YaCTH cnenyownx paboT v yenyr:

- MOHTa®,  YCTaHOBKA  (MHCTANASLMA),  HANAAKA  IHOPOBATBHBIX
(kpunTorpadmyeckux) cpencrs (.12 Ilepeuns senonuseMerx paboT H OKa3bIBAEMBIX
YCAYT, COCTABMAIOMINX THUEHIHPYEMYIO ICATENLHOCTE, B OTHOMEHHH WHQPOBAIbLHLIX
(kpunTorpaduiteckux) cpeacrs);

- MOHTA¥, YCTAHOBKZ (HMHCTANNAUHA), HAJAAKA SAIMUICHHBIX & C
HCNONBIOBAHHEM MHPOBATEHEI (KpHOTOrpadHYeckHy) cpeacts HHbOPMAUHOHHBIX
cucrem (n.13 [lepeyns seimonHAeMBIX paboT H OKAIBIBAEMLIX YCIYT, COCTARMAIIIHX
THUEHIHPYEMYIO IEATENBHOCTE, B OTHOWEHHH WHHPOBANBHEX (KpHITOrpadHYecKux)
cpencTs);

- paborsl no  obcnykuBaHH  WHGPOBANLHEIX  (KPHOTOrpadHYSCKHX)
CPEeCTB, NpelyCMOTPEHHBIE TeEXHHYECKOH | SKCIUIYATALHOHHOH JOKYMEHTALHER Ha ITH
cpencrsa (3a HCKIOYEHHEM CIy4as, ecliM yKasaHHeie padoThl NPOBOASTCH IR

obecneyenus cobeTeedHbIX Hy®A) (.20 [Tepeuns BanonHeMux paboT # OKAILIBAEMBIX
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YCIYT, COCTARMNIOIWMX JIHUCHIHPYEMYIO [IEATENBHOCTh, B OTHOLIEHHH UHPOBANEHEIX
(KpHOTOrpapHYecKHX) CpeiucTs);

nepenaqa wWHpposaibtbx (kpuntorpaduyeckux) cpencts (n.21 [Mepeuns
BRINONHAEMBIX  pabor M OKA3LIBAEMBIX YCAYT, COCTABAAOWIMX JIHLUEHIHDYEMYIO
AEATENBHOCTE, B OTHOWEHHH WHPPOBATBHEIX (KPHITOrpadHIecKnX ) cpeacTs);

—~ nepefadya  JAMHIWEHHBIX € MCIOABIOBAHHEM M POBATBHBIX
(kpunTorpauyeckux)  cpencts  wHdopManMosHX  cicteMm (22 [Mepeuns
BRINOIHAEMBIX paboT W OKA3LIBACMBIX YCIYF, COCTABMAKOWIMX JIHUECHIHPYEMYHO
AEATENBHOCTS, B OTHOWEHHH IWHGPOBATEHEIX (KPHITOrpadHUecKix) cpeacTs);

- nepenaqa CpeicTs HIrOTORNEHHH KIOYessX NokyMeHToB (.24 [lepeuns
BRIMOIHACMEIX PabDOT H  OKa3BIBAEMLIX YCAYr, COCTABRMAIOUIAX JTHUEHIUPYEMYIO
AEHTENLHOCTE, B OTHOIWEHHH IHPOBANLHEX (KpHnTOrpadHYeckHx) cpeacTs);

Jna monTBEpEIEHMA COOTBETCTBMA YKa3aHHbIM Tpebosanuam MHcnonHuTens
OOJKEH NPeJOCTABHTE BRINHCKY W3 peecTpa JHueniuit o wannuwn y Menonuwrens
COOTBETCTEYHMUMX  AHUEHIHA HIH  KONHH  COOTBETCTBYIOIIMX  JHUEHIHE B
¥CTAHOBIEHHOM 3aKOHOIATENBCTBOM Pocceuitckoi Menepauun nopsagke.

2.8, ¥Yenyrd cBA3H JOMDKHB OKA3uBaTECA 24 (ABANUATE YETHIPE) 4aca B CYTKH 7
(cemn) oHeil B Helemwo.

29. Venyrd cesiM J0/KHBEI NPENOCTABNATECA NOCPENCTBOM CETH MepeiadH

JaHHKY Menonuurens.

2.10. ECTI] pomxua ObITe OPraHM3OBaHA N0 NPHHUHIY [0IHOCBAIHOM,
JAMHIMIEHHOA CETH CBA3M, H30AMpoBaHHOH oT cetn MHrepHer w cerefi apyrux
nonk3oBaTeNiel Ha JIOrMYCCKOM YPOBHE, H NOLUepHBalOmEel oDMEH NaHHBIMK
(rpadmrom) uepes yanw ECT1]] na yposue cyGbextos PO (3a nckmovennem PecnyGamkn
Kpuim 1 r. Cesactononsa).

2.11. Jina oxazanua Yeayr ceasn C30 u Obwexram LIMK B cocrase ECIT]
OPraHHIyIOTCA KaHAIL Nepenavn Januex 1 Toukn npucoeannenns ECT1]L

212, Ina  okazanus  Yeayr Henonuwmrens  gomEeH  HCNOABIOBATE

TENEKOMMYHHKALHOHHOE 000pY 10BAHHE, CTPAHOH MPOHCXOMIEHHA KOTOPOIO SB/ARETCA

Poccuiickan Menepaums, W CBEJEHHA © KOTOPOM COAEP®ATCH B nepeyHe
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TENEKOMMYHHKALMOHHOTO OBOPYNOBAHMA POCCHICKOND NPOHCXOMUEHHS, KOTOPEIA

thopmupyeTca npukazamu MUHHCTEPCTBA MPOMBILUIEHHOCTH W TopronH Poccriickoii
Degepauyn, WiH B Ejuuom peectpe poccriickoll panuosnexTpoHHON nponyKumm,
cpopmHpoBaHHOM MHHHCTEPCTBOM NPOMBILLIEHHOCTH W Toproend Poccufickoil
Demepaumi.

2.13. Tlpn OTCYTCTBMM TeNeKOMMYHHKalHOHHOTO o06OpynoBaHHs, KOTDpOMY
PHCBOEH  CTATYC — TeNCKOMMYHHKALHOHHOrO  obopynosanums  poccuiickoro
MPOHCXOKIEHHA, oblanalomero XapaKTepHCTHKAMH, HCODXOIHMBIMH [UIA OKA3aHHA
Yenyru, a takme B cnyuae, eciH NPOH3BOAHTEN: TAKOT0 TENEKOMMYHHKALHOHHOIO
0BOpY 10BAHMA HE B COCTOAHHH ODECHEeUMTh €ro HANHYHE B JOCTATOMHOM KONHYECTBE
ANIA HAYANA OKA3aHHA YOIy WM B TCUCHHH CPOKa ee okasaHua, Mcnonwwrens snpase
HCNONBIOBATE [UIA OKA3AHWMA YCOyr HHOE TENeKOMMYHHKALUMOHHOE 00OpYyaOBaHHE
TOMBKO MOC/HE COrNAcOBAHNA €ro HCMOTBI0BAHHA C 3aKaA3YIHKOM,

2.14. 3axa3syuMk COrNacoBBIBAET HCNIONB3OBAHHE HHOTO TENEKOMMYHHKALHOHHOTO

obopynosanns, npegycmMorpeddoro n. 2.13. T3, s caeayromux cayuasx:

—— OTCyTCTBHE  TENCKOMMYHHKAUHOHHOrO  oBOpYIOBAHMA,  KOTOPOMY
MPHCBOEH  CTATYC  TENEKOMMYHHKALUMOHHOTO  0DOpYyAOBaHWA  pOCCHICKOro
NPOHCXOMAEHNA, O0NANaAOMErD XapPAKTEPHCTHEAMH, HEOOXOIHMBIMH I8 OKAIaHUA
Yenyru;

— [Npencrasnennem Menonuurenem Jakauuky 3apepeHHsIX Konwuil sanpoca,
HANpPasieHHOro MPOHIBOAHTENH0 TENCKOMMYHHKAIHOHHOMD 0DOpyI0BAHNS, KOTOPOMY
MPHCBOEH  CTATYC  TEJEKOMMYHHKAUHOHHOrO  obopyjoBaHHs  poccHiCKOro
MPOHCXOKACHHA, 0 BOIMOKHOCTH OOECNEYEHHS €ro HANHYMA B CPOK H B KOMHYECTBE,
KOTOphIE HeoOXOAMMBI [UIA OKa3aHMs Yciyr, a Takwe NpeJocTARIEHHA OTBETA
NPOHIBOJAHTENA, NOATEEPKIAFOUIEN0 HEBOSMOWHOCTE TAKOTO obecneqeHHA.

2.15. HMcnonuurens ofecnedusaeT npucoeIHHeHHe KaHana cea3m mexay C30,
Otvexramu LMK u ECI1]] 8 Toukax npucoenunenns ECI1IL

2.16. Tpebosanua k obopynopannio Tovex npucoeannenus ECITI ans C30

1) Touwoit npucoepunenns ECII asnserca  xomnnekr obopygosanus

Henonuurens, B cocrae EOTOPOre BXOIAHT DEUP}’ADH&HHE}* C CeTeBbIMH
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uHteppeiicamn g nogkmouenus Kawanos L2 meway C30 u ECIIL
Konudecrso uarepdeiicos ans nopkmouesns o00pyAOBAHMA KAHANA CBAIM
mexay C30 u ECIL nonkso obecneynts okazanue Yenyr cagan,

2) Cocras obopynosanna Touwex npucoeamnenus ECIIJ] nomwen Beits
onpeaenen Henonnurenem ¢ yuetom tpebosannii T3,

3) Henoanwrens obecneunsaer yeTawoBKy HeoOXomumoro ofopynoBanus B
Touke npucoepunenns ECT1]] caonmu canaMu 1 3a ceoll cuer

4) Appeca pasmemenus Touexk npucoenmHenus ECI] npeaoctamnsioTcs Ha
yTBEpHIEHHE no QopMe B coorsercrBuH ¢ [lpunowennem M 4 kK
Texnnueckomy 3ananuo Menonnurenem 3akasuuky B CPOK, yKasaHHbH B 1,
7.1 T3.

2.17. TpebGosanus k obopyaosanuio Tovek npacoenuHenns ECIL] nna ObsexTon

LMK

1} Henonnurens obecneuHBaeT ycTaHOBKY Heobxoaumoro ofopyloBanHa B
Touxe npucoeannenus ECI] ceonmu cnnamu n 3a ceoii cuer.

2) Toukoit npucoeaunenna ECIL] ssnsercs wkomnnexr ofopyaosanus
Henonuurens HiK npusievensoro MenonHuTeneM COMCNONHHTENN, B COCTAR
KOTOpOro BXoaut obopynoBanme ¢ ceTesbiMH  HHTepheficamn  mas
noaknouerns obopynopanns Ofvextos LIMK. Konuuectso untepdeficos nma
nogrnodenna obopynosanna Obsexros LIMK pomkno obecnevnts okasanue
Yenyr ceaz.

3) Obopyaopanwe Touxe npucoegunenns ECTI]] nomkso obecneunsars
AOCTATOMHOE KONMYECTBO HWHTEpdeiicos ana nogkmouenns x  ECIL]
obopynosanua Obwexra LIMK » pacnonarateca va Obwsexte LUK B MecTe,
cornacopansoM [lpencrasurenem obsexra LUK

2.18. Hdoctyn k cern Murepner w3 ECIL/ nomken ocymecTsiaThcs Ha ypoBHE

AAMHHHCTPaTHRHEIX LeHTpoB cyObekToB PO, B KoTOpeIX pacnonomens C30 1 OfbexTH
HHK. Ocymecranenne mocryna & cetw Hurepuer BHe aiMHHHCTPATHBHBIX UEHTPOB
cybbexTon P cornacossiBaeTea ¢ JaKazuukom.

2.19. Konuvecreo Touek npucoeamnenus ECTI] pns Obwexton LMK nomxuo
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cooTBeTCTBOBATE KonmnyecTey O0bekTor LIMK, ykazanHex B 3asskax, 4 HAXOOMTLCR N0

ux daxruuecknm agpecam. llo cornacosanmio ¢ lMpencrapntensma obwexton MK
ponyckaercs oprasdiaums oauoi Touwkn npucoemuHenHs ECIA ans Heckonbkmx
Obwextop LIMK npu yenoBuH HX HAXOWIEHHA B OJHOM 343HHH (NIOMEWEHHK),

2.20. [na Obwexros UMK, koTopme Oyayvt 1o0asiarsca J0N00HATENBHO, THHHHA
CBAIH OT CPENCTB CHASH, BXOAAIIMX B COCTAB CETH WekTpoceazn Hcononuurens, o
Touer npucoenuuenns ECIL] ma Obwvexrax UMK nom&nsl wenonszosate BOJIC,
Henons3osanne CnyTHHKOBLIX KaHANOB CBATH NPH OopraHy3auny Tovek npucoeanHeH A
ECII] ® TpyaHOOOCTYNHHEX HACENEHHBIX NYHKTAX JONYCKASTCH TOMBKO npH
obocHOBAHMH AAaHHOH HeoOxomumocTH HMononwuTeneM W No  COMMAcOBAHHID C
3aKaIIHKOM.

2.21. B kamnom cybwexre Poccuiickoii ®enepaumn HomkHO ObiTe HE Menee
onnolil Touyku npucoeguunenns ECIIJ] ¢ BoamMowHOCTHIO OkazaHus Yemyr ceasu (3a
Hekmogennem Pecnybnnrn Kpeim # r. Cepactonons).

2.22, Touskn npucoennrenns ECILL nomknsr obecnewnBath [OCTATOMHOE
konn4ecTro pHTepdeiicop wna noakmovenus Kk ECT] Kananos L2, Tune: abosenterkux

draneckux HHTepheiicos, KOTOPEIE MOTYT HCNONBIOBATLCA MPH IPHCOE AHHEHHH B TOM

JHCIE:
- 802.3ab 1000BASE-T (10/100/1000 Ethernet over copper);
- 1000 Base-LX (ogHOMO10B0E ONTHYECKOE BONOKHO ),
- 1000 Base-LH (ogHoMo 10808 ONTHYECKOE BONOKHO);
— 10G Base-LR (oqnomMoaoBoe ONTHYECKDE BOJIOKHO);
- 100GBASE-LR4 (0pHOMOI0BOE ONTHYECKOE BOIOKHO).

2.23. Kananw ceasu ECTIJ] mexny Toukamu npucoenunenns ECIT ans C30,
3A1CHCTBOBAHHLIE B OKa3anu| Yoy, nonmkHel yenonsloeats BOJIC, 3a wekmouyennem
HYKOTCKOIrO aBTOHOMHOIO OKpYTa.

2.24. JlaHWH CBAIH, HCOONBIYEMBIE /U4 [IpefocTaARieHMs Ycuyr, JOIKHE
HAXOIUTLCA B8 npenenax rpaHdy Poccuiickoli ®egepaumn, 33 HCKIOMEHHEM Tex,
KOTOPhIE HCTIONB3YIOTCA 118 obecnedenus (yHKUHOHHpoBaHus Todex nprcoeIHHEHHS

ECTLI n Obvexrtos LIMK Kanunuurpanckoi obnacru.
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2.25. He pomyckaercd OpPraHM3auus KaHANOB CBAIH, HCNOIBIVIOWIHXCA [UIs
okasanus Yenyr ceasu C30 n O6werram LIHK, uepes cers Hurepuer.
2.26. lna C30 B cocrase ECIL]] opraumsyiorca cremyiolHe OTHE/bHEIE
BHPTYAILHEIE CETH BKIKYAN, HO HE OrPAaHHYHBAACK CHEAYIOIIHME;
- nepefgavyd  JAHHBIX  00paioBATENBHBIX  OPraHM3auMii  npH
NOCTYIE K HHPOPMALHOHHBIM CHCTEMAM H B ceTk Huteprer.
2.27. lna Obwexron LMK 8 cocrase ECII] opranmsyioTca cheayionie
OTHeNbHEIE BHPTYANLHBIE CETH BEIIOYAN, HO HE OTPAHHYHBASCH CENYIOMHMK;
- nepeaasu panneix LIHK, UK CP®, THK gas ['AC «Beibopemy;
- nepenayn ganneix MK CPO, THK npu npepocrasnennn goctyna B ceTs
«Hurepners.
2.28. Tpaduk, npeasazHaveHHwil 0% OTACNBHEIX BHPTYANBHBIX ceTell, He
OONHKEH NepeMeLHBATECA.
2.29. Toukw npucoegnrenns ECIJ mna C30 nom%HbB cOOTBETCTBOBATH
CIENYHOHM NapaMeTpamM:
~ konu4ecTso Touek npucoenunenus ECI1/ ne menee 83
- B AIMHHHCTPATHBHOM UEHTpe Kaxnoro cydnexra Pocewfickoi Menepaunny
(3a ncxmouennem PecrnyOnukn Kpeiv 1 r. Cesactonons) gonmwuo OsITE He MeHee onHOH
Toukn npucoenunenns ECI];
= nojoca NponyckaHwa Ha ogHy Touky npucoeanHenma ECIL momwma
oDecneyHBaTs rapaHTHPOBAHHOE BEINOIHEHHE IADAMETPOB KAYECTRA NEPEAAYH JAHHBIX,
COOTBETCTBYIOIUHX TpeDoBaHHAM nogkmoveHns ais kasporo C30, nogxmoyeHHOTO K
ECTI;
- koadduunenT rorouocTH ceTH Kr ve menee 0,997 3a pacueTrsiil nepuo;
- ko3(pduunenT rotopHocTH Touku npucoenuHenus ECIL e menee 0,997
3a pacyeTHBIH NepHo,;
- npouedT norepu |P-naketos, 3anepika nepenaun |P-nakeros v sapHauus
BpeMeHH 3aepikl |P-nakeTos 10NKHE COOTBETCTBOBATE Tpebosanuam T3,
apyruy TpedoBaHMAM, HITOKEHHEIM B T3,

2.30. Touxs npucoeguHenus ECIA pgns  Obsexkros LMK gonsoas
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COOTBETCTBOBATE CHEAYHOIIHM MapaMeTpan:

- komuuectso  Touwek npucoenmwpenns ECILH wman  Obwexros LMK
Olpeje/lseTcs B COOTBETCTEHH ¢ KonnuecTeoM OonexkTos LIMK, ykazauuwix 8 3asekax,
MpH 3TOM JONYCKAeTCA opraHulauds ougHoil Toukw npucoeaunenns ECI ans
Heckonskux ObnexTop LIMK, pacnonomeHtsix 8 04HOM 31aHHH, NOMELIEHHHN;

- yBenH4eHne/ ymenpienne Todex npucoenunenns ECI1]] nponexoant npn
topsmuposaiun Hoseix O6sexTos LIMK PoccHs MM HX COKPALLCHHM NOCIE NONYYEHHA
3anBKH;

- onoca nponyckaHHs Ha oguy Touxy npucoennsenwms ECIT] nomgna
obecnednBaTh rapaHTHPOBAHHOE BHINOIHEHHE NAPAMETPOB KAYECTRA NEPEIatH JAHHBIX,
COOTBETCTBYIOWHX TpedosannaM nogkioYenns s kaxgoro Obsexra [[HK;

- koadbuument rorosaocti Toukn npucoenurenns ECMJ] we menee 0,997
3a pacqeTHRR nepuoa;

- npouent notepd 1P-nakeros, sanepiwka nepenayn IP-naxketos u BapHaums
Bpemenn 3anepakd [P-nakeTos nomknel cooTReTCTRORATE Tpebosanusm T3;

- Apyrum tpeboBanHnamM, HanomeHHsM B T3,

2.31. Henonuurens obszan oxaswBate Yonyru cesan nns C30 u O6sextos LIMK
De3 orpasuyenns obbwema nepenayn (GeaHMHTHO).

2.32. Hcnonuurens caMmoctostensHo npucoeaunset kK ECIJL MC, na ocnosanmy
JANPOCOB OT JaKaI4HKa.

2.33. Hcnonaurens obs3an npowseects npucoesusenue HC k ECI B Teuenun
30 (rpuauark) aued ¢ JaTh MOJYYEHHS 3a0poca OT 3aKaIYMKa MIH 3ANPOCOB OT
Brnagensues HC unn LHHK.

2.34. Hicnonuutens 3a ceoil cuet nNpoBOAMT Bee HeobXogumeie paboTel Mo
npucoeguHennie UC & ECITJ] 8 toM uwucne u popaborky MC B wactn obecnedenus
obopynopanuem ans obecneuenus KpunTorpagHuecKol 3AWMTE  NepeaBasMbIX
NAHHBIX MeRay nonesosarensmu u MC,

2.35. Hicnonuurens npucoenunser Kk ECI1]] pernoHansHule # MyHHIHTATEHELE
CeTH nepesaun nanusx cydnexTos Poccuiickoli Menepaunn, no obpamennio cydOneKkToR

Poccuiickofi @enepaunn. [lpHcoetuHeHHe PerHoOHANBHLIX H MYHHUHNANBHLIX ceTell
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nepejayd  nasHeix  cydbekToB  Poceuiickoli @enepaunH  NpOHIBOAMTCA  nocne
COrIACOBAHHA ¢ 3aKaIUHKOM.

2.36. Henonawrens Beger peectp npucoeanHennsix k ECI] MC s
HHPOPMAIHOHHO-AHANHTHYECKAad cucrema «Peectp yemyr cesamy (MAC PY(Q), ¢
ykazannem: Hazsanua HMC; agaret npucoepmmenns MC k ECI w nepeuns C30,
Henoassytowux MC. Joctyn k cuereme Menonuutemo npepocrasaser 3akaziug,

2.37. Henoanutens obecnedHBaeT MaplupyTHiaumio Tpadmka 0 noctynaocts MO
ans C30), nooknoYeHHbX K PErHoHaAlbHBIM ceTaM cyOsekTon Pocoriickoll @enepanmm,
B CBOE 30HE OTBETCTBEHHOCTH.

2.38. Henonawrens, nna obecnievenns Yeayr, okaseisaer copefictene C30 no
HACTPOHKE JOKANLHLIX BHYHCIHTENBHBIX ceTell B Becex APM, pacnonowennsx 8 C30
no sanpocam ot npeactasureneii C30.

2.39. Ilpn oxazanms Ycnyr cessw, B TOM uMcie B 4acTH obecrevcHus
dyuxkunonnaposanns  [AC «Bubopein, OGwsexram UK Henonwurens obszan
BBINONHATE TexHuueckue tpebosanna «Ha okazanmue Youyr cBA3M TEPPHTOPHANLHLIM
H30HPATENLHBIM KOMHCCHAM M H30OHpaTeNbHBIM KOMHCCHAM cyDBexToB Poccuiickoil
@egepaunn nis obecnevenus (yHkunoHuposanus [AC «Bubopei» ([lpunoxenne
Na T), ecniu HHOE He VCTAHOBIEHO ACHCTEYIONIMM JaK0OHOIATENLCTEOM.

2.40. Oprasmsauus Kawama L2 or C30 go Toukm npucoeaunenns ECTIJ
NPOBOAHTCH B IPpaHHuax oguoro cybwexTa Poccuiickoll @enepaupum. [TpH oTCyTCTBHH
IKOHOMHYECKOR M TEXHHYECKOH uenecoobpasnocTi nogkmovenns Kanana L2 x ECI1]
B rpa’iiax ondoro cybsexta Poceniickoii @enepauun, nogrmouenre C30 moxker Guith
BeInONHEHO K louke npucoenmnenns ECILI cocennero cybOwekra Poccuiickofi
Depepauuu, MOpPH 3TOM [aHHOe pelueHHe cornacossisaercs Hcenonuumrenem c
JaKazuMKoM.

2.41. lNogkmogenwe Kanana L2 or C30, O6sexra LIMK k Touyke npucoennnenns
ECIL] nposogures cunamu Menonuurens.

2,42, Tpebopanus k p3auMoaeiicrsnio mexny Henonnurenem w [pencraeaTenem
C30 npu npesocrasneHdn ¥enyr:

2421, Menonaurens npepocrasnser W yeramasnueaer ans ecex 30,



24

npucoeauaaeMex (nogkmogaeMeix) k¥ ECII, kpunToMapmwpyTisatopel. Ycrtanoska
KPHITOMAPIIPYTHIATOPOB OCYLLECTBIACTCA B TEACKOMMYHHKAUHOHHEE wKadsl. B
ciy4ae oTcyTeTBHA Ha obwekte C30 tenexomMmyHHKanHoHHOre mkada HMononuurens
OCYLUECTRINET €0 YCTAHORKY.

2.42.2. Yeranoska kpunToMapmpytriaropa Henonnurenem ne tpebyercs B
cioyyae, ecnd Ha ygactke cerd or C30 ao Toukw npucoenunenns k¥ ECITJ samura
naHHeix  oDecneumsaerca  croponnuM  onepatopom CK3M B coorsercrsEmM
Tpebosannsamu T3,

2.42.3. Henonuumens B TedeHHe BCEro cpoKa oOKasaHus Youyr cBsIM
obecnieynsaeT 3a cBOH CHET HACTPOHKY, BKITFOMAA HIMEHEHHE HACTPOEK B COOTBETCTBHH
C 3anpocaMHi JakazyHka, TeXHHueckoe oDC/yKHBAHHE H PEMOHT 0GODYIOBAHHA, B TOM
HHCTE KPHOTOMApUIpyTHIaTOpOos, yeraHosienux Henonuutenem B C30. [lpu stom
CPOKH H MOPANOK BRINOJHEHHA PErNaMEHTHBIX H PEMOHTHBIX paloTr yCTAHARIMBAIOTCH
PernamenToM TEXHHYECKOH NOMISPKKH [PH OKasaHWH VYCOyTH, YTBEPWISHHBIM
JaKAIYHKOM.

2.43. McnonHuTens NpUHMMAET y4acTHe B paboTe MCMBITATENBHONH KOMHCCHH NO
nogrmodenuo C30 u Obwvexros LMK x ECTI]I,

2.44. Tpebosanus K MOAYNRHOCTH Yomyr:

1) ¥Ycnyru cesau qomiHs 0D1a1aTe MOAYIEHOCTEIO,

2) MogynenocTe gommkHa obecneyusatk  BOIMOWHOCTE JN0DaBIATE W
KOMOHHHpOBaTE KOMIOHEHTE! yCIyr B pAMKAX MPeloCTaBIeHHs Y emyr.

3) Kamawit Komnonent gonwen obecrneqydBaTsh BuIMOMHEHHE cBOCH dyHKIHH,

2.45. Tpebosanus k macmrabupyemoctu ¥Yemyr:

1) Henonuurens momxeH ofecneyuTs TEXHHYECKYH) TOTOBHOCTE CETH
nepenayn nanHelx Menonuurens k okasauuio Yenyr cegan C30 B cooTBeTcTBHM ©
NOAYYEHHBIME OT 3aKA349HKA 3a0BKAMM.

2) VYenyrn ceasu pomkuel obecneynsats MacuTabHpyeMoCcTh, N0CTATOMHYO
ang paborel camux Yenyr, a racke scex Komnonenrtos Yenyr cessn B ee cocrase Gez
AONONHHUTENbHBIX 3aTpaT JaKkasunka,

3) Macwrabupyemocte Yeayr CBAIH  MOWET  UOCTHIATBCA  HyTeEM
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MOJCPHHIAUHH MPOrpaMMHOr0 W/une annapatioro obecrnevyeHHs, NOAKTHOYEHHA
AONOMTHHTEAbHBIX cuetem K ECIT v pacumpeniem nponyckHoil cnocobHOCTH Kananos
CBAIH.

4) PacumMpenHe KaHANOB CBH3H HE JOMKHO NPHBOIHTE K YXYIIIEHHIO
NAPaMETPOR Ka4YeCcTBa YCIyr CBAIH M HE J0NMHO OKa3kIBATE RTHAHHE HAa KoMnoHenTs
Yenyr.

5) Hcnonwurens BO BpPEMA HCNONHEHHA [OCYAAPCTBEHHOrD KOHTpAKTa
CAMOCTOATENEHO HAH 1o  TpeDoBanHr 3akasuuka onpenenseT HeoOXOHHMOCTb
macirabuposanua Yoy,

2.46. Tpebopanus k orkazoycrofiunBocT Yenyr:

I} Yenyrn cessm gonsasl obecrneqHBars OTKA3oyCcTOHYMBOCTE B UETOM H
oTkazoycrodumsocTe  Komnowentos Yenyr cessm B wactHocTH. B cavuae
BOIHMKHOBEHHA cOOeB MK apapuil Y eyru CBs3u JOKHEL IPEIOCTABIA TS BOIMOMKHOCTE
HIMEHEHHA ANropHTMOB paboTel, ans obDecnedeHHs coxXpaHeHus paboTocnocodHOCTH
Yeayr cBf3d B IOTHOM 00beme.

2) OrxasoycTofuMBOCT NONKIIOYEHHA NP OKa3saHuK YCIyT CBA3IM J0JKHA
0DeCneYHBATBLCA CACIYIOUIHMH PEIIEHHAMHK, HO HE HCKIIOYHTENBHO!

—  HCMONB3OBAHHE DPEICPBHBIX KAHANOB CBAIH HA MACHCTPAIBLHBIX JTHHHAX
ECILT;

= HCHONB30OBAHME OTKAIOYCTOWYHBBIX KoHdmrypauud ofopynosaHHa w
NPOrpaMMHOre oDecriedeHHs, no cxemam N+1 win N+N;

—  HCOOAL3IOBaHHE HCTOYHHEKOB Oecnepebofinoro nHTanma Ha  Toukax
MPHCOSIHMHEHHS 14 3AUIHTE OT MOTEPH MeKTPONHTAHMS;

= ayGIHPOBAHWE KIHOYEBRX KOMIOHEHTOB;

—  HCNOJB30OBAHHE PEIEPBHBIX KAHANOB CBA3H B MArHCTPANLHOMN COCTABIAIOLWIEH
ECILJL wmeway Touxkamn npucoegunenus ECTL, no3sonsiommx
MepeHanpariaTs Tpapuk B 00X0 OTKASABILETD MTYTH;

—  MAPWPYTHIAUHID TpadHKA ¢ OPUMEHEHHEM MPOTOKONOB CTATHYECKOH WM
JHHAMHYECKOH MapLupy THIaLMH,

3) B cayuwae npexpawenus suweprocHabmaromedil oprammzaumell nopaun



26

exrponuradus Ha Toury npucoennnenua ECILA, Menonnurens obasan npogomsnTs
npepocrasnedne Yonyr ceasm B Teqenne 4 uacos. Bonee anuTenbHbIe NepepbiBbi B
WIEKTPOCHADKEHHH, OATEEPKICHHLIE CO CTOPOHL FHEProcHAWAI MK OpraHusamHi,
CHHTAIOTCH QOpC-MaKOpoM,

2.46.1. Tpebopanna & orkazoycrofiumsoct Komnowenta Yemyr ceasm
«MouuTopHHr B obecnedenne DE3ONACHOCTH CBAIMY B YACTH JNEMEHTA MeKCeTeBoro
xpannposanna (MCD)

1) Orkazoycrofiunsocts MCD  jponwuo obecneuyHBaThCs  CHEHYROILIMMH
PelIEHHAMM:
—  HCIOMB30BAHWE  OTKAIOYCTOHYHBEIX  KOHQUIypauui  annaparHoro M
NpOrpaMMHOro oDecnevYeHHs;

—  pe3epBHPOBAHHE HACTPOEK CPEUCTB 3ALIMThL.

2.46.2. Tpebopauua & orkazoycroiiumsoctn Komnowenra Yeonyr ceasum
«MoHuHTOpHHT M oDecnedenne DE3ONACHOCTH CRAIH® B YaCTH VIEMEHTA «3AHTHl OT
DDoSw».

1} OrkasoycroifawBocTs cpencTs 3amTel 0T DDOS pgomkno obecneunsarsea
CNEAYHOMHMH PEILEHHAMK:

=  HCNONB30BAHHE  OTKAIOYCTOMMMBEIX  KOHGHIypauWid  anmaparHoro M

NpOrpaMMHOro obecneyeHns;
—  HCMNONbI0OBAHHE PEIEPBHLIX KAHAIOB CBAIH B MACHCTPAIM, [OIBOJSIOMINX
NEPEHANPABIATE TPA(PHK B 00X0] OTKA3ABIIETO Y TH;

—  Pe3CPBHPOBAHHE HACTPOEK CPENCTE ALNTEL

2.47, Tpebopanuua & peanusaunn CHeTeMBl  TEXHHYECKHX CPENCTB  [AJA
obecneyeHHs QYHKUHI ONEPATHBHO-PO3LICKHLIX MeponpuaThil (COPM).

Obecneunts peannianuo Gyakunit COPM (COPM 2 w COPM 3), B coOTBETCTBHE
¢ TpeDOBaHMAMH HOPMATHEHO-[IPABOBLIX AKTOR:

1) TpeGosanua K CeTAM JEKTPOCBAIN I MPOBSIEHHS ONEPaTHBHO-PO3BICKHEIX
meponpuaTHii Yacre 1. OGmme TtpeGosanus (yTeB. npekazom MuHHCTEpcTBa
HHPOPMALHOHHBIX TEXHON0rHWA H cassn PO ot 16 ausaps 2008 r. N 6);

2) Ilpasuna OKa3aHWA TENEMATHYECKHX YCMYT CBA3H (YTB. NOCTAHOBIEHHEM
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[MpasurenscTea PO or 10 cenradps 2007 r. N 575);

3) Nocranosnenne lpasurenscrea P® or 27 aerycra 2005 r. N 538 "0O6
yreepiiaenn [lpasun B3anMoneficTBHA ONEpaToOpoOB CBH3H C  YHOIHOMOYEHHBIMH
rOCY1apcTBEHHBIMH ~ OPraHaMM,  OCYIIECTRJIRIOLWIHMHE  ONEPATHEHO-POIBICKHYIO
IEeATeNbHOCTR

4) lpuxas MUHHCTEPCTBA CBA3H M MACCOBRIX KoMMyHHKauui P® ot 16 anpens
2014 r. N B3 "O6 yreepmuenuu [lpasun npumenends o0opyaosaHMs cHcTeM
KOMMYTALUHH, BEIOYAd nporpaMmuce obecnevenue, obecneqnBaomenro BuMOMHEHHE
YCTAHOBJIEHHBIX ACHCTBME NPH NPOBEASHHH ONEPATHBHO-POILICKHRIX MEpONpHATHIL
HYacte [lI. Tpasuna npumenenss o0Opyl0OBAHMA KOMMYTAUHH H MapIIpyTH3auHH
NaKeTos HHQOPMALHH ceTell nepenayy JaHHEIX, BEIKOYA NporpaMMHaoe obecnedeHne,
oDecreyHBArOIIErD  BHINOIHEHHE VCTAHOBIEHHBIX JelcTBHE npm  nposeneHHy
OMEPATHBHO-PO3LICKHBIX MEPONPHATHI";

5) [Ilpukas MusncTepcTea undpoBOro pasBMTHA, CBAIH H  MAECCOBRIX
kommyHHEauHH PP or 29 oxrabpa 2018 r. N 573 "O06 yreepwnenun TpeGosanuit k
TEXHHYECKHM H NPOrpaMMHBIM CPEACTBAM HWHHOPMAIHOHHBIX CHCTEM, COAEpPIKALMX
Da3bl naHHbIX abOHEHTOR ONEpaTopa CBAIH W NPEIOCTABIEHHBIN MM YCIYIax CESIM, a
TaK#ke HHPOPMAUKI0 O NOILIOBATENAX YCIYTAMH CBAIH H O MPEJOCTABACHHBIX MM
YCIOYyrax cps3d, oDecrlevHBalOIHX BeINONHEHHE YCTAHOBNEHHWX AEHCTBHI npw
NpPOBENSHHH ONEPATHBHO-PO3LICKHEIX MEPONpHATHE";

6) Menepansubiii 3akon ot 6 wions 2016 r. N 374-03 "O pHeceHHH H3MEHEHH B
@ejgepaneibiil  3akon "0 nporHBOmeRCTBHH  TeppopHaMy" M OTHCNBHBIE
3aKOHO#aTenkHele  awThl  Poccuiickolf  @ejsepaumu B 4ACTH  YCTAHOBJIEHHS
JIONOJIHHTENBHBIX MEp NpoTHBOAEHCTBHA TeppopHamy M obecnevenus obuiecTBeHHOH
DezonacHocTH",

2.48. TpeboBaHHA K XPaHEHHMIO NEPEIABAEMOID TPAapHKa H COINAHHIO CHCTEM
XPAHEHUH JAHHBIX.

OGecneanTs peanu3aunilo GyHKUHA N0 XpaHeHHKD NepenasaeMoro rtpadHka M
CO3JAHHIO CHCTEM XPaHEeHHS JAHHBIX B COOTBETCTBHH ¢ TpeDOBAHMAMEH HOPMATHEHO-

MPpABOBLIX AKTOB H BLINNOJTHEHHA JIEﬁ'ETB}'HJI.U.'E-'m COrmacoBaAHHOMD MUTAHA ME]]ﬂll[JH.ﬂTHﬁ (1]
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peanusauny tpebosannil Menepansroro 3akona ot 06 wona 2016 roga Ne 374-@3 «O

BHECEHHH H3MeHeHHH B Denepanbheiit 3akon «0 NpOTHBOASHCTBHH TEPPOPH3IMY® M
OTOENbHBIE 3AKOHOAATENbHME aKThi Pocouiickoit denepauns B 49aCTH yCTAHOBIEHHA
NONOIHHTENBHBIX MEP NPOTHBONCHCTBHA TEPPOPH3IMY H olecneveHus 0DuIECTBEHHOH
De30nacHOCTH,

2.49, Tpebopanusa K peanuzauun siaumoneficrans ¢ Llentpom MonuTopuHra
YnpasnenHs ceTslo cBA3IH obwero noabsiosanus DegepaneHoil cny®inl N0 HAAZOPY B
cipepe cBA3M, HHPOPMALHOHHLIX TEXHONOTHIA H MACCOBRIX KOMMYHHEaLHH (nanee LMY
CCOI).

Obecneuurs peannzaumio msanmogeiicteus ¢ LMY CCOIl B cooTBeTCTBHH ©
NPHEA3AMH O MOpPAIKE npenocTasneHns HHbopmauun 8 LIMY CCOIT.

2.50. TpeboBanHA K CHCTEMHOMY NPOCKTHPOBAHHID.

He nosguee 14.10.2022, HMenoanurens nom&keH nNpenocTaBHTh 3aKazuuKy
CHCTEMHBIH npoekT B coorseTcTBHH ¢ [lpukazom MHHHCTEpCTBA MHPOPMALMOHHBIX
TexHOMorHH M cea3n Poccuiickoi @enepauun or 13.02.2008 Ne 18, onmceisaionmmii
BOMPOCE! NPEAOCTABICHHS Y CIyr CRATH, BRIKYAN:

2.50.1. Moaens yrpoa DezonacHocTH HHGOpMALHM.

Mopens yrpos De3onacHoCTH HHOOPMALIHK N0IKHA CONEPHAThH OMHCAHHE YIPO3
BezonacHocTH HHOOPMALMYH, BKIOMAKIEE ONHCAHWE BOIMOKHOCTEH HapylmTenei
(MOenb HAPYIIMTENA), BOIMOKHBIX YHIBHMOCTEH MpOrpaMMHeIX Moayieli, cnocofon
pEATH3ALMK YIPpo3 De30NacHOCTH HHOPMAIIHA W NOCNEACTRHI 0T HAPYIICHHN CROCTR
DesonacHOCTH HHGOPMALHK.

s onpenenerus yrpos GesonacHocTd HHGOPMALMK U PaspabOTKH MOJIENIH Yrpo3
M MOIENH HapymHTens O0e30nacHOCTH HHOOPMALUMH NPUMEHNIOTCA METOIHYecKHe
HOKYMeHTEI, paspaGoTanssie W yreepaaedHeie DCTIK Poccun, a Tak#e yIHTBIBAETCH
wHopMauus w3 banka gaHHbix  yrpoz  Oesonackocth  @CTIK  Poccun
(https://bdu. fstec.ru/):

- [Npukasy @Cb Poccuu ot 10 wrons 2014 r. Ne 378 «O6 yreepmaenun Cocrasa v
CONEpKAHHA OPraHH3ALUHOHHEIX H TEXHHMECKHX Mep no obecrneyenuio De30onacHoCTH

NEPCOHANBHBIX  JAHHBIX [IpH  HX ﬂﬁpﬂﬁ(ﬂ'ﬂ:ﬂ 1] HH!:]JGPHHII.HEIHHHH CHCTEMAX
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MEPCOHANBHEIX [JAHHBIX C HCMONBIOBAHHEM CPELCTB KPUNTOrpadMueckoi 3amHTHI

HHQOPMAHE, HeoONOMMMBIX U8 BEINONHEHHA YCTAHOBNeHHBX [IpasurenscTBoMm
Poccuiickoii Mepepanun TpeboBanuii K 3a1MTe NEPCOHANBHBIX AAHHBIX IR KAXIOTO H3
YpOBHEH 3aMMIEHHOCTHY.

Tpebopanus ¥ Komnonenty Youyr ceasu «3ammmsl JaHHBIXY ONpeaeIstoTcs B
IABHCHMOCTH OT KNAcCa 3aMHIIEHHOCTH W yrpod OelonacHocTH  HuGOpManmm,
BRITFOYEHHBIX B MOAE/L YIpos De30nacHocTH HHQOPMALIHH,

Tpebosanna k Komnonenty Yeayr ceazn «3ammTsl faHHbxX» paspabaTsBaorcs ¢
yuerom 'OCT 34,602, F'OCT P 51583 u 'OCT P 51624, 8 qacT onpeneieHus:

- Leneii u 3ana4 obecnedenns 3amTsl HHOOPMAaLIHH;

- Knacca samMieHHOCTH;

- Ilepeyns HOPMATHBHBIX NPaBOBLIX AKTOB, METOAHHECKHX [OKYMEHTOB H
HALMOHAIBHBIX CTAHAAPTOB, KOTOPHIM IO/KHBI COOTBETCTBOBATH KoMmnowent Yeayr
CBA3H «JalIHTa JaHHBIXY,

- Tpebosanuii k sawkre uHdopmanun Npn HHGOPMALHOHHOM B3aHMOAeliCTRIM ¢
HC n nadopmausoHHO-TEICKOMMYHHKAIIHOHHBIMHE CeTAMH, B ToM wucie ¢ MC ©OHR,
POMUB.

2.50.2. Peammzaumo COPM;

2.50.3. MeponpuaTaa no peanusauuy Tpedoanuit MeiepansHOro 3aKoHa ot
06 mrona 2016 roga Ne 374-@3 «0O suecenun wimenenni 8 Qenepansusiii 3ako «0
MPOTHBOACHCTEHH TEPPOPHIMY®,

2.50.4. Obecnevyenme BanonHenus tpebosanuii ¥ ECI] u obecneuenns
npucoenuHennd Kk ECIL Kananoe L2 ¢ coznannem Touek npucoegunenns ECTIT;

2.50.5. Obecneyenue BeINOAHEHHS TpebDopanni K oxazanno Komnouenrta
Yenyr ceaaun wllpegocrasnenme poctynas;

2.50.6. OGecneuenne sunonnenns Tpebosanuii no okazanmio Komnoxenra
Yenyr eeasn «OrpadHyesne JocTyna K HHdopMaiinu,

2.50.7. Obecneuenne BenoNHeHHs Tpebosanuii no oxkazanuio Komnoxenra
Yeyr ceasn « MOHHTOPHHI MAPaMETPOB KAYECTBA NPENOCTABIAEMBIX YCAYI»;

2.50.8. OOmme NpHHUMNOLL MOCTPOeHHA ceresoll HHpacTpyYKTYpPR  ais
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OKa3aHua YCayr cBAIy,

2.50.9. MHseHepHO-TeXHHYECKHE PellieHHA N0 OPraHH3auMd  OKa3aHua
Yeayr ceazn gia C30 wa daze ECTT,
2.50.10. MukeHepHO-TEXHHYECKHE PEIUEHHA M0 OPraHH3alHe  OKalaHHA

Yeayr cegan ana C30 Ha Daze cnyTHHKOBOH CETH CBH3M;

2.50.11.  Ilpw nocrpoeHud uudpacTpykType and oxazaHus Komnonenta
Yenyr cessM «3amMTa JaHHBIX®, NPOBECTH OLUEHKY B COOTBETCTBYHOLIEM NOPAIKE,
yeranosnesiom @3 Nal87 «0) ODelonacHoCTH KpHTHHECKOH MHGOPMAUHOHHOH WLIA
HH(ppacTpykTYpe Poccriickoi denepaunmy» or 26.07.2017 r.

2.51. Tpebopanua K Texnnqeckofi noguepmxe Henonuurens npH oxasaHHH

Yemyr ceasu:

251.L B nepwox okazawua  Yooyr ceaam Mcenonuwrens  obszan
OCYIIECTBAATh TeXHW4eCcKy0 nopnepwky [lotpebureneidl (manee - Texuwyeckas
nojAep#Ka ) no ponpocaM okazanma Yeayr B8 coorsercteue ¢ Pernamentom
TEXHHYECKOH NOMIEPHKEH NpH okKasaHun Yeayrd (yrBepwieHHbM 3akaiumkom B
COOTBETCTBHH 1. 7.1.).

2.5Y2 Texuuueckas noaIepHKa I0NKHA OCYIIECTBIATECH KPYIIOCYTOMHO |
EMENHEBHO B COOTBETCTBHH ¢ PernameHToM TEXHHYECKOl NOANEPHKH NPH OKA3aHHH
Yenyru,  yreepwmennsiM  3akazumkom. Jlim  O6wsextor  I[MK  Pernament
paspabaTeiBaeTCH OTOENBHO H JOmKeH Owbite cornacosan ¢ LMK Poccuu. [locne
yreep#aenia Pernamenta 3akasquuKkom, oH fo/mkeH OWTh pasMemed Mcnonuurenem na
obmenocTynHoM pecypee B cerd «MuTepHeT» W HanpaBneH ANd O3HAKOMIICHHR
3AKAIHBIMM HCBMAMHK B agpec Beex [TorpebuTenei, ykasanHeuix B 3anskax 3akaiunka na
OKazaHue YCiayru,

2.51.3. OOpaiieHHa B TEXHHYECKYHO NOLIEPEKY QOIKHE PErHCTPHPOBATLCSA

NOCPENCTBOM CENYIOMMY cnocoboB:

~ M0 eIHHOMY DECIIATHOMY KOHTAKTHOMY HOMepY TenehoHa;

~ MOCPEACTBOM OTNPABKH CcOODLWEHHE WIEKTPOHHOH MNOYTH HA eNHHBI
NOYTORKIHA ALUIHK,

2.51.4. [lpodHiakTHyeckne (PEMOHTHO-BOCCTAHOBHTENBHEIE) pabOThI;
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1) llpw nposesenun NPOGHIAKTHYSCKHX HIH PEMOHTHO-BOCCTAHOBHTETLHBIX
paboT QonycKaeTcH NepepslB B OKa3aHMH Yeuyr CBA3H.

2)  llposepeHde yKA3aHHLIX BHAOB PaboT AOMKHO OCYILECTBIATLCH B HACH
HaUMeHbLIeH HArpy3ku M wWHpopmupoBaHHe npencrasuTens C30 aonkuo OvITE
OPOH3BENEHO 3apaKee He MeHee Yem 3a 3 palouux aus a0 Havana pabor no tenedony
WIIH MIEKTPOHHOI MoYTe.

2.51.5. [lpuopurernl W Bpems BoccTanoBaeHHA pabotocnocobuocTr Yenyr
cpa3n s Obverros LMK onpenenserca tpeGopanuamu [punomenns No7.

2.51.6. [lpuoputersl # Bpems BoccTaHOBAeHHA pabotocnocobuocts Yemyr
cesam ann ObpatoparenbHBIX OpraHu3anuii

1) HencnpaBHOCTH nogpasgensiores Ha HeThIPE NPHOPHTETA NO CTENSHM
CPOYHOCTH HX YCTPaHEHHA;

| -siii npropHTeT — KpHrnussii;

—  CONPOBOMKIAEMAN YCIYTa He NOCTYNHA (aBapHA);

—  maccoswie (Dosee gecatH oOpamiennit B TedeHHe TPHALUATH MHHYT OT
paznnunbix  C30 8 oraensnom cyBwexte Poccuiickoii  @enepaumn)
oOpaimeHHil B TEXHHYECKYID nomuepkKy Menonuurens, CcBS3aHHbE ¢
Hapyexnuem paborocnocobHocTH Y eayr, OTHOCSIIHECH K ONHOMY CODBITHIO;

2-oii npuoputer — Beicoxwii:

—  HabmopaeTcs  MAcCOBAR  JErPAmauMA  NPOMIBOAHTENLHOCTH  WIH
NEPHOIHYECKOE NPEPLIBAHKE YCAYTH B HE MEHee 5 npoueHTor obmero yuena
C30 B pervone;

—  (UKCHPYROTCH NepHOIHYECKHE Npepsisanns B pabote yeayru s ogHom C30;

3-it npuopuTet — Cpeanuii:

~  HabmomaeTca JerpajauMs mpou3IBOIHTENRHOCTH YCAVIH B ogHom C30;

= HapYLEHHE BCIOMOraTelsHOH GyHKIHOHATBHOCTH Yenyr;

~  3anpoc Ha o0CyKHBAHHE HITH HIMEHEHHE HACTPOSK;

—  3anpoc HA H3MCHeHHe KoHpurypauHn nin dyHkumuonanswoctH Yenyr,

4-it npuopurer — Huzwwmii:

—  npodnemsl 6e3 yrparsl cnocoGHoct Yenyr;
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~  3anpockl N0 OKA3AHWI0 HHOOPMALHOHHOH NOLIepKKN;

—  npegerasurento C30 tpeGyercs KOHCYNBTALMA.

[ToxasaTens

Hopmaris spemMenH peakums

Jlna Tovexr
npucoegunenus ECIT, C30 8
HAceNnEHHBIX NYHKTAX ¢
Hacenennem Donee necat
ThICHY 4EN0BEK

Jlna Touek
npucoenuHenns ECT1,
C30 B aaMHHHCTPATHBHBIX
UEHTPAX CENBCKHX
MOCENCHHH W NpoYnX
HACeNeHHBIX MyHKTAX

Pewum pervcrpagun
obpanieHmi

24 yaca 7 aHelt B Hegem0

24 gaca 7 aHell B HEOETIO

Bpems  pewexns
HHUHIEHTOB MEPBOTO
npHopHTETA

12* qacos pabouero
ppemen# (¢ 09:00 go 18:00
MECTHOIO BPEMEHH M0
pabounm aHAM) ¢ MOMEHTA
perucTpainy odpameHHs.

B nepuonel  nposepenus
H3IDHpaTeNbHBIX KOMITaHHiT
PazIHYHOro YPOBHA H NEPHOIE]
NpoBeeHHs eAHHOTD
roCYIapCTBEHHOTO  JK3AMEHA-
KPYraoCyTOYHO

9% yacoe paboyero
sppemenH (c 09:00 go 18:00
MECTHOI'D BPEMEHH 110
paboMuM JHSM) ¢ MOMEHTA
perucTpaiui odpameHns
s Touek mpHcoeHHEHHA
ECIIA.

B nepuon nposeaenns
HIDHpATENLHBIX KOMIaHKHH
PANIMMHOIO YPOBHA H
NEPHOBI TPOBENEHHS
CAHHOTO roCY JapCTBEHHOIO
IKIAMEHA - KPYIIIOCY TOMHO

28 * gacos paGouero
spesenn (¢ 09:00 go 18:00
MECTHOTO BPEMEHH 110
PabOYHM JHAM) € MOMEHTA
perucTpaumi obpamweHus
ana C30.

B  nepuwon nposenexus
HIDHpATENbHBIX  KOMITAHHI
PAaIIHYHOM0  YPOBHH W
NepHO 1kl npoBeseHHA
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[loxazatens

HopMaThe BpeMEeHH peakimMn

Jns Touex
npucoenunennd ECILL, C30 s
HACENEHHBIX MYHKTAX ¢
HaceneHHeM Domee necatH
THICAY YE0BEK

Jlna Toqer
npucoeauaenus ECI1,
C30 B agMHHHCTPATHBHBIX
LEHTPAX CENBCKUX
MoceleHHl o NpoYHy
HACE/IEHHEIX NMYHKTaX

EAMHOIO rOCYAapCTREHHOTO
IFAMEHA = KPYTIIOCYTOYHO

Bpems  pelueHMs
HHUHACHTOB BTOPOrO
NpHOPHTETA

16 * uacos pabovero
spemend (c 09:00 go 18:00
MECTHOIO BPEMEHH 110
pabo4HM JHAM) C MOMEHTA
PErHCTpALMH 0DpaLeHHs,

B nepron nposeaeHus
H30HpATE/ILHBIX KOMIAHHA
PaA3/IHYHOID YPOBHA H
NEpHOB! TPOBEIEHHA eIHHOrD
rOCyapCcTBEHHOND IKIAMEHA -
KPYTAOCY TOYHO

32* qaca paboyero
ppemen (¢ 09:00 no 18:00
MECTHOI'D BPEMEHH 10
paboYuHM AHAM) C MOMEHTA
PErHCTPALHK ODpalIeHHA.

B nepuon npopeneHus
H3IOMpaTeNnbHEIX  KOMMAHHI
pasTH4YHONO  YPOBHHE W
nepHoabl NpoBeAeHUA
SNHHOIO rOCYIapCTEEHHOTD
IKIAMEHA - KPYTIOCYTOYHO

Bpems pewenns
HHIHIEHTOB
TPETBETD NPHOPHTETA

24%® yaca pabogero
spemend (c 09:00 go 18:00
MECTHOTO BPEMEHH MO
pabounm qHam). B nepuon
NpoBeaeHHA HI0HpaTEILHEIX
KOMIAHHH pasfiuaHoro
YPOBHA- KPYIIOCYTOYHO

36* yacos pabouero
ppemed# (¢ 09:00 go 18:00
MECTHOIO BPEMEHH 10
pabounum gHam). B nepuon
MPOBENEHHA
HW3IOHpaTeBHBIX KOMIAHHH
PANTHMHOTD YPOBHA-
KPYIIOCYTOMHO

Bpems pewuerns
MHLHEHTOB
YETBEPTOID
NPHOPHTETA

32* yaca pabouero
spesens (¢ 09:00 go 18:00
MECTHOID BPEMEHH 110
pabounm guam) B nepuon
nposeaeHus WIbHpaTensLHEIX
KOMIAHHH PaiiH4HOro

YPOBHA- KPYTIOCYTOYHO

40* yacos pabogero
ppemenn (¢ 09:00 no 18:00
MECTHOTO BPEMEHH 110
pabounm quaM) B nepuoa
MPOBENEHAA
HIDHpaTe LHEIX KOMIAHHI
PAMTHYHOTD YPOBHSA-

KPYTA0CY TOHHO
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*) V¥Yrkazano BpeMAa YCTPAHEHMH HEMCHpaBHOCTH Oe3  ydyera  BpeMeHH
BOCCTAHOBNEHHA KabensHof WHbPacTPYKTYPel W 3amenbl oGopyaosanns 8 C30. B
cliy4ae BOCCTAHORIEHHA KabenbHOH HHPPACTPYKTYPRI U 3aMeHbl obopy qosanus Ha C30
HOPMATHBHBIE CPOKH PEIIEHHA HHUHISHTA yBEIHYHBalOTC HA 72 yaca. YkasaHo Bpema
V1A BOCCTAHOBHTENbHAIX pabor uudpactpykrypel Menonunrens, Gei ydera BpeMeHH
BOCCTAHOBMTEBHBIX pabor obopyaosanns C30, nadpacTpykTYpsl HHQOPMALHOHHBIX
CHCTEM, 8 Takmke Hanuuua C30) B TPYIHOLOCTYTHOM HACENEHHOM ITYHKTE

Jns obbekToB, pacnoNOMEHHBIX B TPYAHOLOCTYNHBIX HACENEHHBIX NYHKTAX
(TPYAHOAOCTYNIHBH HAceNEHHLIH MYHKT - 3T0 HACCNCHHBIA NYHKT, KOTOPHIH B CHIY
NOTOAHBIX, NPHPOIHBIX, TEXHOIEHHBIX M HHBIX ODCTOSTENRCTE W (WIAH) OTCYTCTBHA
MMEMEHTOB HHPACTPYKTY P CTAHOBHTCA HEJIOCTYIHRM HITH TPYIHONOCTHAMMBIM [UIR
TPAHCTIOPTHRIX CPEACTE) CPOK peleHna HHunaeHTa 1o 10 pabouux qHei.

PernamenToM TexHH4eckoHd NOMLICPHKH NpH  oKasaHuMK  YCIyrH  a0/mkeH
NpeiyCMATPHBATE MOPANOK B3auMoneiicTena mexny [Morpeburenem, Menonuurenem n
3aKa3zuMKoM, B TOM SHCIE:

* NOPALOK PErHCTPAUAH, OTKPWITHA, 00paboTKH W 3aKkphiTHs obpameHwil
[Morpebureneii no wsonpocam npegoctasienuss  Yeayr  CayxGoil
TEXHHYECKOH noptepxkn 3akazuuka u Chyxboil Texunyeckoil nopuepxrn

Henonuwurens;

* nopsiok  slaumMoueficrsus  [lorpebureneii, ChoymGoli  Texnuueckoi
nojepkn 3akazuuka u Cnymboi Texardeckoi noguepxrd Menonnurens
MPH UIAHAPOBAHKHK W NPOBEISHHHA TEXHONOTHYECKHX MEPEPLIBOB,
* [lopagok (opMHpOBAHHA W NpejOCTABICHHA JaKaiyHMKy OTYETHOCTH MO
obpamennam [NorpebuTeneii.
[Ipumesanna;

1)B cnyyasx, ecnu 114 pelleHHs 3assky Tpedyercs JononHATENEHAS HHDOpMalus
ot [lorpeburena win nposepra paborocnocobHOCTH € ero CTOPOHEL, BPEMA NPOCTOR HE
YHHTBIBAETCA, A0 MOAYHEHHA SANPOWEHHOR HHHOPMAIHH.

2) Orenmrode A (NepepPhiBL ), BRIBAHHEE THOO0H W3 NEpeuHCIEHHAIX HEKE NPHUHH,

HE K.IIHL"EHI‘.‘bI-:IJJ,HP}’IﬂTEH KaK HEAOCTYMHOCTE HIH HEHCNPABHOCTh:
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NPOBEAEHHE NNAHOBEIX NPOPHIAKTHYECKHY HITH HEOTNOWHLIX PEMOHTHBIX
pabot ¢ yeenoMneHneM npexcrasuTeneii 3akazunka wunn [lorpeburencii a
CPOK HE MEHee Tpex pabouux aneli 10 BpeMeHH nposegeHns paboT;

pabora na obopynosannn Menonuwrens no sanpocy [NotpeGurens;
TeCTHpOBaHHE Ycayr cea3d no 3anpocy [loTpedurens B coyuae, korma He
OBIIO BRIABIEHO HHKAKOH HEMCNPABHOCTH WK HEQOCTYTHOCTH;
HEHCNPABHOCTH HIH aedextnl 0bopynosanna [NoTpebureneii;

NepephiBbl B NPEJOCTABACHHH YCOyr, BH3IBAHHBIE YMBILUICHHBIMH HIH

HeyMblUeHHbIMH aefcTeraMH [ToTpebuTeneii;

thopc-mamop.
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3. Cocras Yeayr ceuiu

3.1  Oxaszanne Hcnonuwrenem Yeayr cessm ans C30 u OBrextor LMK,
PACIIOJNOMEHHBIX HA TeppHTOpHAx cyOwexToB Poccuiickoli  ®enepauun  (3a
Herkmoduennem Pecnydnnku Kpeiv u r. Cesactonons) (Janee — ¥eayra esusu)

3. L1, Komnosent «llepegaua panmsixn ofecrnieddBaeT nepenavy JaHHBIX TpH
OCYLWECTRIIEHHH JOCTYNA K [OCYLAPCTBEHHBIM, MYHHUIHNAILHEIM, HHLIM
HHBOPMAUHOHHEIM cHeTemMaM M K cerd "Hwrepuer” ([lanee -Ilepenaua
JAHHBIX) B COCTABE:

— Komnonest «3awmra jgaHHbIX®  0DSCOEYHBAET  3AWMTY  JaHHBIX,
o0pabaTbiBaeMbiX W nNepejaBaeMblX NPH OCYIUECTBICHHH NOCTYNA K
rocyJapCTBEHHBIM, MyHHIIHIANBHBIM H HHAIM HHOOPMALHOHHEIM CHCTEMAM,
a rake K cetH «Hureprer» (danee - Jammnra panneix);

— Komnonent «Orpasmqenne poctyna &  wHdopmanum»  obecneunsaer
OrpaHHYeHHEe A0CTYNa K WH(pOpPMAalNH, pacnpocTpaHeHHe KoTopoit B
Poccuiickoli Denepaunn 3anpeuieno, 1 K HEDOpManKK, Ha€OCAweH Bpen
3U0POBLID W PaiBHTHIO neTed, couepxauefica B cetn «Huteprer» wim
obpasoparenshbix  opranu3aumit (flanee - Orpammdenne aocTyna K
WadopMammnm)

— Komnonentr «Mormropunr wu  ofecnedenme Gel0nacHOCTH  CBSIH®
obecrieuusaet MOHMTOpHHr W obecnedeHHe Oe30NACHOCTH CBAIM NpH
NPEJOCTARNEHHH AOCTYNA K rOCYJapCTBEHHEIM, MYHHUHNAIBHEM H HHBIM
HHPOPMAIIMOHHBIM CHCTeMam, a Taikke kK cetw «Mutepuers (Jlanee -
MouuTopuar u obecneuenue GelonacHOCTH CRAIN)

3.1.2. Komnonent «Opranmsauns kamana L2» obecnedHBaeT OpraHH3aumio
KAHANA CBA3H, BKIOYas ero codganune, mexny C30, Obsexrom LIMK, pacnonomenssivm
Ha TeppHTOopHH cyObekros Poccuiickoit ®enepaumn (3a HexmoueHHem PecnyGnukn
Kpeim u r. Cesacronons) u ECIJ] B cayuae ero orcyrersus ([Janee - Oprannsauus
kanana L21);

3.1.3. Komnounent «llepenaua nanueix L2» obecneuumsaer nepepady NaHHBIX

mexny (30, OGwexrom LMK, pacnonokeHHBIMH HA TEPPHTOPHH CyOBEKTOB
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Poccufickoli Meaepauun (3a wekmovennem Pecnybnukn Kpeim 1 r. Cepactonons) u
ECTLI ( [lanee - [Mepexaua nanwnsix L2);

3.1.4. Kommonent «llpepocrasnenne pocrynas obecneynnaer npeiocTaBlicHHe
nocryna €30, Ob6wvexros LMK, pacnonowmenHniM Ha TeppHTOpHH Cy0BeKtos
Poccuitickoi Menepannn (3a wckmoyenneM Pecnybnuxku Kpeim u 1. Cesacronona) k

ECT1/] 8 cayuae ero orcyreteus (Janee - [penocrasienne jocryna).

4. Tpebosanna K Yeayram

4.1.  ¥Ycayrd caasd Jo0KHB npeacTaBnsTs coboi copokynHocTs KoMnonentos
C BO3MOKHOCTBIO MX KoMOMHAUHMH #  WiMeHeHHH. OCHOBHBIMH NPHHIHMAMH
obecnedenus Yelyr CEAIM NOMKHB RBIATECA YHHBEPCAIBHOCTH, YIPABNAEMOCTh H
MACIITAbHPYEMOCTE.

4.2. Ynpasneuue Ycoyramu,

1) HcnonHuTens A0MKEH OCYWIECTRNNTE YIPARIEHHE HIMEHEHHAMH, KOTOpEIE

MOTYT BEAKHATE HIMEHEHHA napameTpos Yoayr:

— unrepeiicst obopynosannas Touek npucoeamuenns ECIN, x xotopomy

noakmoyaercs Kanan L2;

uuTepieticel obopyanosanna Touex npucoenunenus ECII, & xotopeim

nogknrouaercs obopyaosanne KCA Obsexros LIHK;

—  rononorus ECIT;

- IP agpeca ¥ nogceTs;

~  TMpPOTOKONbI MAPLIPYTHIALNH;

—  npodMin NOpTOB NOCTYNA;

—  DpONyckHas cnocoDHOCTE nepejads  TpadMka  pajHeX  THOOB 0O
MpelocTapaeMbiM KaHanam ceaszn mewny C30), Obvexramu LMK B 30He
oTBeTCTREHHOCTH Menonuurens;
napaMeTprl Kadectsa nepenayu [P-nakeron w Ethernet kxanpos C30 mewmy
C30 B 308 orBeTcTBeHHOCTH Menonnurens;,

- nogkmodeane C30 k cetn MononnuTens npR w3mMeHeHnn konuuecrsa 30,

anpeca mecropacnoamkenda C30 s 3oHe orseTcTBeHHOCTH Henonuurens;
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napaMeTpel KadecTsa nepenayu IP-nakeros memny C30, O6sextamu LUK 8
30HE OTBETCTBEHHOCTH McnonuuTens;
noasnovenne Odbexros LMK & ECIII npu wsmenenun Konuuecrsa
Otwextos LMK, anpeca wecropacnonowenns OGwexra MK B 30me
orseTcTBeHHOCTH HMenonuurens (no JONONHHTENBHOMY COTTACOBAHMIO C
3aKaruHKOM );
NPHOCTAHORIEHHE HIH BO3OOHOBICHHE OKA3aHHA Y ey canin;
okazanne Yonyr ceasd ans nosex C30, Obsexros LIMK no cornacosanuio
mexcny 3akazunkom U Menonuurenen;
NpeKpalleHne OKasanna Y onyr CBAIN;
HHbi¢ cornacosanubie Mononuuresem n 3axazuukom napamerps Yemyr
CBAIN.

Tpebosanns K npoussoauTenRHOCTH Yeuyr,

) Ilpomssogurensiocts Yoayr cessm pomssa ObiTe  JOCTATOMHOR 1A

BBIMOJIHEHHHN BOIMOWEHHBIX HA Hee 3anad, B Cly4ac HEﬂﬁKﬂﬂ,HMﬂC'ﬁl YBEIHYEHHA

MPOHIBOAHTENBHOCTH MenonHuTeNs A0MKEH MPenyCMOTPETh TAKYI) BOIMOKHOCTE Gel

AOMOTHHTCIbHBY KAHTANBHLIX 3aTPAT.

2

) YBenuucHue nNpOMIBOAHTENBHOCTH YCIYT CBAIH [JOKHO JAOCTHIATHCH

CNEAVIOLHMH cnocoDaMu:

=

3.1

JAMEHA HIIH MOAEPHHIALMA annapaTHoro obecnedeHns;
3AMEHA WK MOJCPHHIAMKA NPOrpaMMHOro obecneveHns;

YBEIHYEHHE MPONYCKHOMN cnocofHOCTH KAHATOR CBAIH.

5. Tpebosanus k Komnonentam ¥Yeayr cesnin

Yenyru  ceasu  gomkHel  npegcrasnsats cobod  wabop  cneayrommx

EOMIOHEHTOR H 3EMEHTOR

1)  Komnouent ¥enyr caasn «llpenocrasnenne goctynay,
2) Komnounenr Ycnyr cessu «Oprannzanns kagana L2»,
3) Komnonenr Yenyr ceasu «llepenaua nanusix L2y,

4) Komnonenr Yenyr ceasu «llepenayua qaHHBIXy
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o Onement «llepenana nawnwx 8 BUC ¢ 3ananneiMH napamerpaMs
KauecTray,
e Onement «llepenasa nannbix B cets «HuTepHeTS.
3) Komnonedt Ycayr cBsasu «3a1MTa QaHHBXM:
e Onement «Kpunrorpaduueckas 3a0iMTa KAHANOB CBAZMY,
6) Komnonent Yenyr canan «OrpaHH4YeHHe 10CTYNA K HHGOPMALHIS:
e Onement «KouTeHTHAR dunbTpaLMs.
7)  Komnowenr Yeayr cesasu «Mouutopuur n obecneyenne Ge30MaCHOCTH
CBATHM
® DeMent «MOHHTOPHHT MapaMeTpoB KAMECTBA NPeIOCTARNAEMBIX
yoayrs;
*  DnemedT «3aiuTta ot DDoS atams;
* Tnement «MexceTeBoe IKPAHHPOBAHHE.
3.2,  KommoneHT Ycayr cexsu «lIpenocrannenue nocTynay
1) Komnonent ¥Ycmyr ceasu «llpenocrasnenue noctynan JoMmeH SBIAThOS
YHHBEPCAIBHEIM, YIIPABIHEMBIM H MAcIITabHPYEMBIM.
5.2.1. Tpebosanua k apxurextype Komnounenra Yenyr ceasu «llpejgocrasnenue
A0CTYnan
Apxurextypa Komnonenra Yenyr cenau «[Ipegocrasnesne qoctynas npHeeiesa

Ha pacyHKax | u 2.
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5.2.2. Texnanueckue cpencrea peanmsauuu  Komnonewrta Yomyr  cessu

«[lpenocrasnenne goctynas
[) Monxmouenne Kanana L2 k Toure npucoenunenns ECT, Ofsextos LMK

Kk Touke npucoenuHenus ECTL] ocymecTaaserca s cooTsercTann ¢ Tpebosanmnamu T3.

5.2.3. Vnpasnenne Komnonentom Yenyr caasn «[lpegoctasnense qocrynas

Hna ykazapneix 3akasunkom C30, Obsexktor LMK Menonuwrens momsen
OCYIECTBIATE YOPABNEHHE HIMCHEHHAMH, KOTOPBIE MOIYT BKIHOYAThH HIMEHEHHS
napaMeTpoB OkaIaHus Yeayr:

- uurepieiic va obopynosanun Henonuutens, K KOTOpOMY NOAKMIOMaeTcs

Kanan L2;

- naTepdeiic Ha obopyaosannn HenonuuTens, K KOTOPOMY NOMKTIOHASTCH

obopynosanne KCA Obwexra LIHK;

- tononorus ECI;

- [P anpeca v noncers;

- MPOTOKOJbBI MAPLIPYTHIALHK;

- npod KN HOPTOE J0CTY A,

—  nponycksas cnocofHOCTE MEpedadH  TpadWKa  PaIHEIX  THOOE (0

npegocTagnaeMeiM KaHanam ceasn sexny C30, Obwsextamu LMK B 3o0ue

oTBeTCTBEHHOCTH Menonuurens;

- napameTpsl kavectsa nepenayn [P-naketos u Ethernet kagpos C30 Memny

C30 B 30He orseTcTBeHHOCTH MenonuuTens;

- noakmoyenne C30 x cerw Henonuwrens npH  WIMeHeHHH ajpeca

smectopacnonoxesns C30 s 204e oreercreennocTd Menonuurens;

- NPHOCTAHOBISHHE WK BOIOOHOBNEHHE OKAZAHHA YCIYIH CBAIH;

—  nponyckHas cnocobHOCTE mepeladd  TpaMKa pasHeIX  THOOB MO
NpenocTaBiseMsiM KaHanam cesan mexay OOvexramu LMK 8 3oue
oreeTcTBeHHoCTH Menonnurens;

—  nogkmogende Obwexta UMK & ECI] npu  wsmenenwn  aupeca

mecTopacnonokerus Ooverra LIMK 8 30xe oreerereennocTn Menonaurens;

]

okazanue Yeayr ceain and Hoseix C30, Obwexros LMK B 3o0ue
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OTBETCTBEHHOCTH HMenonuurens no cornacoBaHHio meway 3akaigyukoMm

Henonuwrenem;

NpeKpalieHHe OKa3aHUa Y cnyr CBAIH N0 NPeLoCTABIEHHIO 10CTYNA;

- MHEIE corfiacoeadHsle McnonumuteneM W 3akasunkom napamertpsl Yomyr

CBATH.

524, TpeboBauus K J0N0NHATENEHOMY GYHKIHOHANY H CONPSKEHHIO CO
CMEXHBIMH CHCTEMAMH
I) KoMNOHEeHT J00#eH WMETh BOIMOWHOCTE PACLIMPATE  (YHKLHOHAN
NOCPEACTBOM MOAKIHOMEHHA K HHPOPMAIIHOHHLIM PECYPCaM H CHeTeMaM, De3 CHHEeHuA
ypoeus  uudopmaunonnoii  GelonacHocTH, emkocTH  Yeayr  cBEiM W
[IPOHIBOAHTENLHOCTH,
2} K cMewHBIM CHCTEMAaM OTHOCATCH:

- ceTs Hurepuer;

BHELIHHE ueHTpsl obpaboTkn nasnsix Menonunwrens w/uan Brnagensues MC.

5.2.5. TpeDoBanus K MPOHIBOAHTENBHOCTH

1) llponssonurensHOCTE  JOMKHA OMTH  NOCTATOMHONH 108  BHINOJHEHHSH

BOZMOMCHHBIX HAa Hee 3aga4. B caydae nHeobxoammocTH  yeenwuenus
MPOH3IBOAHTENBHOCTH  HCnonHMTENb  AOMKEH  NPEAYCMOTPETE  TAKYHO
BOIMOKHOCTD,
3.2.6. Komnonent Yenyr caasu «lIpesocrasnenne qocrynan jonsen obecrnednTs
COBOKYIMHYI NPONYCKHYIO CNOCODHOCTE M3 pacueTa HeoBxopumocTH obecnedeHus
Kamaomy nogrnodennomy C30, B coorsercTnm ¢ 3anBKaMHK, CEAYIOUMX NAPAMETPOR!
—  HAXOAALIHECA B OPOACKHX MoceleHHAX — He mexee |00 (cta) MBut/c no
HanpasaeHuo wo/ukn C30;

—  HAXOUHUMECH B rOPOICKHX NOCENneHusx — e menee | (ogworo) ['Out/c no
HANpasneHHIo woTwacn C30;

—  HAXOOSMMECH B CENhCKHX NOCENeHHAX — He Menee 50 (narnaecstu) Mout/c
[0 HanpasfeHnio «omuk» C30;

—  HAXOOAUIMECH B TPYAHOLOCTYIHBIX HACENEHHBIX MYHKTAX, NOMKIIOYEHHBIE

No CNYTHHKOBBIM KaHANaM ceasM — He menee | (oasoro) MbOut/c no



43
HANPAaBIeHH0 «oT/wrn C30;

5.2.7. Komnonent Yenyr ceazn «llpenocrasnenue nocrynas gomkel obecneunts
COBOKYTHYH) NPONYCKHYI) CnocoDHOCTE H3 pacueTa HeoDXOTHMOCTH obechedeHHs
KoxaoMy nogkmoderHomy Obnexty LMK cnenytomux napametpos:

- THK - me menee 60 (mecrsaecar) MOHT/C N0 HANPaBIEHHAM «OTH/ WK

THK, ¢ yderom (Bkmouas) tpeGoBaHHA K CKOPOCTH NEpelayH NaHHBIX IR

noctyna ¥ I'AC «Bubopr», ykasamseix 8 [lpunoxenwn N 7 & T3 (3a

Hekmoveruem  THEK pacnonomeHHbX B yJaneHHBX H TPYJHOAOCTYIHBIX

HACENMEHHBIX MYHKTAX);

- HE CP® — ne menee 140 (cro copok) MGut/c no manpasneHHsM

womw/uiw UK CP®, ¢ yuerom (smodad) TpefoBaHMa K CKOpPOCTH nepenass

AaHHbX 418 qoctyna k FAC «Buibopeiy, ykazanusix 8 [punomenns Ne 7 & T3 (3a

HekmoueHuem MK CPO pacnojomedHbx B yIaneHHBX H TPYAHOLOCTYNHBIX

HACENEHHBIX MYHKTAX),

- LMK Poccun - ne menee 40000 (copok rteicsu) MBuT/C no

HanpasneHdaM «otn/«kn LIMK Poccumn, ¢ yderom (Bkmiouas) tpefoBanus &

CROpOCTH nepenaqn panemx A goctyna k¥ FAC «Buibopei», yKazaHHeIX B

[punomennu Ne 7 k T3;

- Hna  Obnexros LMK, pacnonomenssix B yianesdsix ®

TPYAHOUOCTYTIHBIX ~ HACENEHHBIX mnyHkrax (B ToM wmkcne u MK CPd,

pacnoiokeHHol B HyKOTCKOM ABTOHOMHOM OKPYTE, I. AHAILIDL) - HE MEeHee

| (oaHoro) Mut/c worw/wkn Obwexty LIMK ¢ yuetom (srmiodas) tpefosanus K

CKOPOCTH nepenasH JaHHeix Jns goctyna k¥ TAC «Bmbopel», YKA3AHHBIX B

MNpunowennn Ne 7 x T3,

5.2.8. ¥Ypenuyenne  npoussonurensHoctH  Komnomenta  Yeayr  cea3m
«llpenocTaBnense JoCTYNa® JONKHO JOCTHIATLCH CHEAVIONMMH criocofamu:

~  3aMEHA HIIH MOJUEPHHUIALMNA ANNapaTHoro obecneyeH s,

= JAMCHA HITH MOJCPHHIALIHA NPpOrpaMMHOrD [!EECIIE'-!EHHH;
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= ¥YBeIHYEHHE MPONYCKHOH cnocolHOCTH KAHAIOE CBAZH, MAMHCTPAILHEIX H HA

ypoBHe cereit gocTyna.

3.3, Komnomenr Yenyr cBsanm  «llpenocraBneHHe  gocTyna»  HOMKEH
obecneunsars poctyn K cetw Huteprer n poamokHocTe goctyna C30 k MC, nomsen
obecneunsath noctyn K ceTH «MHTEpHET W noctyn O6sexros LMK k FAC «Buibopem
B COOTBETCTBHH ¢ TpebopannaMu 173,

5.3.1. Hasnavenue Komnonenra Yenyr cesan «[lpenocrasnenne gocrynas.

Komnonenr Yeayr ceasn «llpemoctasnende JoCTYNa» NpPEAHA3HAYCH IR
opravusauuy  nogkmoydenns C30, Oovexror UMK =epes Kanan L2 k Touxam
npucoegunenss ECILI, Oovexros LMK x Touxam npucoenwsenws x ECITI ans
Obwrexros LIHK.

3.3.2. Tpebosanue k Komnonenty Yenyr caaan «lIpegoctapnense noctynas

1y  ECILI somsua npeacrasiasts coboil BRISHEHHYIO CETh, OCTPOSHHYH HA
obopynosannn  HMcnonwurens ® - MCOOAB3YIOMYI0 COGCTBEHHBIE KAHANLI CBA3H
Henonuurens, HCKTIOYAIOIYI0 OPradd3aiio KaHanos nosepx cetn Hutepuer.

2)  ECIJl nommua OBTh NOCTPOEHA C MCNOMB3OBAHHEM TEXHOMOTHH
MHOTONPOTOKONBHON KoMMyTaumd no merkam [IP/MPLS w uMmers Bo3MoOMHOCTH
obecnevenns cepercos L2/L3 MPLS VPN.

3 ECIL nomksa nopiepsuBaTe CTATHYECKYH) H  [HHAMMYECKYHO
sappy THiauuio no nporokony BGPv4 (cneuudurauus IETF RFC 1771).

4)  Hcnonuurens QONMEH NPENOCTABHTE MAPMPYTHIHPYEMYK) BHPTYAILHYIO
MACTHYIO CeTh 3-ro ypoBua cornacHo knaccHpuxauuu [OCT P HCO/MDK 7498-1-99,
MpH 3TOM YKa3aHHAA CETh JO/kHA obecneunsars nepeaady HHQOPMAIHH N0 NPOTOKOILY
IP cornacuo cneundmrxauny IETF RFC 791 u obecneunsarth NpOXOMICHHE MEkLy
uHTepdeiicamu nocryna obopynosanus [Morpeburened [P-naketos pasmepom no 1514
DaiiT prmouynTensHo (MTU) Des nx dparmenTaumn.

5) ECIL] pom#nHa no3sonstTe COIJAHHE HECKOIBKD BelgeNneHHsix BYC,
K& b M3 KOTOPLIX HIONHPOBAH JPYT OT IPYTa HA TOrHYECKOM YPOBHE,

6) ECIIJI nonHa HMETh BOIMOKHOCTh OPraHHIOBATH, KAK MHHHMYM,

cnegyromue BUC:
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—  BYC ana p3aumopeificTBHA MeR1y oDpaz0oBATEEHLIMK OPraHHIAUMAMH H

LEHTPANH3IOBaHHOTO AocTyna B ceTk Murepuer (Ha yposHe cybwexta Poccuiickoii
@epepanun), a TaKke ¢ BoOIMOWHOCTRIO goctyna K MC ua denepancHom
PErHOHATLHOM YPOBHAX.
—  BYC ans LMK, HK CP®, THK ana nepeaaun aanneix [ AC «Bribopsi»,
—  BYC s UK CP®, THK aas noctyna B cets «MuTepuers.
3.3.3. TpeboBanna K TONONOTHHE CETH
1} B ECILI HcnonunuTens Qom#eH OpraHM3oBaTh [OMKH NPHCOCIHMHEHHRA
ECIL]] 8 agmuaicTpaTHBHBIX UeHTpax cybeekros PO (3a mcrmouenunem Pecnybnmkn
Kpeim # r. Cepacronons).
2)  Toukanpucoennuenns ECIJ] nomgna GuTs noakmodeHa K MarieTpabHoN
cetd Menonuurens npu nomown BOJIC (33 nckmovennem Yykorckoro astoHoMHOro
okpyra). [lpeanoururensno nogkmovenne lTodex npucoeguuenus ECI «
MArHCTpaIbHON ceTH Menonuurens npH noMown pe3epspoBaiibIX KaHANOB,
3)  ECILA nom&uxa obnanars BOIMOKHOCTRIO OPraHH3ALIMA CIENYIONHN THIIOB
cas3eii ana BHC:
—  wkaaeiii ¢ xkammaeimy (Full mesh) — memay moGoii napoii CE naker
NPOXOAHT MO ONTHMANBHOMY C TOYKH 3peHus ceTd Menonuurens mapupyry;

= «3IBe3Na» HWAH «dacTH4Has ceasHocts» (hub & spoke) - peanmayerca
CBASHOCTb TAKHM 00pa3oM, 4T0 Y3lbl CETH, ONpejeleHHbe Kak spoke
MOAYHAK0T MapWIpyTHYH HHopMauHio Toakko oT hub, hub nomnyuaer
MapLIpyTsl 0T Beex spoke. Do o3uayaet, 9To TpadHK oT spoke MoEeT ObiTh
HAMNpagnes Toakko B ctopory hub. INocne nonyuenns u oGpabotku Tpaduka
hub MomeT HanpasnsTs Tpaduk HA Apyrod spoke, Tem cambiM JaMBIKAS BECh
Tpadux 8 BYC na ceba: sanaud mapuipyruiauus Tpaduka, NpoxXoasmero
yepe3 hub, Geper Ha cebs Jakazuuk;

~  WNPOM3IBOIILHAN CBAIHOCTBY — APYIME BAPHAHTEl TONMIOIHH BHPTYLIEHOMN

yacTHOH ceTH, HeoDxoauMble 3aKatuuKy, JUIN PEAH3ANHH JAHHOTO BApHAHTA
B KaX/[10M KOHKPETHOM Cly4ae paspabareiBaeTcs CXeMa OpraHH3alHH

YCIYTH.
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5.3.4. O6mme npHHIHNE HOPMHPOBAHAA AAPECHOND NPOCTPAHCTEA

1) Dopmuposanne agpecuoro npocrpancrea 8 ECIJ] nonwHa ocHOBRIBATHCH
Ha pexomeHpgaunax gokymenta RFC 1918 «Address Allocation for Private Internetss
(pacnpenenenne amgpecos B dacTHeiX [P-ceTsx), a TaKke JOMKHO YHHTLIBATH
pekomennaunn RFC 6890 «Special-Purpose IP Address Registriess w RFC 2544
«Benchmarking Methodology for Network Interconnect Devices»,

2) B BYHC ECILl nomksel MCnons30BaTECS CETH Kiaacca A M3 AManasoHa,
paspelleHHOro K npuMeHeHnio B yacTHex [P-cerax 10.0.0.0/8. Hcnons3osanue MHbIX
cereil CoOrnacoBnIBACTCH C JAKaIYHKOM.

3) Kpome 0CHOBHOMO agpecHOTO NPOCTPAHCTBA, B BHAC MCKIMEHHN, MOTYT
HCTIMUIB3OBATHCH AONONHHTENbHO IHANA30Hb! IP-ceTell n oTnensnuix agpecos.

4) TpaHcnauMs  ceTeBRIX  ANPECOB  IPH  B3AHMONSHCTBHH  MEMIy
[orpeGurenamu  nomua orcyrcrBoBarte. [lepecedenHe ajpecHBIX [POCTPAHCTE
HCKIKO4AETCH HCIOILIOBAHHEM JETHTHMHBIX (BRUIAHHBIX LIEHTPAIHIOBAHHO) AAPECHBIX
Mynos.

3.3.5. Tpebosanus Kk nponyckHoil criocobHOCTH
[Mpu okazanun Youyr ceasu pomken obecneunsarses moctyn C30 k ECI co

CNEAVIOIIHMH CEOPDCTHBIMH [I3PAMETPAMHM, B CODTBETCTEHH C JanBKAMM:

C30
Cropocte aoctyna k ECIL
HuTepuer
OGpazosarebible OPraHu3alliK, PACIONO¥EHHEIE B 1 [Guric
rOpPOACKHX HACEIEHHEIX MYHKTAX
(OpazoparenbHbie OPraHW3aUHHE, PACTIONOKEHHBIC B 100 Mbut/c
IOPOUCKHX HACENCHHBIX MYyHKTAX |
ObpaloparenbHbie OPraHH3aLWE, PACIIONOKEHHbIE 50 Mburt/c
BHE IOPOJICKHX HACENEHHBIX NYHKTAX
OOpazoBarenbHbIE OPrad|3alMy, NogKmoYaeMsix ¢ | B coorseTcTBrl ¢ Jasskamu
HENDMIBEIORAHHEM &I HHEQOREIX 1'|'I'I-!'Hfi'|i-.’.' CHATH
i (He menee | Mbut/c)
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Obwsexre LMK
Cropocts goctyna k ECI1]]
Hurepuer F'AC
«Buibopei»

Lenrpanshas midbuparensHas KOMHCCHS : 40 I'b/e
MaGupatensrsie komuccun cybsertos Poccuiickodt | 100 Méut/c 40 Mbwur/c
Qe nepauuu
TeppuropranbHbie HIDHPATENBLHBIE KOMHCCHH 50 Mbur/e 10 MouT/c
ObbeKTs LMK, pacnoNoKEHHLIE B| 512 xbur/c 512 kbur/c
TPYIAHOLOCTYIHBIX HACENIEHHBIX MYHKTAX,

MOOEMHYEHABIE [0 COYTHHEOBEIM KaHATaM CEATH

5.3.6. Tpebopanua K Kauectrsy obcnymHBaHHA

1) ECIL pom#ksa npenocTasnsrs Kak MHHHMYM 3 Knacca  KadecTsa
obcny#usanna  Tpaduxka mogenn  DiffServ. [lo cornacosammio ¢ 3akazunkom

AOMYCKAETCH HMCNOAB3IOBAHHE Mogenell wavecrsa obcaymusaHma ¢ OGonbumm wim

MEHBIIHM KOTHYSCTBOM KIACCOB.

2) B pamkax Mopenu ¢ 3 knaccamu oOCHyWHBAHHA NpPH Nepesade Tpadmka

memay [lorpeburensmu ECIT/ nonsua nognepaupaTs:

—  Knace 1 - tpaduk npunoxenudl peansHoro BpemeHH (ronoc, BHieo),

KPHTHYHLIH K OTEPAM [AKETOB, 33epRKaM 0 KONeGaHHAM 380epaKH;

-~ Knacc 2 — rpaduk KopnopaTHBHBIX HHPOPMALMOHHBIX CHCTEM, KPHTHYHbIH

K 33[CpHKAM H NOTEPAM;

—  Knace 3 - tpaduk, HeKpHTHHHEI K 3agepikam (MuTepHer, pasnuuHbie

CEeTEBLIE CYKDbI).

3) Knaccudukauus rpadka n0/KHa OCYIIECTRISTLCH 1T Kaxk noro IP-nakera

B OTAENbHOCTH, nepenasaemoro B IP/MPLS cers HMcononuwrens, B COOTBETCTBHH CO

3Ha4eHuem ero nons DSCP, kak ykazano B cnenyiomedt tabnuue:

Tun Tpadmxa 3navenune DSCP 3aronoska

Knace 1 Cs54

Knace 2 AF21
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Knacc 3 Default (mobbie 3HAYEHHA, OTIHYHBIE OT K1accos | u 2)

Ipumeyarns:

[Ipu nepenavye naunsix depes IP/MPLS cers Menonuwrens saronosxu IP-
NAKETOB MEHATECH HE JOIIHCHEL.

[lp npessienun tpaduxkom Knacca | nponyckwoll cnocobuocT,
ycraHosienHof na nopry ana Knacca |, aomkes npomssoguteca cbpoc [P-
naketos ¢ kayecteoM Kaacca 3; npu npessiuenun Tpadmuxom Knacca 2,
nponyckHoi cnocobHOCTH, yeradosnenHod Ha nopty ana Knacca 2, — cBpoc
[P-nakeros ¢ kasecrsom Knacca 3; npn npessimensyd tpadgmrom Knacea 3

nponyckHoii cnocobnoctn nopra — chpoc IP-nakeros.

3.4. Komnonenr Yenyr cesan «llepenada gantsixy

5.4.1. TpeGosauns & apxutextype Komnonenra Yenyr cessm  «llepenaua

JAHHBIX .

Apxurextypa Komnosenra Yeayr cesan «llepenaua jaHHeIX® NpHBENeHa Ha

pacyHEax 3 | 4.
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5.5. Dnemenr «llepenaya QaHHBIX B 4ACTHON BHPTYANLHON CETH C 3a/aHHBIMK
napaMeTpaMu Kayectsan (ganee — Snemenr [1]] 8 BUC).

3.5.1. Haanavenne Dnemenra [1]] 8 BUC.

Dnement [1]] 8 BYC npeanaznadven ans nepenasu JaHHbix nocpencteom ECILJL
mesny Touxamu npucoemunenna ECIIL, npu ocywecrsiennn aocryna C30 &
rocyJapcTBEHHBIM, MYHHUHNATbHBIM H HMHBIM HHOPMAIHOHHBIM CHCTEMAM, H CETH
Hurepuer,

Inesment [1]1 8 BUC npeanazsauen nas nepesasn aanuwx no ECTIJ] sexny
Toukamn npucoeaunenus ECTL] npu ocymectsnenwn goeryna O6nexros LMK x
I'AC «Buibopet».

5.5.2. TpeGosanus K nponyckHoll cniocobuocTy

M » BYC pomkHa OCYWECTRAATHCA C© YYETOM CHSAYIOUIHX CKOPOCTHBIX

napameTpon nogrnodenns C30 k ECI1]L, 8 cooTReTCTEHH ¢ 3anskamu:
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CKOpOCTE JOCTYNA K CETH
Hureprer
Obfpasoparensable OPraHH3alHKE, PACTIONOKEHHBIE 1 Thtic
B MOPOACKHX HACENEHHBIX YHKTAX
ObpazopareNbHble OPraHHIAMHE, PACTIONMKEHHEIE 100 M6uTic
B FOPOACKHX HACENEHHBIX MYHKTAX
OGpazopaTenbHble OPraHW3ALAKE, PACTONOKEHHEIE 50 MBut/c

BHE FOPOJCKHX HACENEHHEIX MyHKTAX |
Obpaiosarensibie OPraHd3aLMy, nojkmoYacmex | B cootsercrann ¢ Jaspkamu
|

C HCNOMTB3DBAHHEM CIIYTHHEOBLIX JIHHHH CBAIH {HE menee | MEH['.I’G}

[11 8 BUC pomkna OCYMIECTBAATBCH € YYETOM CHEAYIOUIMX CKOPOCTHBIX

napameTpos nogkmovenus odbvextos LMK k ECTI]L:

i CkopocTs 10CTyna K CeTH
Hurepuer F'AC

«Beidopey
LienTpanenas n3buparensHas KOMHCCHA - 40 I'd/c
Poccuiickoil denepaumn
Habuparensnnie KOMHCCHH cyowekton | 100 Mbur/c 40 MéwuT/c
Poccuiickol degepainn
Teppuropuanshsie wibHparenbHbIe KOMHCCHH 50 MGu1/c 10 M&uT/c
ObbexTsl LMK, PaChoNo#eH ke B| 512 xbur/c 512 xbur/c
TPYAHOAO0CTY IHBIX HaceneHHBIX IYHKTax,
MOAKTHOYEHHBIE (10 CIYTHHKOBBIM KaHANAM CBAIH

3.3.3. TpeGosanua Kk kauecTsy oOCTyKHBAHHA
1) Dmement [1J]] 8 BUC gomkeH npesocTasiaTh Kak MHHHMyM 3 Knacca
kavecrsa obenywusanua Tpaduka mogenn DiffServ. Mo cornacosanuio ¢ 3akasankom
AONYCKAETCA HCNONLIOBAHHE MOACNEH KavecTa oOCTyKHBAHHE ¢ OONBIIAM HITH
MEHBIITHM KOTHYECTBOM KIIACCOB,
2) B pamkax mogenn ¢ 3 knaccamu obBclyEKHBaHHA NpH nepenade Tpaduka
semay C30 ECIT nomkHa noguepxupars:
—  Knace | - tpadux npunoxennii peansHoro spemeHH (ronoe, BHiED),
KPHTHYHBIA K NOTEPAM MAKETOB, JaUepKam H KoneDaHHAM IaepaKH;
—  Kaace 2 - TpaHr KopnoparHBHbIX HHOOPMALHOHHEIX CHCTEM, KPHTHYHbI

K 3alepKaM H I0TEPAM;
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—  Knace 3 — rtpadmk, nexpuriunsil K sanepxkam (Murepuer, paiinunsie

ceTeBble CyKDbI).
3) Knaccudurauwus tpadika J0KHE OCYIECTRIATLCA A8 Kax goro [P-nakera
B OTAENBHOCTH, nepegasaemoro B IP/MPLS cers Menonuurens, B COOTBETCTEHH CO

sHaueHuem ero noas DSCP, kak ykazano B cnegyroweit Tabnnue:

Tun rpaduka | Inavenue DSCP saronoska

Knace | 54

Knace 2 AF2]

Knace 3 Default (mobeie sHavenns, oTawdHble 0T Knaccos | u 2)
[Npumeyanns:

~  Ilpu nepesade nanueix uepes IP/MPLS cers Mcnoanurens 3aronosku
IP-nakeToR MEHATBCH HE JONKHEL

- Ilpun npessivesnn Tpajpukom Knacca | nponycknoli cnocoBuoctw,
YCTAHOBNEHHOH Ha nmopty anAa Knacca 1, nonsen npoussonuthes cHpoc
IP-nakeTor ¢ kayecteoMm Knacea 3; npu npessunenns tpatduxom Knacca 2,
NponycKHON cnocobHOCTH, YCTAHOBIEHHOR Ha nopty s Knacea 2, — cpoc
IP-nakeTos ¢ kayecrsom Knacca 3; npu npeswimennd Tpadukos Kaacca 3
nponyckxoi cnocobrocti nopra — chpoc [P-naketos.

5.5.4. Tpebosanna k xavectsy Dnementa [1/1 8 BUC

1) Tlpn okazanun Snesmedta [1]] 8 BUC Menonmurens nom#ed ocyecTRIAT
mapupyThianuie [P-nakeros ¢ pandsivu C30 u obecneunsatk nepenaqy |P-nakeros ¢
manHeiME C30 mexny noakmouennsimMu k cetn C30, memay C30 u apyruamm
nogkmodeHHsME K ECITIL cetamu  oGpextamn, a Taloke MexLy ceTeio Hurepuer,

2) Tlpw okazanuu Inementa [ 8 BHC Henonuurens go/iien ocyniecTaisTs
mappyTHianuio [P-nakeros ¢ nannsiMu obsekros LIMK u obecneunsars nepenaqy [P-
naketos ¢ gaHHbIMH 00BeKToB LIMK Memay noakmoveHHbiME K ceTi obsextamu LIME,

3) Tlponyckras cnocofHOCTE Nepesadt JaHHLIX Mekay aobsmu aeyms C30,
Oosexrame LMK no xananam 4epes ECILI 8 3one orsercreennocts Menonuurens,
NOIDKHA OMPEENATEC KAK HAMMEHLLIEE 3HAMEHHWE M3 NPONYCKHBIX cnocofHoCTed

nogknoYeHii qaHHeix obwextos Kk ECILLL
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4) TapanTuu kagectsa nepeaayu IP-nakeros ¢ ganusiMy [NoTpebuTens Mexay

mobuivMu Toukamu npucoegnHenns ECI)] gom&HBl yHOBNETBOPATH CHEIYIOUIHM

TpeGoBaHHAM:

Inavenun napamempos Kayecmea nepedayu JarNeix HA RPOSOONBY KAHANAX
mexwcdy Touxamu npucoeduNenus, VoatennsimMu dpyve om odpyza Ha paccmosHue Mo
npamou va kapme we boaee 4000 ou:

Tun [lpouenT noTepAHHBIX SRR Epe R Baphnauua 3anepxk,
Tpaduia IP-nakeTon, He Donee IE-nNecTiR B oy He Honee
CTOpPOHY, He Donee
Knace 1 0,2% 75 Mc 50 me
Knace 2 0,2% 100 mc HE HOPMHPYETCH
Knace 3 5% 125 mc HE HOPMHPYETCH

Inauenus napamempos Kavecmea Mepedayi danMbiX Hd RPOROOHBIX KaHANAX
mexcdy Toukamu npucoeduNenus, Voarewnsimu Opyz om opy2a Ha PACCMORKUE MO

npamot va kapme Gonee 4000 ww:
Tun [MpoueHT noTepaHHbIX SAEPUKE Nepeati Bapuaums sagep#kn,
tpaduka | IP-nakeros, B He Gonee IP- JELD Dany He Gonee
CTopoHy, He Bonee
Knace 1 0,2% 100 mc 50 mc
Knace 2 0,2% 150 mc HE HOPMHPYETCH
Knace 3 5% 200 mc HE HOPMHPYETCH

Inauenun nApaMempos Kauecmsa nepedayu JanHeiX HA COCMABHBIX KAHAIAX ¢
yuemom Hawuyus  Decnposodwozo  yvacmxa mexcdy Touxawmu  npucoedunenus,

RONONCEHNBIMU Ha meppumopun Yykomekozo asmonomuozo oxpyea.

Tun [IpoueHT NnoTepAHHBIX SanepRKE NEpeIAY Bapuauus 3anepaKy,
tpadmka | [P-nakeros, He Gonee IF-naxs1on s anay ne Gonee
cropony, He Gonee
Knacc | 0,5% 500 mc 50 mc
Knacc 2 1% 550 mc HE HOPMHPYETCH
Knace 3 5% 600 mc HE HOPMHPYETCH
5.6, Dnement «llepenasa naunwix B cets Mureprer (nanee —nement [1]] B
Hurepuer)

5.6.1. TpeDopanua k Jnementy 1] 8 Mutepuer.
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1) Nepenaua nannwx 8 cers Mureprer w3 ECT1IL nomaua ocyWwWecTBIATECA Ha

pecypcax Mcnonuurens, ¢ HCNoMs3oBaHHeM 4acTHodi agpecauun obopynosanns C30 u
HCNOJIB3OBAHKHEM QYHKUMH ceTeBoll Tpancnaumuy agpecos (NAT).

2} Dnemenr I1J] 8 Hurepuer ponmen OwITh UEHTPAIHIOBAH HA YPOBHE
HHPPACTPYKTY Ll HenonHHTeNs B aAMHHHCTPATHBHBIX LenTpax cybnekTos Poceuiickoit
Pegepannn, 3a ueknodeHnemM PecryOnuiku Kpeim # r. Cesactonons, B COOTBETCTEHH C
Tpebopanmamy 13, Dnement [1J] 8 MHurepwer nomken npenocTaBnsThes #
reorpadH4eckny Tovkax cyOwnexkroB Poccriickoif Menepaunu (33 HCEMOUSHHEM
Pecrybmukn Kpeim u r. Cepactonons), nanbonee Gnm3ko pacnonoxennsix & Togxam
npucoeanrerns ECTLIL, #3 KoTophIX HHHUMHPYETCR TAKOH A0CTY.

3) llepen navanom oxasanus [1J] 8 Herepuwer nna C30, Obwexros LMK,
ykasauHeix Jasskax, Mcnonsurenem  OMKHB  NPENOCTABNATHCH  BhLISIEHHBI
CHMMETPHYHBIH AYTUNEKCHB noctyn K cetw HuTepHer ¢ nponycknoil cnocobHoCThIO,
cooTBeTcTBYIOWEH TpeBosannam T3.

4) Henoanwrens ana okazauus [1]] 8 Murtepuer nommen 3APCICPBHPOBATE
AOCTATOMHOE KOMH4ecTBO BHewHMX [Pv4 agpecop W3 3aperdcTpupoBaHHOrO 3a
Henonuurenem B Oasze panmsix RIPE NCC npoctpancrsa IPv4 agpecos. OfGnem
(konwgectro) IPv4 appecos HMenonuwrens aomkxo Owimh  NOCTATOMHBIM 418
B3anmMonelcTens  nonesopatened  ECIII ¢ wadopmauHOHHBIME - CHCTEMAMH,
pasMeleHHbMH B ceTH HutepHer, B T.4. ¢ cHCTEMaMH, HMEIOUIMMH KecTKHE
OIPAHHYMEHHA NO KOMHYECTRY CECCHH, YCTAHARMHBAEMBIX C OJHOMD IPv4-anepca.

3) Hcnonuurens aofken obecrnedHTs CHEAyIOLIME MOPOrOBLIE 3IHAYCHHA
MapaMeTpoB KAYECTBA [ICPEfaYvd NaHHBIX B 30HE oTBeTCTBeHHOCTH MenmoaHurens no
KaHany ceaiu memay Toukol npucoesunenus ECIN] » pecypcamu cetw HMurepuer,
Touxo#t npucoenunenns ECIL ang Obwsexra LIMK u pecypcamu cetw «Murepuers,
HENOCPEACTBEHHO NOAKTHOYeHHEIME K [P cetn Henonuwtens:

—  NpOLEHT NOTEPAHHLIX NaKeTos — He Bomee 5%
JANepHKa Nepesaul MaKeToR:
=~ N0 NpOBOAHLIM KaHanam — He bonee 250 Mc;

—  HA COCTABHBIX KAHANAX C y4ETOM HATHYHA OUHOrO DECNpOBOJHOID Y4ACTKA
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(04HOrO COYTHHKOBOIO ckauka) — He Dosee 1000 me.

Komnonent Yenyr caaid «3aiura JaHHbBINY

5.7.1. Hasnavenre Komnonenta Yonyr ceasu «3amuTa qaHHLIX

Komnonent Yenyr cessu «3amura JaHHBIX» MPelHAIHAYEHA 118 3aL0HTEI

JaHHBIX, 00pabaThiBaeMbIX W MEpejdBaeMbiX MPH OCYIUECTBIEHHH A0CTYNAa K

rOCY AAPCTBEHHBIM, MyHHIHTNANEHLIM, HHBIM HHOOPMALMOHHLIM CHCTEMAaM, TPeDYIOmHX

FAHTH MEPENAYH AAHHLIX, PA3MEILAEMBIM B PErHOHANBHEIX HiIH (penepansrom [10]]

Baapensuer HC.

1) Ona gocrwskenus uened no 3amure JaHHex HMenonuwmrens gonwen

BBIMIOJIHHTE CASOYHYLHE 33039H

3akazuuk cornacoswiBaeT, 4 Henomsurens OCYymECTBIAET pasMeileHHe
08opyn0BaHHA KpUnTorpadi4eckoil 3aumTsl HHOOPMALIHH HA TEPPHTOPHH
felepaibHbIX, PErHOHANLHEIX M (HIH) MYHHUHNANBHBIX NAOWAIKAX
Bnanensues MC;

Pasmecture obopynosanne kpunrorpadudeckoil sammte  HAdopMaim
ECIL] na denepansHeiX, PerHOHANBHBIX M MYHHIHNATBHEIX [UIOMIAAKAX
Bnanensues HC u obecneunte ero nogkmoyenne k ECI1]] camoctostensHo
W 33 CBOMH CYer.

OPraHH30BATE KPHOTOrPaQHYECcKYI0 JAIMTY [CPENaBaeMbIX JAHHEIX OT
nonezosarenedt C30 no denepanbHbix, PErHOHATBHEIX HIH MYHHLHIAIBHEX
HC;

OPraHH30BaTh CBABHOCTD KPHNTOIPaHHecKHX cpeicTs semay coboii a

JaNaHHON KOH(HIYPaLHH.

5.7.2. Tpebosanus k apxurextype Komnonenra Yenyr

Apxurextypa Komnonenra Yenyr ceasu «3auMra JaHHeIX» ONpejenseTcs

Henmonumrene.

Kommonent Yeuyr ceasn «3ammra aaHHeix» aomses wenonssosars ECIUL B

KQ4YECTBE TPAHCNOPTa JUIA 3allHIIacMbIX EFHIIT[]I‘FEII]IH"-!EEKHHH CPENCTBAMH JAHHLIX.

Komnonenr Yenyr ceasu jomken obecnednsars 3amumennsii nocryn u3 C30 go MC,
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PACHONOKEHHEX B  (pelepansHoM, PErHOHATLHOM HOH  MyHHuHnanssom  LOJ]
Baanensues MC, B cooTBeTcTBNH ¢ Tpebopanusamu T3,

Komnonenr Yenyr cessu «3ammpra gannsixy nomked ucnonsiosate ECITY 8
Ka4eCTse TPAHCIOPTA UIA IANHIIAEMBIX KPHOTOrpadHYecKHMH CPEICTBAMM JaHHEIX, 38
Heknmouenuem  aanAex  [AC  «Beibope». Komnodent Yenyr cessn  ponsed
obecneynsats JamHmeHHbil goctyn #3 Ob6sexros LMK mo UC, pacnonomeHHbX B
QelepanbHOM H peruoHalbHoM wiw sMyHHusnaasHom L[OJ] Bnanensues MC, B
COOTBETCTBHH ¢ Tpebosannamu T3,

5.7.3. ¥Ynpasaenne Komnonenrom Yenyr ceasi «3ammra qanHbix

s vkazanseix 3akazgukom C30, Obwexros UMK Menonuwrens aomsed
OCYLIECTRAATE YNPAaBIEHHE HIMEHEHHAMH, KOTOPBIE MOTYT BKTIOHATH HIMEHCHHA
CAEAYIOUWHX NapaMeTpoB:

uuTepdetica na obopyaosanun Menonuurens, ¥ KOTOPOMY NOAKTIOHASTCA
obopynosanue C30, Obvexton LIMK:;
—  TONONOrHa Kpunrorpaduyeckoii cetn;
—  IP agpeca m noacery;
—  NPOTOKOIBI MApPILIPY THIALMM;
~  OpOQHIH NOPTOB A0CTYNA;
~  TOYKH NPHCOCIHHEHHA K KpHnTorpadH4eckoit ceTu;
—  napameTpsl kayectsa nepenadd [P-nakeros w Ethemet kanpos C30 mewny
C30,

= nogwmodenne C30 &k cern Henonumurens npu  WIMeHeHWH agpeca
MecTopacnonomenus C30;

= napaMmeTpel kadectsa mepenayd IP-nakeros w Ethemet kagpos O6bmexros
LMK memay Obwextamu LIAK;

- nogkmouenne Oosexton LIMK k cetn Menonnurens npn M3meHenun aupeca

mectopacnonokenus Oosexros LIMK;

—  NpPHOCTAHORIEHHE HIIH BOIODHOBIEHHE OKAIAHHA YCIIYTH,

—  OKazauWe ycnyrd and Hoseix C30) no cornacoBaHHio Memkay JakazuHkom W

Henonuurenem;
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—  NPeKpauIeHHe OKA3AHHA YCIYTH,

—  HHeIe cornacopanHeie Henonuurenem u 3aKa3uuKkoM napameTphl YCIyTH.

3.7.4. TpeGopauna k nponssogurensioctd Komnonenta Yenyr ceasn «3awmuta
IAHHBIX

5.7.4.1. IMpowssogurensHocTe KoMnonenTa Yonyr cBaan «3aimmta qanHsm
AOAHA DRITE JOCTATOYHOR, A1A BHIMONHEHHA BOMIOKEHHBX HA Hee 3agad. B coywae
HEOOXOIHMOCTH YBEIHYEHHA IPOH3IBOAHTEILHOCTH, Y BE/IHYEHHE TPOH3BOIHTENBHOCTH
Komnosenta ¥cnyr cBAIH JO/KHO JOCTHIATECA CHASMYIOUIHMHA CIOCcoDaMH:

—  3aMEHA HIM MOICPHHIALHA annapaTHoro obecnevyeH A,

—  3AMEHA WIH MOJCPHH3ALHA IPOTPaMMHOI0 oDecneueHus;

—  YBLAHMEHHE NPONYCKHOH CnocoDHOCTH KAHANOB CBAIH, MATHCTPANBHBIX H

CETH JOCTYTIA
5.8, Dnement «Kpunmorpauueckan 3aiHTa KAHAIOB CBAINY (nanee — JNeMeHT
«Kpunrosamwmran)

5.8.1. Hasnauenne Dnementa « KpHnrozammras.

Onement  «Kpunrozammray npeasasHadeH ans  ofecnedeHHs  NOMIEpPHKH
WHpPOBAHKA € HCMONLIOBAHHEM POCCHIICKMX ANTOPHTMOB 1A 3alUMTHI JAHHBIX,
NepeiaBaeMBIX N0 KAHANAM CBA3W, HE NpeaHAIHAYEHHRIM AnA cerd «MuTepHeT».
Henonesyembie cpeacrsa Kpunrorpaduyeckoil 3amuThl J0MKHN HMETh cepTHHKAT
coorsetcTBuA Tpefosanuam ®CB Poccum k mwndposatsusim (KpunTorpaduueckum)
cpeacTeam knacca He wke KO3,

Onement  «Kpunrosammta» npenHazHaded ans  ofecnieveHHs  NOICPHKH
WHPOBAHUE € HCMONBIOBAHHEM POCCHICKMX AMrOPHTMOB JUIA 3UIMTHI JAHHBIX,
nepefaBagMbiX M0 KAHANAM CBA3IM, HE NpenHaIHavyeHHeIM [uns cerw «Hutepuers.
Henonbsyemsie cpejcrsa KpuntorpaduHeckoi 3aUMTEL JOKHB HMETH CepTHRMKAT
coorsercTeus Tpebosanusm ®CB Poccum k mmdposatsHeiM (KpunTorpaduueckinm)
cpeacTeaM knacca ve mume KC3.

5.8.2. Tpebosanus k Inementy «Kpunrosaugran

1) Dnement «KpunTosammrar» peannsyercs Ha  OCHOBE MPOTpaMMHO-

AMMNapaTHLIX CPENCTH.



57

2) Wudposanne NoMkHO 0DECNEYHBATE BOIMOKHOCTE Nogkmouenus C30 k
HE, TpE-‘E_}"IﬂI.IIHH FHUINTR JaHHBIX, 'F'EJH-EI.IJ.E.EMHIM BLy BHCIHIHHX ]Jﬂl'HﬂHﬂJ'th bBIX H
denepansumx LIOJL,

3) lllndposanse peanH3IveTc®s HA OCHOBE  KPHOTOMAPIUPYTH3IATOPOB,
coOTBETCTBYHOWHX Tpebosanuam 13,

4) Hlndposanne nonkHo obecneynsars (YHKLUHMIO 3aMHTH Tpaduka npH
nepenaYe NepeoHanbHBIX AaHHBIX.

5) ObajaTensHO HanH4YHe OEHCTBYIOIIMX CEPTHQHKATOB COOTBETCTBHA
TpedopanuaM PCh Poccun K cpencream kpuntorpaduyeckoit 3awmren knacca KC3,

6) Wudposanse nomkao odecneuusars nepenady TPedYIOWIMX IANIHTH
nanHmx Obbvexros LIHK

7) lndposanne nonmuo obecneynsats QYHKLUMIO 3AHTH TpadMka npw
nepejaue nepeoHaibHbIX JaHRBIX, 33 HekmiodenueM NaHHbIX ['AC «Beibopsim

3.8.3. Cpencrea KpHITOIAWHTE HHOOPMALMYK JONKHEl BRIIOIHATE:

~  WH{POBaHHE NAHHBIX, [IEPEIABAEMEIX [10 OTKPLITHIM KAHANAM CBAIH MERIY
FAUMIIEHHMMHA cermenTami cetd LIVPN;

—  CKPbITHE BHYTPEHHEH CTPYKTYPBI NOKANBHBIX BRIYHCIHTENIBHBIX CETEH;

—  npuem u nepeaaqy IP-nakeros no nporokonasm cemeficrea TCP/IP;

—  UEHTPANTHIOBAHHOE YNPABIEHHE IALMNTON ceTH;

—  mpHem H nepenaya [P-nakeros no nporokonam cemeiictea TCP/IP;

- kpunTorpapuyeckoe npecpalosaHue nepenaBaeMeix H NpHHEMaeMbix 1P-
MAKETOB [JO/AHL COOTBETCTBOBATL Tpebomanuam: ['OCT 28147-89
wCueremsr  obpaboren  wndopmaumn, 3awmMra  KpunTorpaduueckas.
Anroputm Kpuntorpaduyeckoro npeobpazosannsy wnn NOCT P 34.12-2015
"HupopmaionHas TENHOJIOIHA. Kpurrrorpadmueckan JALIHTA
HHopmanun. baounsie mudps”;

- WH{ppopaHHe HHHOPMALMH HA CETEBOM YPOBHE,

~  YBelHYEHHE PadMepa NAKeTa ¢ y4eToM gonoaurensioro IP-zaronoska He
LOoHO npessiuars 60 Baiir;

= BOIMOEHOCTE MOHHTOPHHIA COCTOAHHA KPHOTOMAPUIPYTHIATOPA H3
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FALMILEHHBIX ceTel no npotokory SNMP;

pemHM paboTh KPHITOMAPLWIPYTH3ATOPA  — KPYTrI0Cy TOYHEL
HeobenywusaeMslil, no cxeme 24 yaca B cyTkK, 7 QHeli B HEIEMO
NOANCPHHBATE CTATHYECKYI0 W JIHHAMHYECKYID MAapLIpyTHIALUHIO [0
npotokony BGPv4 (cneundukauns [ETF RFC 1771)

obecneynpats noLNEpEKY HEe Meee 3 (rpex) knaccom obcny:EHBaAHHS
Tpatduka mogend DiffServ;

ofecneyHBaTs NOLIEPHKY MAPKHPOBKH BXOASIIEro TpadHka Ha ocHose [P
ajpeca Nony4arTess;

ofecneunsath NOLIEPHKY MAPKHDOBKH BXoAswero tpadwka Ha ocnose [P
anpeca HCTOMHHE;

obecnednBaTh NOLIEPHKY MAPKHPOBKH 1windpoBaHHoro Tpaduka.

3.8.4. lononuurenshsie  tpeosanMa K (DYHKUMOHANBHOCTH  CPeAcTR

KPHITO32WHTE HHOopMaluy, yeTaHoRneHHsx B uenTpadsiom LIOJ1 Henonuutens, a

Tak#e B perdHoHansHmx LIOJ] Mecnoauutens ans cessu ¢ C30, Obsexktamu 1TMK u

BHEmHMMH HC:

BOIMOMHOCTh «TOPAYErOY» PEIEPBHPOBAHMA (B peXHME OTKAZ0yCTOHYHBOrD

AKTHBHO-TTACCHBHOMO KIacTepa);

BOIMOKHOCTE ODECHeUHBATE NPOHIBOIMTENBHOCTE IWHPOBAHKA HE MeHee
2.5 I'bur/c;

Kakastil 06BEKT TOro THINA ABIAETCH UCHTPANLHLIM KIACTEPOM OTACIBHOH
JALHIIEHHON CETH; HEHTP YIPaBIEHHR JAHHOH ceTH Oy IeT pacnoiaraTscs Ha

naomanke Henonuurens.

5.8.5. lononuurensipie  tpefosanus K (DYHKUMOHANLHOCTH  CpENCTB

KPHOTO3AMKT B HHHOPMALIMH, YCTAHORNEHHBIX B pernoHansusix LIO]J] Mecnonautens wus

casan uenTpansibiM LIOJ] Menonuurens:

BOIMOMHOCTE «IOPAYEros pelepBHPOBAHHA (B PEKHME OTKAIOYCTOHYHBOID
AKTHBHO-NACCHBHOTO KacTepa);

BOIMOKHOCTE ODECNEYHRATE NPOHIBOAHTENLHOCTE IH(POBAHAA He MEHee
500 Mowut/c.
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5.8.6. [lononuurensuble  tpebopaHds K QWHKUMOHANBHOCTH — CPeaCTB
KPHITOZAMMTE HHAOPMALMK, yeTanornenHsx B C30:
~  BOIMOWHOCTE «XOJOJHOIOH PE3epBHPOBAHNA,
~  BOIMOWHOCTE ODECHIEYHEATL NPOHIBOAHTENBHOCTE WHOPOBAHHA HE MEHee

50 Mbéut/c;
—  CKOpOCTH nepeaayu ganubix npu pabore B cetax L3 VPN - go 100 Mbut/c.

5.9. Tpebopanns k Komnonewty Yemyr ceasn «Orpanumuenne goctyna K

HHOPMAIHHY,

Komnonent Yeayr ceasn «Orpanudenne poctyna & wedopManuuy HomKeH
obecneyusars Daokuposanue noctyna K Muareprer-pecypeam B cootseTcTsrM ¢ n.2 cr.5
®enepanbroro sakona Nedi6-@3 or 29 mexabpa 2010 roma «O sammre nevei ot
HHOPMAHY, NPHYHHAIOWEH BPEL HX 300POBBI0 M PAIBHTHION, e ONpPeeieHsl BHIb]
HH(pOPMaHKM, 3anpemleHHoli AN pacnpocTpaHenus cpea nerell, a Takke ¢
HCMOIB3OBAHHEM [ONOKEHHH METOIHYECKHX pPEKOMEHIALH [0 OrpaHHYeHHI0 B
0OpasoBaTeNbHBIX OPraHM3aumMsx noctyna oby4aloWMXes K BHAAM HHOPMaLHH,
pacnpocTpansemoii nocpeiactaoM ceth «MHTEpHET?, NPHMMHAIONIEH BPEll 310POBLIO U
(HAH) passuTHIO aeTed, a TAaKKe HE COOTBETCTRYIOwleH 3anadam obpasosanus
yreepaénusie Munobpuayku Poccun 28 anpens 2014r.

B pamkax Orpanudenus noctyna K WHOOPMALMH HOKHO OCYIIECTBAATHCA
perynapHoe (He pede OJHOrO pasa 8 aeHs) oDHOBNEHHe (a3 NAHHEIX, JaNpPelleHHBIX
Hurepaer-pecypeos.

B pamkax Orpanuuenns nocTyna K HHQOpMauuu a01kHa ObiTh peandsosaxa
yHKuMS aHATHIA CONEPKHMOro Bel CTPaHMU N8 ONpeleleHHs HeoBXOIHMOCTH
GNOKMpOBKH N0 KOHTEHTY, BKUIOYas Bef pecypesl MCHONBIYIOWME CPEICTBA
wHpposanHg nepenapaemoro rpadgmia SSL/TLS.

Komnonent Yenyr c¢Bs3M  He [omAeH pacnpocTpaHsTees wa  APM

ANMHHHCTPATHBHO-X03AACTBEHHOD H Nejarornyeckoro cocrasa 30,

5.9.1. Tpebosanun k apxurextype Komnonenra Yenyr

- Orpannyenne qoctyna K HHGoOpMawuy 1okHo Ouits 0becneyeno Ha ocHOBE
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NporpaMMHBIX H 8NNapaTHbIX EOMIIOHEHTOB, PAIMELUICHHBIX Ha obBeKTax

Henonuurens.

[MpenycMoTpeTs BOIMOKHOCTh COINAHWA ABYX (MIHHECKH pa3fe/eHHBIX
cermenToR ceTH B C30 juia pasgensHoro gocryna 8 cers «MuTepueTs ans
VHAUHXCA H MeArorHYeckoro, a TaKEe aNMHHHCTPATHBHO-X03AHCTREHHOTD

cocrara C30.

5.10. ¥npasnenue Komnonenrom Yenyr

Hna  ykasawnsix  3akasuukom C30 Hononsurels A0NMeH OCYIIECTBIATEH

YIPABICHHE MIMEHEHHAMH, KOTOPBIE MOIYT BKEOYATH HWIMEHEHHS CHEIYHOWMX

napameTpos k KoMnonenty ¥Yemyr:

IP agpeca n nouceTw;

npasina GUIbTPaLmHK;

KIHOMEBLIE CAOBA W CAOBOCOYETAHHA [UIA OPraHH3alHH NPaBHll KOHTCHT
(PHNBTPaLHME;

CIHCKH PECYPCOB ONPAHHMEHHOTD JOCTYIIA;

nogrmodeade C30 &k cetw MenonHuTens npH  MIMEHEHHH ajipeca
pacrnonokermns C30;

NPHOCTAHOBICHHE HIH BO3ODHOBICHHE OKAIAHMA YCIYIH;

OKa3aHHe YCIyrd s Hosex C30 no cornacosanuio mekny 3akazqukoM
Henoauurenem;

nokmoderne Obsexros LIMK k cetn Menonsurens npu HaMeneHu: agpeca
pacnonosenus Odnexron LMK,

okazanne Yonyr ceasd s Hoswix Obnextor LUK no cornacosanmio memy
FakamukoM H Mcnonuurtenem:

NPeKpaLeHHe OKATAHUA YCIAYTH;

H HHble corjacosanHele Menoanurenem u  3akasuukoM napamMeTphl

Komnonenra Yenyr.

5.11. Tpebosanua K [ONONHHTENbHBIM (YHKUHOHATY H CONPAKEHHID CO

CMENHBIMH MOACHCTEMAMH H JNeMeHTaAMH:

L)

Komnouent VYenyr cBf3H JOIDKEH MMETh BOIMOMHOCTE PACIIMPATH
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GYHKLHOHAT NOCPEACTBOM NOJKIHOYEHHA K HHOOPMALHOHHBIM PECYPCaM H CMERHBIM
nojcucTeMam, Ge3 CHWKEHHA YPOBHA HHOPMauHOHHOA OGe30MACHOCTH, EMKOCTH H
NPOHIBOIHTENLHOCTH,

2) K cMeRHBIM NOJACHCTEMAM OTHOCHTCA ClIeIVIOLIHE:

—  JAONOJHHTENLHEIE HCTOYHHKH CIHCKOB QHALTPALIHH;

- pHemHHe 1O Henonnurens.

3)  [anssle dyHEUHOHAIBHEE BoaMokHocTH Komnonenta Yenyr cesim
AOMKHEl  GBITh  MCNONL3IOBAHLEL NS  PAIMEIIEHHA PECYPCOB, HeoDXoaMMbIX ans
obecnevenns Komnouwenwrtos Yemyr, a Takke A8 NOAYMEHHA JAONOJHHATENBHOMN
HHBOPMALHH M0 GHILTPALIHA.

3.12. Tpebopanus k nponssogurensioctn Komnonenta Yenyr:

1)  llpowssosmrensiocts Kommounenta VYemyr cessw  nomksa OwiTh
AOCTATOYHOMN, 1M BRINONHEHHS BOINOWEHHBIX Ha Hee 3ana4. B cayyae neobxoqaMocTH
YBEIHYCHHE NPOH3BOAHTEABHOCTH Menonnurens nomkeH nNpeiycMOTPETh TaKVIO
BOIMOWHOCTE De3 ONONTHHTENBHBIX KalMTAILHEIX JATPAT.

2)  ¥Ypenwdyenue npowssoauTenkHocTH Komnonewra Venyr cr3M  [0MKHO
JIOCTHTATHCH CAEAYIOWHMH CHOCoDamu:

- FAMEHA HIIH MOIEPHHIALNAA ANNAPATHOrO obecneyenns;

- 3AMEHA HIH MOIEPHHIALKA MPOTrpaMMHOrD obecneyeHna;

- YBENHYEHHE MPOIYCKHOH CNocoOHOCTH KAHANOB CBAIM, MATHCTPAILHEIX H
CETH [I0CTYNA.

5.13. Dnement «Kowrenthan dunerpaums» (ganee - Inemenr)

5.13.1. TpeboBanunsa Kk apxHTeKTYpe JlieMenTa

ApxHTeKTypa pemesHil no KowTeHTHOH $uIbTpaund B pamkax ECIJ

NPeicTaBAeHA HA PHCYHKAX 5 u 6,
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Pre. 5. O6was apxurekTypa pemeruit no konTeRTRoH GRbTpaism,

Obopynopanne K@ pomkHo pacnosaraTsCd B AAMHHHCTDATHBHBIX LEHTpEx
cyowextos P® B cootsercrsun ¢ tpebosanmamu T3. (3a uekmovennem PecniyBamkn
Kpeim 1 r. Cepactonons).

Inement Yenyr ceaim  «Konrewrnas dwnsrpaums» gns O6wextos LMK
MPEAOCTABIALTCA TONLKO N0 JononHuTenstomy sanpocy [IHK Poccun.

5.13.2. Tpebosanus k Dnemeny

KourenTHas QuibTpaums J01MHa NOLIEPKHBATE ClEAYIOWME (hyHKIHK;

~  KOHTpo.b BeG-Tpadwka no nporokonam HTTP, HTTPS;

—  GnokupoBka IOHAMEPEHHBIX HHTEPHET-PECYPCOB;

~  MOLIEPKKR 4ePHLIX H DENBIX CIHCKOB HHTEPHET-PECYPCOB;

~  Onoxuposka spegonocHoro [0 \ HexenatensHON pexiamst;

~  obecnevenwe  anTHBMpycHOH  3ammTel  nonssosarenei  C30  npu

B3auMoacHcTENM © pecypcamu cetd MuTepHer (Bed anTHBHpYC), BITIOHAR
AHANHI  cojepwuMore  Bef-pecypcoB M nosdyqaemeix/mepenaBasMeIX
BIIOMEHHH;

—  OpHHYIHTENBHOE BKMIOYeHHe OE30MacHOro MOMCKA 1IN NOHCKOBEIX CHCTEM

Google, Yandex, Yahoo, Bing, Rambler, Ask u noprana YouTube mns
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DAOKHPOBKH HEKENATEILHOIO KOHTEHTA;

WYPHANHPOBAHHE MOHCKOBLIX IANPOCOB NOALIOBATENEH;

GIOKHPOBEKE  OpHioXeHHil  MONyNAPHBIX  COUHANBHBIX  ceTeil, ¢
BOIMOMKHOCTRIO OTKpBITHA  goctyna, no 3sanpocy [lorpeburens 8
COOTBETCTBHH ¢ 3aNpailHBacMBIMH  JICHCTBHAMM I8 CTPAHHIL  KaWI0H
OTAENBHO BIATOH COUManbHON CeTH, NPH YCIOBHH MOLIEPHEN COLUHANBHON
CeThIO pasrpaHn4eHis neficTeuil BHYTPH cepBHCa;

orpaHndeHne no odbeMy HenonsloBaHny Bed-Tpadmka;

HEHTPANH3OBAHHOE PACTIPOCTPAHEHHE NOMHTHE Ge30NacHOCTH HA BCE V3B
Kd»;

pefneHne mocke Ha O30, ¢ BOIMOKHOCTBID NPHBA3KH TpadHxka no
nocemaemsi  C30 pecypcam/KareropHsM  pecypcos, M 00beMy
HCNONBIOBAHHOIO HHTEPHET-TpaduKa.

nodasieHHe PECYPCoB B CIHCOK N8 KOHTEHTHOH DHIBTPALMH N0 3anpocy
JaKaiqHKa

nobapneHHe CcepBucoB B 00X0N KOHTeHTHOR dmMnsTpauMm no 3anpocy
3aKaiquuKa

Konrenrnas dunsrpauns jomkna obecneunpars:

rubkyto pwnsTpawmo HTTP tpaduxka;

puasTpauno HTTPS tpadmuka ¢ TOYHOCTRIO 10 MMEHH 3aNpalIHBAEMOTO
pecypca Ha OCHOBAHHH 3HA4eHHs SNI;

rudkyro gunbtpaune HTTPS tpadmka cpeacTeaMH aHaiu3a KOHTEHTA,
pasMeIeHHoro Ha sef pecypce Ha NpeiMeT JaNnpelleHHBIX MATEPHANOB H
(1) KmoyveBsix dpal;

rudkyio dpunsrpaunio HTTPS rpaduka, B cnyuae yeTaHOBKH HA KIHEHTCKHE
yerpoiicTea ceprudurara Menonaurens.

rudxyro guastpaun HTTPS tpadmka nwa sobuieHeiX yoTpoiicTax, B
cly4ae ycraHoBkM Ha  moOunenmie  yerpoiictea WEB-Gpaysepa

Henonuurens,

rubkyy unerpamo HTTPS tpaduka wa mobuneHbix yeTpoiicTEax B
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NPHIDEEHHAX, COMMacoBaAHHBIX C 3aKAIUHKOM, B pasMEax peald3auHH

npoekros Munucrepersa ofpazopaHus.

3.13.3. TpeboBanna K NpHMEHAEMEIM TEXHHYECKHM PeLISHHAM

K® jpomxpa ObiTh pPEalTHIOBAHA ¢  WCNOILIOBAHHEM MNPOIPAMMHO-
annapaTHbLIX KOMILIEKCOB,

BO3MOKHOCTE, N0 3anpocy or [loTpebuTensa, aBTOMaTH3IAUHH NpPOLUECCOB,
CBAZAHHEIX C mnpenocrasneHHeM yemyrd «OrpaHdveHHe pocTyna K

wHopmapH» nocpeacTeoM emenTa «KosrenTHan GrabTpanmay.

5.13.3.1.  TpeDopanua K aBTOMATHIALHEA

Cpeacrea konrTpons noctyna 8 cete Mureprer w dunsTpaums tpadHra cerw

Mureprer nonkis obecnednBaTh BHNOIHEHHE CleaylOmmx dyHkumii:

OGecneuenne W KOHTPOIbL AOCTYNa noie3osateneif B cers Murepmer ¢
puasTpanHe BxoaAmero  Hexoaswero Harepuer-rpadmxa no npotokonam
HTTP/HTTPS.

Yopasnenue pocrynom k caiitam cetn MHTepHeT HA OCHOBE «HEPHBIXH H
«DOeNBIX»  CNMCKOB, COCTARNIEHHBIX € HCHONBIOBAHMEM KaTErOpPH3ALMH
caitros. @yuKuHOHAN HACTPONKH GHNBTPALHKM BXOIAIETD H HCXOIRILETD
TpaHKa NOMKEH MOIBONATE YKAILIBATE B KauecTRe QHILTPA MACKY WM
perynapHoe  suipamenwe. Cnuckd  Kareropuii caifroB  10/nkHBI
NpefOCTABNATECH [POMIBOAMTENEM CPENCTE KOHTPONR JA0CTYN2 B CETh
Hurepuer. Jlns agMMHMCTPATOPOB NpPOrpaMMHOro obecneveHHs IOMKHA
OwITE peani3opana QyHKIHA BHECEHHN KOPPEKTHPOBOK B JaHHEBIE CITHCKH, 4
TaKWe coznanua cobcTBeHHEIX KaTeropuil. CnHckH 10m&HB HOpMHPOBATLCA
MyTeM BHECEHMA HE TONLKO OJHHOYHLIX CAHTOB, HO H HX CNIHCKOB (B (hopMare
TEKCTORLIX (hafiion ¢ palgenHTensMH).

Orkmodenne ¢yuKunoHana KOHTpOnA Aoctyna 8 cers «Hutepuers» w
thuneTpauun Tpaduxa cetd MurepHer wid KOHKpeTHRIX noasioeareneii/IP-
aapecos.

YopasneHue Z0OCTYNIOM Nons3osareneli K paiMyHeiM THNAM HHOOPMALHH B

cetd HaTepHeT (Bugeo, ayano, nrobpakeHus o 1.1.).
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—  ¥Ynpasinendwe QOCTYNOM NOAL30BATENEH K BOIMOWHOCTH MepeladH B CeTb
Matepuer HudopMalHy pasiiMYHbIX THIOB (BHAEO, ayado, u3obpakeHns H
T.4.).

—  V¥eepnomnenwe B oxkue Opayiepa nons3oparens ceth  HHarepHer o
GrokHpoOBAHWH NOCTYNA K JaNpaMBasMoMy N0/s30BaTeNeM web-pecypey B
Cly4ae HapymeHud TpedoeaHuil nudopMaunonioil GelonacHOCTH, a TakKe
Ha OCHOBAHHH HA/IMYMA NOTEHIHANLHO ONAacHOTO Kona (¢ dyHkuHel npasku
K02 H TEKCTA YBEJOMICHHA ).

—  ABTOMATHYECKOE WIH pyuHOEe OOHOBIEHHE NPOrPAMMHBIX KOMIIOHCHTOR C
cafTa NpoH3IBOAHTENA,

~  ¥YnpasneHde AOCTYIOM K CPEACTBAM KOHTPOAA gocTyna B ceth MHTepHET B
(puabTpaunK Tpaduka cetn Hutepuer ¢ HenonbloBaHHeM poiesoil Moaenn.

~  [lporokonnposanue neficTenii aIMHHHCTPATOPOB CHCTEMI.

—  OBecneuenne 0TKA30YCTOHYHBOCTH NPOrPAMMHO-ANNAPATHEIX KOMIOHEHTOB

CHCTEMI.

>.14. Komnowent Yenyr ceaim «Monwropunr w obecnedenne Gesonacwoctw
CHAZH®
Tpebopanna K HyHKUHOHATY CPEACTBE MOHHTOPHHIA H OTHETHOCTH
Cpencrsa MOHMTOpHHIE (DYHKUHOHHPOBAHMA M (OPMHPOBAHHA OTHETHOCTH
AOMKHEL ODECNeMHBATE BRIMOTHEHHE CNELYOWHX By KM
1) obsexTuBHbI KOHTPONB paGoTocnocoGHOCTH CPeACTs CBA3H U cobioaenns
TpefyeMoro Ka4yecTsa yCuyr CBAIM, UENOCTHOCTH H YCTONYHBOCTH (yHKUHOHHPOBAHHA
ceTedl  MEpela4yH  [aHHBIX  NOCPEJCTBOM  HCNONBIOBAHMA  METPOJIOTHYECKOro
NpOrpaMMHO-ANNapaTHoro KoMiiekca, a Takke 6e30NacHOCTE CBA3H NPH NOJKTOYeHHH
H npejocrasnedun goctyna was C30 K rocy1apcTBEHHBIM, MYHHIHTANEHBIM, HHbIM
HHOPMALHOHHLIM CHCTEMAM M K ceTH «MHTepHeT»;
2) Tlporokonwposanue nedcremit nonwsoBatenedi W AAMHHHCTPATOPOB
CHCTEMBL.
3) @opMHpOBaHHE OTHETHOCTH C NpeAOCTABNEHHEM DYHKIHOHAA:

— 3ajaHus (UILTPOB M0 Beem (J00bIM) NONAM, NOLIEPKHBAEMBIM CPEICTBAMM
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MOHHTOPHHIA (PYHKIHOHHPOBAHMA 1 (HOPMHAPOBAHHA OTYETHOCTH;
— topMupoBaHKA Janpocos k §a3e 1aHHIX;
- 3a/1aHHA GOpMaTa OTHETOB.
4) Ornpasky OTYETOB M0 PACHHCAHHIO W N0 3A0POCY AAMHHHCTPATOPOR
CHCTEMEL.
5.14.1, TpeboBanna K HATHYHIO OTYETOR
Komnounent Yeayr cedsu jomked obecnedusars HOPMHPOBAHHE OTHETHOCTH B
TADMHYHOM H rpadHYecKoM BHIE O COBEPINAEMBIX MONLIOBATENAMHE NeHCTBHAX B CETH
HuTepHer 3a pazinyHbIe NEPHOIL BPEMEHH.
5.14.2, TpeGopanua x Komnowenty Yemyr ceasw  «MoHWTOpHHT H
obecnevenne GelonacHocTH cea3My» (nanee — Komnonent yenyru):
1) Komnonent Yeayr cessm gomsen npenctasnaTe coboll COBOKYNHOCTS
JNEMEHTOB C BOIMOKHOCTBIO HX KOMOHHAIMH H H3IMEHEHHI.

2) OcHOBHBIMH NPHHIMINAMH MOHHTOPHHra M ofecneuenus Oe30NacHOCTH
CBA3H NOUIKHEl SBISTECA YHHBEPCATBHOCTS, YIPABIAEMOCTE B MACIITAOHPYEMOCTS.

3) Kommosent Yeayr cBssH NO/MKEH NO3BONATE 3ANYCK NOMONHHTENbHBIX
Inementos no Tpedosanuto [lorpeburens Hes nONONHHATENBHBIX 3ATPAT.

4) TexHu4eCKHE NpPOrpaMMHO-ANNAPATHLE CPENCTBA, HCOONBIYEMBIE TNPH
okazaHuu Komnowenra Yconyr, J0MKHBI COOTBETCTBOBATh TPeDOBAHHAM
FOCYJapCTBEHHOH — METpONOruYeckoil  HIMEPHTENBHOH  CHCTEMSI
HALHOHAIBHOTO YPOBHSA, 38 CHET BRINOMHEHHS CIENYIOIHY Tpeboranuil:

* HCNONLIOBAHHA CPEACTB HMIMEpeHHs, BHeceHHmIX B Mepepansublii
HHopMaLMOHHELT DOHI o ofecneveHHIo eANHCTRA HIMEpeHHi, a
TAKKE CHOCBPEMEHHO MPOWEAWNX MOBEPKY B COOTBETCTBHH
TpebopaHuAMH cTaTtel 13 Qenepankroro 3akona ot 26 wions 2008 r.
Ne 102-3 «O6 obecneveHny eqHHCTBA HIMEPEHHIT?;

* COOTBETCTBHA BCEX NpOrpaMMHO-aNnnapaTHbiX cpeiacTsa
TpeDoBaHMAM K HIMEPEHHAM, OTHOCALIMMCE K ciepe
FOCYAAPCTBEHHOIO  Pery/HpOBaHHMA  ODECNe4eHHMA  EQMHCTBA

HEI-MEIJEHHH H BEINMTHACMEIM [IpH oDecrneYeHHH UEIOCTHOCTH M
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yerouMBocTH  (YHKUHOHHPOBAHHA  CeTH  CBN3M  obuiero
NoNb30BAHKHA, 8 HMEHHO, B COOTBETCTEMH C [OCTAHOBIEHHEM
[Npasurtenscrea Poceuiickoil @enepamun ot 16 moaGpa 2020 r. Ne
1847.
® cepruukannAa o0OpyNOBaHHA B COOTBETCTBMM C [TOCTAHOBIEHHEM
lNpasurenscraa Poccuiickoll @epepaunn ot 25 mous 2009 r. Ne 532
«D  yTBEPKIACHHH [EPEYHS CPENCTB  CBS3H, [NOLIEHKANIHX
obazaTensHON cepTHhHKAILHIY;
5.14.3. Tpebopanns k apxurertype Komnonenra Yeayr caaau
ApXHTEKTYPa  [0/KHE  CTPOHTBCA  HA  NPHHUMOAX  MONYNBHOCTH H
MaciTabHpyeMocTH, Ha MPOrPAMMHBIX M ANMAPATHBIX KOMITOHEHTAX.
Texun4eckne pelleHHs, NPUMEHREMbIe B pamkax okasanus Komnounenra Yenyr,
NOMKHE  OpeicTasnsTe cobofl  MepapxXHYeCcKYH) CHCTEMY C  BOIMOMNHOCTBIO

FOpHIOHTAMIBHOID H BEPTHEKANBHOID HEEI.IITBEHFDHH.HHH.

IEHTPAALHKIN
¥AEN

| -l'l-FFETﬁII.HII-—J

OEBERTH KOHTPMA

Puc. 6. Obmas apxavestypa Komnonenta ¥enyr

sMonaTOpHAr B obecncyeHne DeIONACHOCTH CRAIHY,

LlesTpaneHeiM YIIOM TEXHHYECKHX PEIUCHHHT, MPHMEHAEMBIX B PAMKAX OKa3aHHA
Komnonenta Yeuyr, 1omkeH SBNATECA OTKAI0YCTORYHBLIN KNacTep cepeepos. YpopHem
arperaiMd  OOMKHBI HBAATLCA 30HOL YPOBHS ArPErauHH, pasMEemacMble B 30HE
oTBeTCTReHHOCTH Menonuurens, ofnekTaMu KOHTPONSA J0KHEL SB/IATHCA OKaILIBAEMBLE
C30 B coorsercrsMM ¢ 3JasBKaMM YCUYTH CBASH € HCHONB30BAHHEM 3JOHJOB,
pazMellaeMelx Ha ykasanuwx C30).

Texuuueckue pemeHHs, NpHMEHAeMbie AnA okasanns Komnowenta Yemyr,
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NOIKHEL HCNOAB30BATE  TONBKO TPOrPAMMHO-ANNAPATHLIE 30HAL I8 [OTYHeHMs

MCXOIHBIX JaHHBIX 0 paboTOCNOCOBHOCTH CpeJIcTB CBAIM W cobmonennio Tpebyemoro
Ka4ecTBa MpeiocTaBneHus ycuyr ceadd, McnonelosaHmue MHbIX cnocofos nonyveHHs
HCXOJHBIX AaHHBIX O paborocnocofHOCTH cpejcTs cBA3H W cobmionennio Tpebyemoro
KA4ECTBA [IPEJOCTARICHHA YCIYT CBA3IM HE NPELyCMATPHRALTCA.
HMamepenns kadectsa yonyr ans kasnoro C30 QomkHE NPOHIBOANTECS A4 ABYX
YYacTKOB OTIelbHO:
o or C30, Obwverra LMK no Toukws npucoeannenns & ECTT;
e or C30, Obwsexra LMK no Hurepuer-pecypeos.
5.14.4. ¥npasnenne Komnonenrom Yenyr
dna yxazanueix 3akazuukom (30, Ofwexror LMK Henonwwrens aomkes
OCYIIECTBIATE YOPABICHHE HIMEHEHWAMH, KOTODBIE MOTYT BKTIOUATE HIMEHEHHH
CAeAYIOIIHX NapaMeTPOB OKA3aHHA MOHHTOPHHIA H obecneyenns Ge30MACHOCTH CBRIH:
~  [epHoj onpoca odopy 10BaAHHA;
—  PACnHUCAHHE MOHHTOPHHIA;
—  KOJHYECTBO OLUEHMBACMBIX MMAPAMETPOB KAYECTBA YCAYIH;
~  MapaMeTphl IJIs OUEHKH KAYecTsa yCiyr,
0DBEM NAPAMETPOB OLIEHKH KaYecTsa:
~ [P agpeca u noacerw;
—  npotunK NOpTOB HOCTYIIA;
— MpONycKHAas cnocoBHOCTE nepenauu  tpadMKka  paIHeIX  THOOB Mo
MpeJoCTARIAEMBIM Kananam ceasd mexay C30, Obverxra LIMK;
- [P agpec ans 3auwmte oT DDoS arak;
—  nogkmoyenne C30, Obwerra LIHK k cets Menonuurens NPH HIMEHEHHM
ajpeca HX MeCTOPACNONOKEHHS,
—  [PHOCTAHOBJEHHE WM BO30DHORNESHHE OKA3AHMA MOHHTODHHIE M
obecneyenns Ge30NACHOCTH CBAIN;
~  MouHTOpHET # obecnevenne HelonacHOCTH ceasn ans Hoeeix C30, Obsexta
LHK no cornacosanmio Mexay Jakazuukom 1 Menonswrenem;

- NpEEpAEHHE MOHHTOPHHIA H obecneveHus DEIONacHOCTH CHBHA3H,
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~  HHBle cornacosauuele  HMenonaumtenes W 3akaiumkoMm  napamerpel

MOHHTOPHHTA W obecneuerns He30nacHoCTH CBAIN.

5.14.5. TpeGopanus K pononHuTeNbHEIM GYHKUHOHANY H CONPAKEHHA CO
CMEMHBIMH CHCTEMAMM M JIeMEHTAMH:

) Kosmnowent Yconyr cBasH JA0MKEH WMETh BOIMOKHOCTD PACLIHPATE
(hyHELUHOHAN NOCPEACTEOM MNOLKAOUYEHHA K HHOOPMALHOHHALIX PECYPCAM H CHCTEMAM,
Bea  cHWKeHHN  yposHs  WAdOpMauHoHHOH  Ge30NACHOCTH, EMKOCTH H
MPOHIBOAHTENEHOCTH,

2)  Jlaumste dysxunoHansHbie Bo3MoRHOocTH Komnomenta Yemyr cessm
AokHel  OBITH  MCNONBIOBAHBL  JUI%  MOHHTOPHHTA NApAMETPOB  Ka4ecTsa
NPEeaoCTABIAEMBIX YCIYT

5.14.6. Tpebosanua k nporspoguTensHocTH Komnonenta Yenyr

1)  [powssogurensHocTs Komnonenra Yeayr cBA3H  J0mKHA  ObITh
HOCTATOMHOH, 1715 BRINOIHEHHA BOMIOKEHHBIX Ha Hee 3aaa4. B cioyuae neolfxogumocTn
YBEAHYCHHA MPOH3BOAHTENbHOCTH Henonuurens NOMKEH npeayCMOTPETs TAKyH
BO3IMOWHOCT.

2)  VYsenuuenwe npomssoauTensHocTd Komnosewta Yeayr cea3m ponmeo
NOCTHIATBCA CHEAYIOUIAMH CIocoDaMMK:

== FAMCHA HITH MOOCPHHIALHA ANNApATHOID obec MEYEHHSA;

|

FAMEHA HIIH MOJCPHH3ALMA NPOrPaMMHOT0 00eCcIe eHNs;

- YBENHYEHHE NPONYCKHOH CnocoDHOCTH KAHANOB CBA3M, MATHCTPAIBHLIX H
CETH 0CTYNA.

5.14.7. Tpebopanus K HANKYKEO OTHETOR

—  Cucrema MoHMTOpMHIE aomkHa obecmednBate no kakgomy C30, s
COOTBETCTBHH ¢ 3asskamu, GOpPMHpOBAHHE B WISKTPOHHOM BHAE MO 3anpocy
YNONTHOMOYEHHOrO  oneparopa 3akajuwka H B ABTOMATHUCCKOM  pewHMe
NpeAonpeneneHHol  (pernaMenTHPOBAHHOIN) cTaTHCTHYEeCKol ©  ananuTHYeckoii
OTHETHOCTH O KAYECTBE YCIYT CBA3H:

—  (POPMHPOBAHHE TMEPHOAMYECKHX CTATHCTHYECKMX M AHAIHTHYECKHX

OTYETOB O KAYECTBE YCTYT CBAIH N0 NPENOCTABNEHHBIM 3AKATUHKOM NPeonpeaeneHHbIM
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opMaM M HX ABTOMATHIHDOBEHHYK PACCHUIKY CPENCTBAMH MIEKTPOHHOH MOYTE

YNOTHOMOYEHHBIM THUAM Jakasumnia;

—  (opmupoBanHe B WIEKTPOHHOM BHAE ONEPATHBHBIX OTHETOB 3
NPOMIBOJILHLIH TNEPHON BPEMEHH O KAYeCTBE KOHKPETHOH YCiAyrM CBR3M  and
koukpernoro C30 npu camocrosrensHom obpamenun 3akasunka k CHereme;

—  Hakomjiesue chHOPMHPOBAHHBIX OTHETOB B 0ase NAHHLIX periameHTHOl
OTHETHOCTH.

3.15. Bnement «3aumTa or DDoS araky (nanee — Dnement)

>.135.1. Haznadenne nementa

JNeMEeHT NpeIHa3HAYEH I8 obecneyenHs 3allMThI OT PacpeaeNeHHBIX aTaK THIA
«0TKa3 B obDcnyRHBaHuuy». B coctase DnemenTa «3awmra or DDoS arak» Menonsurens
NOJKEH OKATLIBATE TENEMATHHECKHE YCIYIH CBAZH.

2.15.2. Tpebopanua x Dnementy:

1) anemedT gomked npenoctasnaTees 1na Beex [P cereit C30, Obwexton LUK
KOTOpBIE  MCHOALIYIOTCH  OKOHEYHBIMH  MONLIOBATENBCKHMH  YCTPOHCTBAMM
[lorpedbureneii;

2)  HOnAEH NPOBOMHTHCA AHANHI MuTepHer-TpaduKa cleayomux BHA0B;

- CTaTHYeCKHH — HA OCHOBaHWM cpaBHeHHH QaKTHYeckHx napameTpoB
Huteprer-rpaduka ¢ COOTBETCTBYIOIMMH  3HAYEHMAMH  HHAHBHIYAIBHO
YCTAHOBNEHHBIX MPAHHYHLIX IHAYSHHI;

—  JHHAMHYecKHH - BLIABIEHHE OTKIOHeHMET peansHOro ofbema Beero

Hurepuer-tpadurka nonssosareneit (PPS u BPS) or crarmcriuecku
ODBIMHBIX THAYEHUIT;

3) nommen nposomuTheA anann3 HMurepHer-tpadmka ¢ yuetom cremyrommx
npusnakos Harepuer-tpaduka:

—  aguanaion [P-agpecos ornpasxrens/nonyvarens Murepuer-tpadmxa;

- gWanasod aapecos nopros TCP/UDP ornpaewrens/nonyqartens Herepuer-

TpaHKa;
~  HAaHMEHOBaHHA H napaderps nporokonos IP, DNS, TCP, UDP, ICMP, AH,
GRE, ESP (nanpumep, snayesns TCP-dunaros nna npotoxona TCP/IP);
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4) nommed nNpoBonMTeCH  aHanus  MuTepHer-TpadMra 1o  CleqyIOHM

[apaMeTpam:
= XapaxrepuctHkd HurepHer-tpadmka (pacnpesenenne no npoTokonam);
—  KoawuvecTso naketos Marepuer-tpaduka B cexynay (PPS):
—  xoawgecTeo Daiit Murepuer-tpadmka B cexyuay (BPS).

3) EpPYIIOCYTOMHO [OMWHB  MPeJoCTABIATCA [Torpebutenio 8 nu4HOM
kabunere [lorpeburens pesynerartel ananusa Hureprer-tpaduka B rpadudeckom Brae
MOCPECTBOM [IEMOHCTPALHH rpadukos wiy Tabnui W B BHAE CTAHAAPTH3OBAHHEIX
OTHETOR;

6) neobxogumo onosemars [loTpeGuTens o© HaTHYHH HEKENATENLHOIO
HutepHer-Tpaduka npu ero nossIeHHH;

7) B reuenwe 30 muHyT nocne obHapywenua anomanuii Heobxomumo
Hanpaenste Mureprer-rpaduk [lorpefurens wa nporpaMmuo-annapateii KoMnmekc
HMenosauurend, BRINOMHAKOWMAE € NOMOUIBK)  BEPOATHOCTHBIX  METONOB OMHCTKY
noctynalomero Ha Hero Murepher-tpaduka B uenax (UALTPALMH HEWENATENBHOMO
HuTepuer-rpaduka.

5.15.3. Henonuarens nomkes obecnednsars 3ammnty or DoS/DDoS-arak Ha
obopyaosannn Mcnonuarens.

1} 3ammra or DoS/DDoS arak cpeacrsamu  MenonHuTens  1omHa
o0ecnedHBaThCA OT CHEAYIOUINX THITOB ATAK:

—  4TaKkW Ha nepenojHeHHe KaHanos cesiu (Volumetric Attacks);

- aTaKH Ha CeTeByl0 HH(pacTpykTypy (State Exhaustion Attacks);

- ATAKH YpOoBHA npuaokenud (Application Attacks).

2)  Ounsrpaums  TpadHKa JOMKHA  OCYIIECTRIATECA M0 CASAYIOLIMM
KpUTEpHM:

— [0 reorpaguueckoMy NpHIHaKy,

— N0 «4epHLIM» H «bensiM» cnHckam [P agpecos;

-~ MpOTOKOJIaM;

- [OpTaM;

~ € [OMOWBK PEIYISPHBIX  BRIPAWEHHH OCHOBHBIX  XAPAKTEPHCTHE
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NPOTOKOJIOR,

C NOMOWBKY PEryispHbIX  BRIPAKEHMH paiNHYHBIX XAPAKTEPHCTHE
NPHIOKEHHH;

¢ npumenennem challenge/response koHTpMeEp, AN yA0CTOBEPEHHA XOCTOB
HCTOYHHEKA;

C OTCAEXHBAHHEM COSIHHEHHHA HAa HANHYHE MELNEHHBIX ATAK.

3) ObGopysosanne Hcnonuutens, obecneynsaiomee sawnty or DoS/DDoS,

OOTEHO HMETE TEXHHYECKYHD BOIMOKHOCTh:

NOJ4BNATE ATAKH N0 YPOBHA NMPHIOKEHHA ceMmuyposxepoii monenm OS]
eMKOCTBIO He Menee |50 ['out/cex;

NOAABIATE ATAKH A0 TPAHCIIOPTHOIC YPOBHA CeMHYpPOoBHEBOH Monenu OS] no
2 Tont/e;

npH HeoOXOIHMOCTH M BOSMOMHOCTH B3aHMOAeHCTBOBATE C CHCTeMOi
samTel oT DoS/DDoS TMorpeGutens B uensx obpaBorkn asTOMATHUECKIX
JANpOCOB AKTHBAUMHM [ONONHATENBHOH OMHCTEM TpadHka H NojasnenHs
aTak;

B ABTOMATHYIECKOM PERHME JarpykaTh H MPHMEHATh «Delbien M «HepHLIEN
cnuckn [P anpecos cern  «MuTepHeT» N TOueK NODKMHOYEHMS

[NorpebuTens, B KOTOPBIX OKAILIBASTCH YCNYTa 10 3anmTe ot DoS/DDoS.

4) Pewenne zawmrsl or DoS/DDoS jpomkHO nopuep®uBate BKIKMEHMHE

PEKHMA O4HCTKH TPA(HKE NEPEYHCIEHHBIMH HIKE crocobaMH:

B ABTOMATHYECKOM PEXHME [pPM NonyyeHHH cBeneHuil or ofopynosaHus
naowaaky [lotpeburens, rue okazniBaeTcs Yeayra;

B ABTOMATHYECKOM pemHMe n0pd  obnapysendn  oGopynosanHes
Menonuurens anomanun B Tpadmke [Norpeburens;

Bpy4Hyt, nyrem obOpamenus [lorpeGurenem B cayxby TexHuueckoi
NOUICPWER Y YacTHHKA,

BpyuHyir Mcnoauurenem npu obnapyxennun obopynosannes Henonuurens

aHoManiH B Tpadure [lorpeburens.

3.16. Dnement «Mexceresoe skpanuposatnes (aanee — JNeMeHT)
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5.16.1. Haznauenue nemenra

JneMeHT npennasHased 1 obecnevenns MHPOPMAUMOHHOIT GEI0NACHOCTH NpH
moctyne 8 cere MurepHer, a rtakke npu ofmese tpadukom mewmny ECIL w
MOAKIOMAEMBIME k  ECIJ]  Kasamamu L2, 408 npeaoTepalleHHA
HECAHKIIHOHHPOBAHHOIO A0OCTYNA K BHyTpeHHuM cermentam ECI1J] w nonwimox B3noma.

Inement npeaHaHaded ans obecnedenna nuPopMauuonnoi GezonactocTH npu
mnocryne B cerh «MuTepHer», a Tawwe npu obmene tpadmrom memay ECIJ u
Obnexramu LMK, w18 npenoTepailleHHA HECAHKUMOHHMDOBAHHOIO AOCTYNA K
BHYTpeHHHM cerMentam ECTI] 1 noneiTok sanoma

5.16.2, Tpebopanua k DnemenTy:

1) DnemeHT DOMKEH PelLAThE CASAYIONIHE 3A1a4H:

—  PajrpaHH4YeHHE CECTEBOrO BIAHMOISHCTBHA MERIY CerMEHTAMM;

—  ONOKHPOBKA 3aNpeieHHbIX THIOE B3auMoeicTMil:

—  EYPHAIHPOBAHHE WM [OACYET YHCHA OONBITOK  OCYIIECTBICHHS

3aNpeuleHHBIX B3anmMoaelcTamil;

—  DnokupoBKa oDpawmeHuii K HIBECTHBIM CEPBEPAM AOYMBIILIEHHHKOR,

~  nopgepmka 61okuposkH TpadHKa HA OCHOBAHHH CHIHATYP.

2) Memceressle  OKpaHBl  QOMKHB  ODECTIEYHBATE  3AWMTY  OT
HECAHKUHOHHPOBAHHOTO HOCTYNA K3 ceTH MuTepHeT WK BHeWHEH CETH M0 OTHOLIEHKIO
k ECI1/, a Takwe KOHTPOAL W PeryIHpPOBKY A0CTYNA NONb30BATENEl BHYTpeHHEH cetH
K pecypcam cetd MuTepHeT i BhizenenHbIM cerMenTam undpactpykTypsl [lorpeturens,
MesmcereBoll oKpaH nomken ofecnevHBaTs KOHTPONL BCETD NPOXOAAWIEro TpadHka H
OBITE YCTORYHERIM K BOINEHCTBHIO BHELIHHX aTak.

3) MNpu swibope MCD onpenenennoro knacca 3awmuTil 118 obecneveHus
GesonacHocTH B MHGOPMAMOHHBIX  CHCTEMAX  COOTHETCTBYIOLIETO  Kiacca
3AHILEHHOCTH HEOOXOMHMO PYKOBOICTBOBATECH HOPMATHBHEIMH NMPABOBBIMH AKTAMM
DCTIK Poccuu.

4) Buifop ceprudMuMpOBaHHBIX HA cooTBeTcTBHE Tpe(oBAHMAM MO
GesonacHocti uudopmanun MCD, 10/DKeH NPOHIBOIHTECA C YHETOM COBMECTHMOCTH ©

HHPOPMALMOHHBIME ~ TEXHOMOIMAMH M TEXHHYECKHMH  CpeicTsamy,  (yHKumi
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De30nacHoOCTH THX CpeacTB M ocoBeHHOCTEH HX peanusauMW, a Takke Kiacca
FALMIEHHOCTH HHOOPMALIMOHHON CHCTEMBL

5) nx obecnedennn HeoGX0aMMOro yporra nHGOpMaLHoHHoi HesonacHocTH
HeOOXOLHMO NPHMEHATh B KA4ECTBE KIIOYEBOI HACTPONKM MEWCETEBOrO SKpaHa
MPHHUKD «3anpenieHo Beey. OTkpeisaTees Ha MCD 10BKHE TONBKO TE YCIYTH, XOCTb,
CETH W NPOTOKO/LL, KOTOphie HY®RHE A obecnevenus pabotel cucrem [lorpeburens.
Bce Hemcnonbiyemsle ajpeca, CeTH, NPOTOKOAR H youyrH Ha MCD ponwHbel GwTh
JaNpeLesl.

6) MC3 nomkeH cojepxars cpencrsa, obecnequsaromme KOHTpOAB 33
LENOCTHOCTRIO CBOEH nporpamMmuoil 0 HHGOpMaLuKoHHOH vacTn, Mexceresoil sxpan
AOMKEH NPEeAyCMATPHBATE MNPOUENYPY BOCCTAHOBISHHA nocne cboes W OTKaloB
00OpY A0BAHKMA, KOTOPAs A0MKHA 06eCNeYHBATE BOCCTAHOBICHHE CBOHCTE MEKCETEBOTD
JKpaHa. B mexcereBoM dKpaHe JoKHA o0ecnevnBaThCH BOIMOKHOCTD PEriaMeHTHOrO
TECTHPOBAHHA.

7) B mypnanax wim log-daiinax B ofszarensHOoM NOpAIKE NOMEHEI
PErHCTPHPOBATECA BCE COOBITHA O COSIMHEHHAX, yCTAHARTHBaEMBIX 9epes MO,

8) INpr BOIMOWHOCTH goskHA OwWTe  obecredeHa  asTOMaTHYeCKas
PErHCTPALMA CASAYIOMHX coDbTHI HHdOopMauronHoi DelonacHocTH:

- moDBIE NONLITKH BXOAA/BHX0A2 CYOBEKTOR 1OCTYNA B CHCTEMY/H3 CHCTEMEL,

~  H3MCHEHHE [OPas M CHCTEMHBIX [PHBHICIHA  YHETHRIX  3anuced
noas3IoBATENEH;

—  w3Menenne HacTpoex MCD.

9) 3ammra Ha ocuose MCD  pomkHa peaTMIOBRIBATE  CHEAYIOLIHE
BOIMOKHOCTH:

—  (HIALTPALMA HA OCHOBE CETEBLIX A/IPECOB OTIPABHTENS MOMYYaATENs;
—  NOKAIBHAN CHIHATHIAUHA NOTNLITOK HAPYIICHHUS NPABHI (HILTPALIHH;

10y MC3 nomwen DBITH HCMONL30BAH [UIN:

—  OrpaHM4eHHs HIH 3ANPelleHHs LOCTYNA XOCTOB BHYTPeHHEH cerH K
cepeicam BHemHedl ceti Muarepuer;

= OrpaHH4YEHHA 1OCTYIA BHCLIHHX nojikioBarenei K BHYTPEHHHM peCypCamM
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KOPMOPATHBHOR CeTH;

—  nojaepxkd npeodpasosaHus ceteswix agpecos (NAT), wto noasoaser
HCTIONE30BAHHE BO BHYTPeHHed ceTh npuBatHeIX [P agpecon.

1) Ina  obecneuenus wundopMauHoHHOH GesonacHocTH npH  obmene
uHpopMauuell  meway  pHyTpeHHHMHM  nopceramu  ECIY  pomschst
yerasasnuBatecd MOCD  Ha creike y3InoB ceTH, co3jgasas npH  TOM
AONOIHHTENbHBIE TOUKH KOHTPONS NOCTYNA, KOTOPBIE 0/DKHE 0DecneqHBars
OrpaHH4eHHe cnocobos BIAHMOIHCTBHA MEKAY CErMEHTAMH CETH.

5.16.3. TpeGosanua k NpHMEHAEMBIM TEXHHYECKHM PEIIEHAAM JNemMenTa

5.16.4. TpeGopanHA K nocTaske:

—  obopynopaHHe DNMEMEHTA CHCTEMB [0MKHO ObiTh PEANHIOBAHO B BHIE
NpOrpaMMHO-ANIAPATHOIO  KOMIJIEKCa W1  OpraHH3alMH  KjacTepa
OTKa30yCTOHYHBOCTH active-passive Wil active-active;

—  NOCTABISEMOE peieHHe A0MKHO Owite BHeceHo B Eauuwmii  peectp
POCCHHCKHX NPOrpaMM Ui MEKTPOHHBIX BRIYHCIHTENBHBIX MAlMH H Oa3
JAHHBIX,

5.16.5. Tpebosanus Kk hyHKuHOHANTY CPECTB MOHHTOPHHIA H OTHETHOCTH:

—  nomgHo obecnevHBaThCA NPOTOKONHPOBAHME AEHCTBHII nonslosarencH u
agmuHHCcTpaTopoB CHeTeMsl;

- JOUKHO oDecnedHBarThed (GOPMHPOBAHHE OTHETHOCTH C NPEHOCTABRNEHHEM
(yHKUHOHANA:

~  nomkHO obecneuuBaThcA 3ajaHHe QHIBTPOB N0 Beem (mMoBbIM) Momsm,
NOJAEPAHBAEMBIM  CPEACTBAMH  MOHHTOPHHTE  (YHKUHOHHPOBAHMA M
HOPMHPOBAHHA OTHETHOCTH;

= JDKHO oDecrnedusaThes OPMHPOBAHHE JANPOCOB K Ga3¢ 1aHHBIX;

- JOJDKHO oDecleYHBaThes 3a/ianne GopMaTa 0THEToB;

~  JOmAKHA ODECHeMMBATLCH OTNPABKA OTHETOB [0 PACIHCAHMIO H MO 3anpocy
AUMHHHCTPATOPOB CHCTEMBI;

—  A0MKHO ODeCneMMBATECSH OTKITIOHEHHE MOHHTOPHHTA (yHKUHOHHPOBAHMS H

hopMHpOBAHKA OTHETHOCTH LA KOHKPETHRIX noib3osareneii/IP-anpecos;
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—  AomEHO 0BecneyHBaTECA YNPABIEHHE AOCTYIIOM K CPEICTBAM MOHHTOPHHIA

H OTYETHOCTH C HCNOIL3IOBAHHEM PONEBOT MOIEIH,

5.16.6. TpeGosanua k noas3oBaTensckoMy HHTEpdekHcy:

—  NpOIrpaMMHEIl  HATEpefic KOMIOHEHTOH CHCTEMBI, BKIKYAN CpencTsa
ynpaeneHus, a TaKke Qopuel  onoBewmeHdd W yBenOMIEHHH
BAMHHHCTPATOPOB CHCTEMBl H nons3osateneil cetw HutepHer nommen
MOTHOCTHI0 NOMIEPHHBATE PYCCKHI AIBIK, HCOOIBIYA KOAHPOBKY TEKCTR
UTF-8;

—  Haanume Web-uurepdefica nina nocTyna K KOMIOHEHTAM yana HIBTPALHE
Hutepuer-Tpapuka, BKAIOYAN  CPEACTBA  YNPABRNEHHA, NONHOCTBI
NOUIEPHHBAIOIIETD PYCCKHH A3bIK, HCIOAL3YH Koanpoeky Tekcra UTF-8.

3.16.7. TpeboBanua K HATHYHED OTYCTOB

JnemeHT norkeH obecneunsars (OPMHPOBAHHE OTHETHOCTH B TAGNMYHOM W

rpaduueckoM BHAE O COBEPUIACMBIX NMONBIOBATENAMH JeHCTEMAX B ceTi MuTepHer 3a
PA3IHYHBIE NEPHOAEI BPEMEHH.

5.17. Komnonent Yenyr ceazu «OpraHuzanus kanana L2»

) 544 Hasnavenne Komnonenra ¥Yenyr

Komnonent Yonyr cesasm jomked obDecrneunBars OPraHH3aiiio KAHATA CBATH OT

C30, Oovexros LMK & Toukam npucoegunenns ECTI] no cetw Menonnurens wuwnm
HEPE3 CeTH MepPeladt JAHHLIX TPETEHX ONepPaTopos.
5.17.2. Tpebosanna k Komnonenty Yeayr
1) Opranu3osaHnsie KaHATB! CBA3N A0IKHEl NPEACTARIATE coB0l BRIIENEHHYIO
CeTh, MNOCTpoeHHYK Ha obopynosanny  HononHWTens HAH - TPeThHX
ONEPATOPOB, HCKAHHAKLYIO OPraHH3AIHID KAHANOB CBATH, HCMOMB3YOUIHXCS
nns okazadus Yenyr ceasn C30, O6wvexror LUK, wepes cets Murepuer,
2} OpradH30BaHHBIE KAHAIIEI CBAIH HAYHHAIOTCH Ha obopy noBannH Mcnonnurens
8 C30, Obsexrax LMK » sakanunsaiotes 8 Touke npucoeausenns ECIT]L
3) OpraHn3oBaHHble KaHaIkl MOryT OBITE NOTHOCTRI WM HACTHYUHO
OPraHH3I0BaHEl YEPES CETH TPETHHX ONEPATOPOB, MPH ITOM TOYKH CONPSREHHUS

cerel Mcnoiuurens 0 TpeTeHX ONepaTopoBR MOTYT He coBmanats ¢ Toukamu
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npucoeguaenns ECI1IL

4} Oprasn3oBaHHBIE KAHATBI CBAIH MOTYT ObITh NPEOCTABNEHBl B BHE:
. BhlIENEHHLIX KaHanos jis ogroro C30, Obwexta LIMK;
b. BUC obbenuusrouwmx Heckonsko C30, O6sertos LIMK. B pamkax Takux
BHC pomano Geire mekmoyedo ssauMozeiictane C30, Obsertor LMK,
Munys ECTLI.

5) Opranuzopanneie Kadamsl caa3u (BUC) moryT BbiTh peann3osansi HA BTOPOM
HIH TpeTheM YpoBHe ceTesod mopenn OS] npu ycnosum cobmonenns sBcex
npo4ux Tpedosanuil HacTosmero T3.

6) Oprauusosannsie ans goctyna ¥ ECIL)] kawanw we npenHasHa€eHs! s
nepeaads BHIeo TpaHKa B HHOOPMALHOHHLIE CHCTEMBI, HE CONPHKEHHBIE C
ECIII. Ho, mps HaiM4ue TexHuyeckoil BOIMOKHOCTH, MOryT ObITh
HCNObI0BAHBL B LENAX nepeaayun suaeo tpaduka. TexHuveckan BOIMOKHOCTE
onpenensercs in kamagoro C30, Oosexra LMK 8 ornensnocTn.

7) Hage®nocts OpPraHM3OBaHHBIX KAHATOB CBA3H HE JOMKHA OBITh HHKeE
poctynocth yeayru ECLL 8 uenom, onpepenennoii T3.

8) OpranH3oBaHHbIE KaHANL AOIKHE O0ECTIEYHBATH [POXOKICHWE NAKETOB
pasmepom 1o 1514 daiir semounTensso (MTU) Ges ux diparmenTammn.

9) Opranu3osanHeie KaHATH! JODKHBEL NPEJOCTABINTE Kak MHHHMYM 3 Kracca
kauecTsa obcnywkupawua Tpadmka. [To cornacomanmio ¢ 3akazuuxom
HNONYCKAETCA HCHONBIOBAHKE Mozenel kadecTsa oGcnykHBaHug ¢ GonsimHM
MM MEHBLIMM KOMM4ECTROM KJIACCOR.

5.17.3. Tpebosanus K nponyckHoil cnocobGHOCTH

Opraun3osanssle KaHalbl JOMKHB ODECHevHBaTh CASAVIOULYH) CKOPOCTH

NepeaavH JaHHLIX, B COOTBETCTBHH C JanBKAMM !
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Hns C30
CropocTs A0cTYNA
Ofpazosatelbibie OPraHu3alHK, PACTONOKEHHBIE B 1 I'but/c
I'OPOACKHX HACENEHHBIX MYHKTAX
ObpazoBartensHble OPraHM3alHK, PACTONOKEHHBIE B 100 Méwur/c
rOPONCKHX HACENCHHBIX TYHKTAX
O6pazopaTenbHble OPraHH3aLME, PACIONOKEHHBIE 50 Mbur/c

BHE MOpOACKHX HACENIEHHBIX [TVHETAX

ObpasoBaTensHble OPraHH3alHe, NOMKIKMACMEIX C
HCNONBEIOBAHHEM CIYTHHEDBBIX NMHHHHA CBATH

B cooTBeTcTBHH ¢ 3asBKaMu
(He menee 1| Mbut/c)

s Obnexros LIMK:
CKOpOCTE JOCTYNA K CETH
Hurepuer F'AC

«Berdopsin
LlenTpanshnas HIOHpaTENbHAR KOMHCCHA - 40 I'dic
Poccuiickoll Megepauun
Habuparensubie KOMHCCHH cybuexton | 100 Mbut/c 40 Mbur/c
Poccuiickoil @enepauun
Tepprropuanshesle HibnparebHbe KOMHCCHH 50 MbGut/c 10 MBuTt/c
O0BexThL LIHEK, PacnonokeHHbIE B| 512 kbur/c 512 wbur/c
TPYAHOAOCTY IIHBIX HACETEHHBIX Iy HKTAX,
NOAKAKMEHHBIE TTO CHYTHHKOBLIM KAHATAM CBRIH

5.18. Komnounent Yeayr cesan «llepenaua ganneix L2»

5.18.1. Hasnayenne Komnoxenta Yenyr

Komnonent Yemyr cesss aomsxen obecneuwmsats nepenauy aanswx or C30,

ObsexroB LIMK k Touykam npucoenunenus ECTII,
5.18.2.

OpraHM30BaHHBEIC  KaHATEI

MEPpeiavuH JAHHBIX, B COOTBETCTBHH C 3asBKaMu:

TpeGosanun k nponyckHoi cnocobHOCTH

NOMKHEL obecneuMBaTs CACAYIOWYID CKOPOCTh
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His C30
CropocTk nocTyna
OfpasosarensHble OPraHU3aLkK, PacnoNokeHHEIE B | I'Bur/c
I'OPOJCKHX HACENEHHBIX IYHKTAX
ObpazosarensHbie OPraHA3aniK, PaCcoNoKeHHBIE B 100 MbuT/c
MopoOACKHX HaceleHHBIX NYHKTAX
OOpazosarensibie OPraHH3aUNH, PACHONOKEHHBIE 50 Mbutic

BHE NOPOACKHX HACENEHHBIX NYHKTAX

Obpaszoparenbible OPraHu3alHe, NTOAKIOYAEMBIX C
HCIOIL30BAHHEM CITYTHHKOBRIX THHHHN CBAZH

B cooreeTcTBHM ¢ JassKkaMu
(He menee 1| Méut/c)

s Obsexros LIMK:
CropocTs 00CTYNA K CeTH
Hurepuer I''AC

«Briboprm
Llentpaneran H3DHpaTenbHAR KOMHCCHA | - 40 I'd/c
Poccuiickodi Denepausn
Habuparensusie KOMHCCHH cybwexron | 100 MGut/e 40 MbuT/c
Poccuiickoii @enepauun
TeppuTopHanstbie H30HpaTEILHBIE KOMHCCHH 50 Mb6ut/c 10 Mbur/c
ObBexTH LMK, PACTIONOMEHHBIE B| 512 xbur/c 512 kbutic
TPYAHOAOCTYIIHBIX HaceneHHbIX NyHKTax,
MOAKIFOYEHHBIE 110 CIYTHHKOBBIM KAHAIAM CBAIH

5.18.3. Tpebopanns k kadecTsy 0DCIyRKUBaHHA

B pamkax monenw ¢ 3 knaccamu ofciymuBaHHS MpH nNepenade Tpaduka Mesmy

C30 u yanom HemonHHTENS 10BKHA 1011CPKHBATE:

- Knacc | — tpadux npunowenwii peanbHOro spemenu (ronoc, Buueo),

KPHTHYHBIA K NOTEPAM NAKETOB, JAASPEKAM H KoneDaHHAM 3aIepmKR;

—  Knace 2 - tpaduk KopnopaTHBHbIX HHOOPMALUHOHHEIX CHCTEM, KPHTHYHAIH

K 3A0EPWKAM H MOTEPAM;

—  HKnace 3 - tpadmk, HexpHTHuYHBIH K 3agepxkam (MATepHeT, pasnHumbie

CeTeBBIe CAymOEI).

KnaccHHrauna TpadHuka J0MKHA OCYINECTRIATRCA AN Kaxnoro L2-nakera s

OTHENEHOCTH, B COOTBETCTBHH CO 3HA4YeHHWeMm ero 3aronoskos 802.1p, xak ykazaHo B
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cnemyromed Tabnuue:

Tun Tpaduka IHAYEHHE 3Ar0N0EKA

Knacc | 3 (VO)

Knace 2 3 (CA)

Knacc 3 Default (;i06bie 3HAYCHNUA, OTNHYHBIE OT KAACCOB | H 2)
[Tpumevanms:

[lpn mepenave naHHeIX vepes kakan cea3n 3aronosok 802.1p He nomxen
HIMEHATBCH.

[lpu npessuvennn Tpajwkom Knacca | nponyckxolt cnocoGuoct,
yCTAHORNEHHOH Ha nopty mna Knacca 1, nomsked npoussoautees chpoc
nakeTos ¢ kavectsom Knacca 3; npu npessimenun Tpadmxom Knacca 2,
MPOMyCKHOH CnocobHOCTH, yeTanoBIeHHOH Ha nopry nns Knacca 2, — cipoc
nakeros ¢ kadecrsom Knacca 3; npu npessnuenud tpadmxom Knacea 3
npoiyckHoi crnocobHocTH nopTa — cpoc NakeTos.

l'apanTen wavecTsa nepenayd L2-naxkeroB 4epe’ KAaHAN CBAIM JOIKHE

YIOBACTBOPATE CHNEIYHIIHM TPEEEB‘-E.H}UIM‘.

IHauenun NApAMEMPOs  Kavecmsa nepedayn  daHHEX RO KaHARAM  CERIN,
opeanuioeanisiym no BOJIC.

Tan [IpoueHT NOTEpAHHEIX Jamepmu nepeiiTe Bapuauua 3anepikH,
Tpaduka L2-nakeros, ve Honee LZ-nttuon 5 Oy He Donee
’ CTOPOHY, He Donee
Knace | 0,2% 15 me 10 mc
Knacc 2 0,2% 20 mc HE HOPMHPYETCH
Knacc 3 5% 25 mc HE HOPMHPYETCH
6. TMopsgok ssaumoneiicrens CTOPoH B paMKax oKa3anus Y oayr cBfin
6.1. Oxazanne Ycayr cesin McnonHurenem OCYMECTRINETCH HA OCHOBAHHH

3agBoK Jakazunka no dopme 3answu ([Ipunomerne No 1).

6.2,

CocTas 3asBKH NODKEH BKIHOYATE CISAVIOWYI0 HHBOPMAaLHIO:

Homep;
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—  Cogepwanue;
—  CocTas KOMOOHEHTOB Y ClyI CBAIH;
—  [lapamerpu ¥cnyr casau;
—  Cpok oxkasanns Ycnyr cBssu;
—  CroumocTts cornacHo TapudHoMy naaxy 1 odsemy Yonyr cesam;

—  AgjpecHstii nepedens C30.

6.3. 3asska fopmHpyeTcs 3aKaiuMKOM Ha DYMAKHOM HOCHTENE W HANPARIRETCH
B anpec Mcnonuurens. B yactu Komnonenra Yeryrn ceasu «lIpegocrasnesne qoctynas
He meHee 4veMm 33 |5 padoumx nnedi, and Komnonenra Yenyrwm ceasn «Opranuzanis
kanana L2y 3asBKH HANpaRIAIOTCH B CPOK He MeHee ueMm 3a 30 paGoumx amedi no narss
Havana OKalaHHWA ¥ CIIyr CBA3H, YCTAHOBIEHHOH 3agBKoii.

6.4. Jasska nomkHa OBITE NOANMCAHA YNOMHOMOYEHHBIM AHUOM 3akazuuka W
HanpasieHa & agpec Henonuurens opHIHANBHBIM ITHCEMOM.

6.5. HcnonuuTens B cpok He nosnxee 5 pabouux nHel ¢ 1aTel NONY4YeHHA 3a88KH
OPHUHATEHEIM THCEMOM 33 [OMMHCEID  YIIOJMHOMOYEHHOTD MHUA HHGOpMHpyeT
3aKa3yuKa O NPHHATHH 3asBKM B paboTy ¥ HAYANEe e HCMOTHEHHA.

6.6. MHcnonuurens obasan ypeloMHTE 30KATIHKA 0 HEOOXOAMMOCTH BHECEHHS
HIMCHEHHHA B 3a8BKY B CIEIYHOIHX CIy4anx:

ecnH HauMeHoBaHHA M (Win) agpeca C30 u Obwextor LMK, yrazanmHsie B
ANPECHOM NEpevHe K JasBKe HE COOTBETCTBYIOT DAKTHYSCKHM,

— ecnd C30 u (umm) Odwvert UK npexkparunu/MpHOCTAHOBHIN CBOKO
HEATENBHOCTE;

— npu nepeMemiennd C30 wu (wnu) Obwexta LMK wa wossit ampec
pa3MeleHHA OPraHH3aUHH B IPEENAX HACENEHHOTO MYHKTA,

6.7. Ilpn HeobxogumocTH BHeceHns namenenwii B 3assky MHcenonuwrens
HANpaBIHET B agpec 3aKajuuKka COOTBETCTBYIOIEE YBEIOMJIEHHE, MOANHCAHHOE

YIOMHOMOYCHHBIX JTHLIOM.
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7. Tlopaaok KOHTPOISH, IPHEMKH H HIMEPEHHA Ka4ecTBa

NPeloCTABIEHHA Y CaAyr CBAIN

7.1, Henonawrens we nosguee 30 paGouymx gueill ¢o ams nmoanucanms

Konrpakra npejocrasnser Ha yTeepaieHHe Jaka3uuky:

[lnan opranmzauun Touex npucoemnnenns ECI no dopme s

coorBeTcTBHH ¢ [prnoskennem No 4 k TexundeckoMy 3ananHi;

NPOHCXOR ICHMS;

Dopmy oT4eTa 00 HCNONBIOBAHHH OOOPYAOBAHHA POCCHIACKOTO

Mopmy oT4eTa 0 npHcoesHHeHHEX MC;
MeTouHEY NpoBEACHHA NPHEMO-CIATOMHBIX HCTBITAHMI;
PernamMeHT TEXHH4ECKOH NOLIePKKH NPH OKazaHuu Y eiyru;

©opmy CBOAHOrO aKTa O NpPEpPhIBAHMK B NPENOCTARNEHHH ¥ Cmyr

(comepwamero B TOM 4YHCAE nepedeHb ODBEKTOB, JIHTENBHOCTh TEPEPIBOB B

MPEAOCTABIEHHH Y CITyT)

7.2. B cpok no:

- 14 oxradpa 2022 roaa HMcnonwurens HanparnseT JAKAIUHKY JOKYMEHTH B

cooTBeTcTEHM € 1. 7.11.1. T3 mo #roraM OkazadHHs B COOTBETCTBHH C 3afaBEKaMH B

pamkax ordetHoro nepwoaa ¢ 01.01.2022 no 30.09.2022 Ycayr cessm C30,

Obwexram LMK yrazanneiM B 3asskax Jakazumka;

- 14 centsbpa 2023 roaa Mcnonwwrens Hanpaenser 3aKasuMky AOKYMEHTEI B

COOTBETCTBHH € 1. 7.11.1. T3 no #Toram oKa3aHHA B COOTBETCTBHH C JasBKaMM B

pamkax oryetHoro nepuosa ¢ 01.10.2022 po 31.08.2023 Yenyr ceasu C30,

Obsexram LIMK ykazanHeiM B 3adekax 3akazumka.

7.3. B cpok, yrkazauueifi 8 n. 7.2., McnonuuTmens NpeiocTaBnseT cBeAeHHs ob

HCTIONB30BAHHH  KPMITOMAPIIPYTH3ATOPOR, CTPAHOH NPOMCXOMIEHHMN KOTOPOro

apnaerca Pocculickan @enepaums no dopme, paspaboranHoii B coorserctanu ¢ n. 7.1 u

yTBEpAIeHHOM 3aKauuKkom.
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74. B cpok, ykasaunwmii B n. 7.2., Mcnoawurens npegocrasnser orser o
npucoenuHEnnbx K ECTLI UC u pervonansusix ceteii nepenaun nanusix cyGnextos
Poccuiickoii @enepauun, 8 cootsercTann ¢ n, 2.32. u n. 2.33. T3,

7.5. B cpok, ykazawuwiii B n. 7.2, McnofHHTEN: NpPEeACCTABINET KOMHH
cornamenHd ¢ oneparopoMm CK3M, sasepennwix Henonumrenem, gna C30,
npucoesuHennbix K ECI1M B cooreercTann ¢ n, 2.42.2 T3.

7.6. B cpok, ykazauuei 8 n. 7.2, B paskax Komnowenra Yeayr «Monutopunr
1 obecnievenne GezonacHocTH cra3Hy» McnonHuTes npeaocTapnser:

—  Komuio Cenpetenscrsa of yrsepsiiennn THNA CPENCTB WIMEpeHHH MW
PErHCTPALMOHHBLIA HOMEP cpeacTsa wimepennii B MenepansHoM HHGOPMALHOHHOM
porae no obecnevennio enuHcTsa Wimepenuii. [lpesocTasnseTcs WM KakIoro THna
CPeACTB HIMEPEHHI, JA:

- CHCTEMBI B LHEA0M (TEXHHYECKOrO peuieHHs );

- @NN3PATHLIX CPENCTE KOHTPOIA YPOBHA ArperaiiH;
- AnNnapatHeIX cpencTsa Koutpons yposus C30;

- padoYero sTaneHa — cepBepa TOYHOIO BPEMEHH.

~—  Konuto peiicrayiomero CauueTenscrsa o nosepke CpeicTs WiMepeHHH
(MPeNOCTaBNAETCA I8 KAMI0M0 CPecTsa HaMepeHHil),

7.7, Jns C30, Obsexror LMK, kotopeim okaseiBaroTcs Yeayru Casn, HATHYHE
AOCTYNA K HHOOPMALHOHHBIM CHeTeMaMm M ceTH Mutepuer wa C30, Obnexrax LMK
onpenenserca 3akazuukoMm nocpenctsoM Komnosenra Yeayr ceasu «MorHTOpHHT W
obecnedeHHe GE30NaCHOCTH CBAIHY.

7.8. 3akasuMmKk UMeeT NpaBo MPOBOAHTE BEIGOPOYHYID NPOBEPKY OKAILIBAEMAIX
Yenyr cesad. Bmbopouynas nposepka nposoautes Ha C30, Ob6sextax LMK B
cooTreTcTBHH ¢ [IporpamMsofi u metonukoi wensrranui ([Tpunokenne Ne 2),

7.9.  [lo wroram nposeaents HenuITanui cocTasnatores [lpotokon nposeneHHs
TeCTHpOBaHHA Yenyru cessu (nanee — [Mpotoxon) (Ilpunoicenne Ne 6) ¢ ykazanmem
Pe3yNbLTATOB HCIBITAHWA MO KawIoMy napaMerpy sakasannsix Kommonentos Yenyrn
cea3u. [lporokon 3asepserca McononHutenes, ynonHOMOYEHHBIM NpeICTABHTEIEM

3aKazuuKa, OTBETCTBEHHEIM NpelcTaBuTeneM MunKucTepersa npocemenns Poceuiickod
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Degepauun (win C30), npencrapurenem LMK (118 ofsexros LIMK), npeacranurenem
Oprasa rocynapcTeeHHoH enacth cyOwekta Poccwiickoil @enepaumn m o (W)
NpeicTaBHTENEM opraia MECTHOID CAMOYIIPARICHNS, no
COrNIACOBAHMIO - [PEJCTABHTENEM TEPPHTOPHAILHONO oprada gesepaisHOro oprada
MCTNOMHKTENBLHOMN BAACTH, OCYILIECTBASIOWErO dyHKUMN N0 KOHTPOIO B ciepe CBAIMN.

7.10. Ha ocxosanum llporokona coctasnsercs AKT NpoBepEH OKazanua Yoayr
(IMpunoxenue Mo 3), NOANHCH BAEMBI# Henonautenem, YIOIHOMOMEHHEIM
mpeicTapuTenes  3aKasuMKa, OTBETCTBEHHBIM  npegctasuTeneM  MunmcTepcTBa
npoceewerns Poceniickoil Denepauun (ana C30), oTseTCTBEHHEIM NpeACTABHTENEM
LMK (ana obwexron LIHK), npegcrasurenes oprana rocynaperaeHHOH Bracti cybsekTa
Poceuiickoi Meepauny K (WIH) npeacTaBuTeIeM OPraHa MECTHOIO CAMOYTIPaBIeHHA,
Mo COrNacoBaHHIO — PEACTABMTENEM TEPPHTOPHANBHOIO oprana deaepanenoro oprasa
HCMONHUTENBHOH BAACTH, OCYIECTRARIOMIETO (YHKUHH 10 KOHTPOI B Ciepe CRA3ZH.

7.11. 3akaiuyuk NPOHIBONHT NPHEMKY OKA3aHHBIX YCayr cBA3H B chaemyiomed
NocAeN0BaTENBHOCTH;

1111, Henonnurens npenocrasnser Jakaiuuky:

— Axtel 00 okasammm Yoenyr ceasu ([punomenne Ne 5), noanucanmsie
Hcnoaaurenem B yNonmHOMOYMEHHEIM npenctasurenem kawporo C30,
Obwsexta [THK
~ CBOAHEIE aKTHE O NPEPLIBAHKK B NpeaocTasnedny Yenyr (nocysexTHo).
1L Kontpons okazasus ¥cnyr cBA3M OCYIIECTBIRETCH 3aKazqMKOM Ha
OCHOBAHHH oT4eToB Cny#0sl TEXHHYECKOH NOLIepKKE 3aKa3uuKa.

p & e A AKT CIa4yH-NpHEMKH oOKasaHHeX yenyr (TMpunowenme Nel K
roCcy/IapcTBEHHOMY KOHTPAKTY), noanuceisaercs Mcnonwwrenem u Jakazumxom Ha
OCHOBAHHH mNpenocTaBieHHeix Mononumrenem AxtoB o0 oxazauun Yonyr cesiw,
oryetoB CrnywOsl TexHudeckoll nopnepwkn 3akasumka 0 (W) CeBonHeX AKTOB 0
NpEPRBAHHAX B NpeocTaBIeHun Yenyr.

7.11.4. Onnara Yenyr cBA3M OCYUIECTRIAETCH 32 (DAKTHHECKH OKA3aHHbIe
Yeayru cBH3H B COOTBETCTBHH C TapudHeM naanom. [IpH 5TOM pacueT CTOMMOCTH

(PaKTHYECKH OKASAHHBIX YCIYrH CBSIH N0 KOMOOHeHTaM Yeayrd cessu «[lepeaaua
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nanHb» W Yenyrn censu «lepenaga nanHsix L2% oCcymecTBAeTcs COrnacHo Taprpam,
[Pe/lyCMaTPHBAIOIHM A00HEHTCKYI0 CHCTEMY OMUIAThl M3 pacdeta 3a | kaneHpapHsii
meciil. B caoydae, eciw Yeayrm CBAIM M0 JAHHBIM - KOMIOHEHTAM  (akTH4eCKH
OKA3LIBANHCE HE NONHEIA KaleHJApHLIT MEcsl, CTOMMOCTH YolIyr CcBa3H no
KOMIoHeHTaM Yciayrn ceasn «llepenaya nannsixs» 1 Yenyru ceasu «llepenaya nanmsix
L2» noanesar nepepacuery no ciegyiomeii gopmyne:

C = T-((T/m) x [n), rae:

C — CTOMMOCTB YCIYT CBAIH B PACCYMTHIBAEMOM MECHLE;

T — rapud) 3a meca;

M — komugecTBo AHel B MecAue, 338 KOTOPEIH NPOHIBOAHTCH pacyeT:

Jm — konwdecTso aHel, KOoraa yoinyra He OKadbIBANACk.

7.12. Mcnonunenue ofs3aTeNsCTs N0 OKAZAHHID YOIy CHHTASTCA HeHALTEHKALLIHM
B CNEMYIOLIHX Cy4asx.

7.12.1. Henonuurens gomxed obecneunsats Koadduument noctynHocTy He
meree 0.98 kak o1 ofmero kKonu4ecrsa npenocrasnsemeix no Kowrpakry Yenyre (Kn
obwwii), Tak W oA Kakgol obpasomatenwHodi oprammsaumn (Kn) 8 kammsil
KaneHIaPHEIR MecsaL.

7.12.1.1.  Kosddnunent poctynuoctd Yenyrn Kn-obumii  menee 0,98
CYMMTACTCA HEHALNSKAHM oKazaHuem Yonyrw u ¢ Hcnonsurens 8 CcOOTBETCTRHM C
yenosnsmu KonTpakra sanmaerca wrpad 8 pasmepe, npeayemorpensom . 6.3 TK.

7.12.1.2. Koadduument goctynuoctn Yeayrn menee 0,98 nnn ogmoro C30
CYHTAeTCA Heokasanwem Yeayruw ans mandoro C30 wnm Obwexta MK B nanxom
KaJleHAapHOM Mecaue. Yonyrd mia qassoro C30 8 pacueTHOM KaZeHIAPHOM MECHIIE He
nopexar onnare. [lna pacdera Henonsayercs caenyias hopmya:

. (24 vacax /11) - B1 — B2
B 24x/11 - B1

M
Ka obumi = IZEHJIH:IJJ"M

A=l

roe:
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K — Koa(HUHEHT A0CTYIHOCTH YCIYIH 32 KaneHIapHbIi Mecs;

J1 — KonUYecTBO KANeHIAPHLIX AHell OKA3AHMN YCIAYIH B MECHLIE,

M - Koauvectso 00BEKTOB, KOTOPHIM OKAIBIBAETCHA YCIYTa B PacueTHOM
KaneHaapHoM MecHue B cooTeeTcTRHe ¢ K

Bl — ofiwee dakruueckoe BpemMa TEXHONOIHYECKHX NEPEPLIBOB 34 KANeHIapHLI
MECHL] B 4ACAX, BHIBAHHBIX:

- IPOBEJIEHHEM IIAHOBLIX nNpodunakruyecknx pabor;

- pabotamu Ha obopysosanus McnonuWTens, BeINOJHAEMEIMH N0 3anpocy

JaKazynka;

- HeHCnpasHOCTAMH oDopynosanus [lorpeburens;

- nedcreuamMu [lotpebutenc, B TOM 4HCAE OTKMIOYEHHEM WIEKTPONHTAHHUA

obopyaosannd Menonuurens.

HMcnonuuTens  NposoaMT — TEXHONOrHYECKHE  MEpephiBbl B [OPHKE,
npeaycMoTpeHHoM PeraamedToM TexHHYecKoH NOMIepEKM npH okalamnH Yomyrs,
paspaboTaHHOrO B COOTBETCTBHH ¢ nyHKToM 7.1. T3 u yreep®aennoro 3akasunkom.
CymmapHoe BpeMs TEXHOMOTHYECKHX [EPEpPLIBOB HE J0MMHO NPEeBLILATh 1A moboil
Yeayrn 6 (1IecTh) 4acoB B TEYEHHE KANCHAAPHOID MECALIA.

B2 — ofwee daxruyeckoe Bpems MNepepeiBa B NPeIOCTABICHHM YCAYIH B
KANEHIAPHOM MECsUe B paboumx Hacax, KOTOPOE PABHAETCA BPEMEHH HENOCTYTIHOCTH
Bes yuera TexHoOrMHeckux mnepepsiBos. [lpn nogcuere BpeMenH HeNOCTYNHOCTH
YYHTHIBAETCH BPEMA BOCCTAHOBIACHHA, onpeaeneHnoe B m. 2.51.6. [Nopanok OTKPEMTHA U
3AKPBITHA HHUHACHTOB /I8 MOACYETa BPEMEHH HEJOCTYNHOCTH Y CIyr Onpejensercs B
COOTBETCTEMH ¢ PernaMeHt TexXHH4ECKOH NOLUEpKEH npH  okasawuw  Yciuyrs,

paspaboTaHHOTD B CODTBETCTBHH C nyHKTOM 7.1. T3 M yreep#aennoro 3akasuukoM.

112.2. B ciy4ae, ecliH B TEMEHHE OIHOIO KANCHAAPHOTO MECHIA OTKPHITO
HHIUHIEHTOB B 30HE OTBETCTBEHHOCTH Henonuurens ¢ npessiienHeM BpeMeHH PelieH s
HHIMAEHTOR B Koauvecrse 3 (1pex) u Donee npoueHtoB o0ulero KoJH4ecTsa

NpCAoCTABIAEMBIX 110 K'DHTPH.HT}-' yEJl}i'ﬂ obazatenscTia McnonHHTeNs CcUMTAOTCH
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HEHALTEWAIE MCNONHEHHBIMH W ¢ Mcnoanurens B COOTBETCTBHH © YCNoBpHAMH

KourpakTa sauMaeTcs wrpad 8 pasmepe, npeaycmorpentom n. 6.3 K.

T.12:3. B cnyyae eannoBpeMeHHONO (B TEYSHHE OOHHX KANEHAAPHBIX CYTOK)
orkaza 8 (BockMu) M Gonee npouenTos venyr oGalarenbersa Menonpurens canTaoTca
HEHALIEKALLE HCNOAHEHHEIMH H ¢ HCnoAHHTENs B COOTBETCTBHH C YCAOBHAMH
Kowutpakra pagmaetca wirpad B pasmepe, npeayemorpennom . 6.3 I'K. lpouest yeayr
PacCHHTHLIBAETCA KAK BENHYMHHA OTHOWEHHA CTOHMOCTH YCIYT, OKA3biBAEMBIX C
OTKIOHEHHEM OT 3A0AHHLIX NAPAMETPOB YCAYI, K CTOMMOCTH YCIYT, 33KA3aHHBIX 110
COCTONHHIO HA [aTy, B KoTopyto Gt 3a)HKCHPOBAH COOTBETCTBYIOWIMIT OTKAS yCayT.

7.12.4. B cnyuae, ecin B TedeHHn ognoro mecana Gomee 20% ot obwero
KojimdecTsa  mpenocrasnsemelx 0o Kowrpakty Yeayr  wmewor  Koaddmument
noctyniocTH mexee 0,98, ro Yenyrn ana obmero konw4ecTsa NpejoCTABASEMBIX MO
KOHTPAKTY YCIYr B JAHHOM KANEHJAPHOM MECHALE CHHTAKITCH HE OKAZAHHLIMH H HE
MOLIEHKAT OMIATE, NPH ITOM B COOTBETCTBHH ¢ yenosuamu KonTpakTa Banmaercs wrpad
B paiMepe, npexycmorperHom n. 6.3 'K,

7.13. Hcnonnurens B cpok mo 31 seBaps roga, CIEmyKOIIEro 3a rogom
NONKTOYEHAA, pasMewaer 8 HHpopMauMoHHoi cicTeMe MHHHCTEpCTBa URGPOBOTrO
PA3BHTHA, CBAIM H MACCOBBIX KOMMyHHKauHi Poccuiickoil Menepaunn B JEKTPOHHOM
BHE HHOOPMALHIO 0 TEXHOJOTHYECKHX BOIMOKHOCTAX ceTell CBAIN, PealH30BAHHLIN B
XO[1€ MCIOIHEHHS MOCY 1APCTBEHHOIO KOHTPAKTA, NEPCIEKTHRAX HX PAIBHTHA, CPENCTRAX
H THHHAX CBA3H, B COOTBETCTEHH ¢ TpeDoBanuamu [Mpunowenus Ne | k TpeGosanuam x
NOpAAKY BBOJA CeTeH 3NCKTPOCEAIH B IKCIUIYATAUHIO, yTBEpWAeHHBIM [lpukazom

Musungpsr Poceun ot 26.08.2014 Ne 258 (pen. ot 06.02.2019).
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NOCTYIR K FOCY ANPCTEEIHLIN, MYIINIHIRIRELIM, WM WHOP MBI R C 8 TEMEs
i oot #HiepieTe; no saure annik, o5paBaTRIBICMEN 11 NEPE ISR MY PR
GCY IECTRAEIAN J0CTYI E FOCY JAPCTHEHHEDM, S0y MARETIL BN, 0B
MHOPMIEIOHHEIM CHCTEMAM it K CeTi s HinepreTe; 10 oBeCIeaennn orpuiHe s
AOCTYNR K Hfopaaism, paenpoctpanenie sotopod & Pocoafcodl G iepamiim
TANPLUIEEG, 10K AP, IpAsdHEIGEl gped RAP LI {HO0 ] PATHRTIHED
retel, conepuaueficn g oo eHuTeprers, wim ofipasesresnps oprapsaamil,
T MOMHTOPHHTY W oGecneeinn BesomscHocTn CEXNs NPH IPCAOCTARICERN 100 Ty 111
E TOCYAPCTHSHIEIM, Y HIAMTATRHEIM, BHEU BHROFSEIHR HEAEM SR TE SN 0 W CeTi
AMITEPHETH] N0 OPTIHIEALIEN OEKTHIERAN K ERnodl CETI IEPEIIY I TEHHLY
OOPEIHEETEILHE Y OPTAHHTALNI 0 IDNPETENbHMY KOMBCCHA, 10 IEPCIRIE [TaH X
TP OCVEIECTRACHIEN 10CTVIE Kol cerm

Jaupks Ha oRATANKE Youyr Mo
Ippwa)

r. Mocksa W 202

MunncrepeTas nHHPIBOTD PAIEWTHE, CHRIH 0 MACCOBRX KovMyRuKauRE Pocowiickoi @eaepanmm
HMEHYVEMOE B Aibieiuwes «3anaiauey, B M o ACACTEVIOUEET O M DCHORANH
Ly ROrABCHO (OCYAAPCTECHHGID KoHTpakTa ov 202 MNe
HilL OKRIAHHE TOCYJAPCTHEHHBIM M MYMHMUWILIEHES  ODPEIOBATCARHEM  OPTAHNIANHAM,  PEUTHIVIOLINM
OGPAIOBATENBHEE NPOTPEMME 05UETT OBPEIOBAMME W CPEANETO NPOPCCCHOHLTRHOND DOPATORAHIA | 1a/ee
ObpaIOBATENLHIE  OpraMMauMK),  WIDHPATCIRHEY  KOMHCCHAM  oyDwexton  Poccriickoi e nepaimm
W TCPPMTOPHANRHM WIOHPETEARHEIM KOMHCCHEM (AR020 — WITMPATEILHME KOMMCCHH), PRcieiome b
Ha TeppriopHEx cyfmerTor Poccuickod Mesepaummn (0 wekmoucknes PeenyGamkn Kpuist o 1 Cenacionions)
(€ yuerom norrpelHOCTENR VRATAHHKMY BONLICETEER ), yeayi o MPEAOCTERAEHHID © WCIHUTR0RAHMCM ¢ IHHOH
CRTH NEpeidH EHHBIX JOCTYIR K FOCYIEPCTBCHHLIM, MY HHUMILILNEM, KWLM HEGOPAMEBLRONHEIM CHCTEMEM
MK HHBOPMALAOHEO-TEASROMMYHHELUHoHHOR cotn aHHTepHeTs (nanee - cetn aMueprers); no (S T
AAHHEX NPH OCYIIECTRISHHH LOCTYIA K IOCYIAPCTHCHEEIM, MYHHIWRRTRHBIM, HHLN WP aamiiHosinm
CHCTEMEM M K COTH aHHTEPHET. 00 JMMTE JHHbx. 0OpafaTHEACMBX W ICPCIRRSEMBX TR 0CYILECTIVIEHMIE
AUCTYNA K TOCYIBPCTECHHBIM, MYHHIHILIBHMM, HHMAM HHOOPMaHOREEM oHcTesas i K cetd aHirepreTs:
10 OBECHese HHID OIPAHNMCHIE I0CTYNA K MHAOPMELMN, pacnpoctpasenne koropoil B Poceriickoi Deacpanim
THTPELLEND, B K HHHOPMELEHNH, HPHYHHAGLIEH BRE] JE0POSLEY H (M) PROIBHTHIO IETe, COC PR B Cerm
aMuTepHeTs, 108 0BPAIORATEARNLIX OPTRHHILMIR N0 MOHHTOPHHTY W ODCCNEYEHNI DEIDNACHOCTI CHILH [1PH
NPEACCTURIEHHA JOCTY I K FOCYAAPCTHEHHLM, MY HHUMLTLHBIM, HHLM HHHOPMELHOHEM CHOTEMAM B K COTH
aHHTEPHET S, 10 OPraHHEILAR IOIKNCHEHRE K CIMHOR CETH NEPEAaYH EHHBE 05pmiosimei ki P ST
W IIGHPATCARNEIXN KOMHCCHIL, 110 IEPCIAYE JANHEX NPH OCYICCTRICHHN JOCTYITA K VIOl CeTm
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(masee I"I'Iﬁl'll'ﬁl'll.'-.!IHIH: ROMBMUCHH |, PACOOADSCHHLIM H3 Tepipanopees
cvlinesron Poconiiceon Mesepaunn (38 nownoaenes PecnyBansm Kphis
HIr (‘L‘HD.!..‘I‘H-.IHHIHHC YHETOM IJuI[I-::lﬁlﬂwrrll :,;wnuuuu:-i erEsnEaTe el I
NEAYT M [TPEDOE TS MY € 980 NN MM HES € 00 O8I PE Al A0
ADCTY O B I Y ANPCTESHERIM, MY HIHTRA RIS, M AR pasanois s
CHETEMAM B K HHPOPSMBLIHMHO-TEIEKOMAY HESUHOoRH0E ceti oHuTepheTs
foasee - ceTh o HHTEPSET |, N0 DEPENAYE SHEHLIY I8 OCYINECTHACIHI
ACOCTYIR K O0CY SHPCTRE I I, Sy HEIL TR BRI M, B PR C s L
CHCTEsM o K ot & HImTeps e, mo GEuinre i s, o5panimm poemsx
B P ABARCMEDN TP H GO UICCTIAE MHN A0CTY I K DO AT BEH k),

MY HALHLNG I, HLs 1II1I|JI'.I'|]'!-H'II.L+IHHHMH CHCTEMAM 6K CTin «Hirrepiesetn;
103 OFECHEHENNn DrPANRSERIE 0CTYIE & iislopyacing, pacipocTpaseHHe
sorepoil B Foconitckol Penepaunn smnpeaieno, i K WHSpELi,
MRHSHIEHECH P A0P0m6Es 3 (] PaIBHTID BETCA, conepiinine
Hcetd wHiTepueTs, 28 OGPRAGEATE kHbI% CIPEL M e o MoRTOR ATy
it OBEIE N0 BEIDNSTHOCTIE CORIH FPW NPEIDCTIREASIMIE J0CTY i1
B POCY DRI TBEHE M, Y HALIIR B, AHEIM B oML CHCT e
Mok cemi o HTepHeTs: 10 OproHnsaig NBARAHINEHRE K L1000 ce1n
IR P 30HHE OOPaIOSETE kI % OPFLRASEIRE W BHpaTe bR
KIMEMCCHE, THY NEPELNYE ENHHLY P8 OCYIBECTRIBCHEN MCTviE K ol cern

[porpamsa v METOJHKA HCNbITAHHI

L. llpouenypa npoBeieHns MCNbITAHMI
1. JaKazuMK  OCYILECTBIAECT NPOBEPKY HAIMYHA Y NPeACTasnTes
Henonuurens cieayionmy 10KYMeHTOR:

- KONHA | 0CY1apCTBeHHOND KOHTPAKTA C NPHIOHEHHAMH,
2 B cayuae oTCYTCTBHA NOKYMERTOB YKA3HLIX B nyHKTe | rnasel | 3akasiuuk
NPOBOAHT MEPONPHATHA, YKalaHHbIe B 11. 3 raase |, AKT nposepkn okazanns Yenyr
(Hpuiosenne No 3 k TexundeckoMy 3aJaHii0 ) He IOANHCBIBAETCA /10 YCTPAHEHHA
JaMeYaHHH,

3, JaKaiudK MPOBEPAET KOMMOHEHTH Yeayr cornacso rnasw 11 wHa

coorseTcTBHM TpeBosanuam  Texnwueckoro 3anamud. [lpoeepkn nposoastes
cornacHo raase [V,



4, B cayyae OTCYTCTBHA 3aMeqaddil WiM  nocne HMX  YCTpascHis
NOANUChIBAETCR  AKT  nposepk  okazauua  Yonyr  (npuiomenne N 3 g
TexHudeckoMy 3a1aHNK ).

L. Lens nposeaesns wensiranmi
UHensy  npoBefledns  MCNBITaHMil  ABIRETCA  NPOBEPKA  COOTBCTCTEHA

npefocTaBnaeMelx Yenyr caasn 1 ed koMnoHenTon Tpebopannam TexHHYeckoro
/1AM,
CocTas NpoBepaeMblX KOMIOHEHTOR YenyT cRiin:
= Komnounent ¥Yeayr ceasn «llepegada tanuex L2»;
Komnonent Yeayr enssu «llepenavua gannsixm,
- Kosmnonent Yeavr «3ammma qannexs;
— Kosmnonent ¥Yeayr «Orpannsenne 10CTyna K MHGOpMatnms;
- Komnonent Yeayr eMouwtopuur n obecnevenne He30MacHOCTH CBATHY.,

H1.O6BEM HensITanmii
lMepetern NPOBEPOK KOMIOHEHTOB Yenyr npumu,mu HHHE:

Ne ﬂpﬂHEpHLM LI KOMTIOHEHT ' Yro NpOBEpRCTCH

e Komnosent  Venyr :fﬂepcaalmlf}ﬁcmmqeuue nepenadyn  IdanHbIX

MAHHBIN® (38 HCKMOYenHem Yoryrn | O30 B eanHoll  cetn  nepenaun
nepeaadn aanaeix B BUC ana FAC | janneix
#«Brbophin)
2, Kosmnowent  Yen yvr «3ammra | OGecnedenue  3ammuTel  AaHubIX, |
JAHHBIXY ODpadaTHIBAEMBIX W NEpPeIaBaeMbix
NpH OCYIIECTBICHHN JA0CTYIEA 18
30
3. | Komnounent Yeayr «Orpanuuenne | Obecnievenne n KOHTPOIL ;m;:r:nm'
J0CTYNA K HHPOpMaLHH» nojesosareici B cets «HMuteprers ¢ |
(puaLTpaHe BXOALLETD i
nexodauero Murepuer-tpadusa no |
npotokogam HTTP/HTTPS
4. I'-{UMIIEHEHT '}'r.{_'.ﬂ}'[' {(MDIIHT'DPHI!I' 1 EJ'[EJKH'FHIHII.'H EHPELIIEIIEI!:IK THIIOE :
-l'J-ﬁEL'I'IE"-[E'IIHE ﬁETﬂIIﬂEILﬂCTH CRATHAY H]ﬂ.l{?‘n‘lﬂﬂ.E‘iiETBHﬁI, MOHWTOPHHD I
KAMCCTRA NPEAOCTABIACMBIX YCIYVT H
sammra o1 DDoS arax
. Kosmnonent _F:n:,.'r caan | OBecneuene nepeiadt JaHHbIx oT
«llepenaya manueix L2n C30 a0 Toukw npHCOIHHEHNA
ECI1A

I



IV . Metoaurn TectHposanns

1. Mposeaenne nensivanmii komnonenta Yeayven «lleperaua nannwixn
- wement «llepenada gannsixy 8 BUC ¢ sanannsiMi napaveTpaMy kavecTsa

- anement «llepenaua nanuexs B cets Mureprer

I Brenenne

1.1. Hacrosiumii pasien onpejenser NOpsiok MPoBeISHHA WETBITAHMI npw
nposepke Yeayr no npenoctasneruio aocryna C30 k cetw Marepuer/ECTIIL
onpefeaeHipX [ocy1apeTBEHHEIM KOHTPAKTOM,

Liks KOHTPOIHPYEMBIMH NapaMeTpasMi NOIKTHMEHHA ABARIOTCR;

- NPOMYCKHAA CnocodHOCTL KaHala no Hanpasaennsy oT 1 & C30, eaunmna
wimepenna — MouT/c;

- Bpems sateprkn |P-naketos, eauunua wiMepenns — Me;

- BAPHALIMA BPeMeHH 3adepikn [P-naketos (nanee — JokHTTEP), elMHHIA
HWIMECPCHHA — MC;

- notepu IP-naketos, enMnuma HIMEpeHHA — MPOLEHT.

1.3. KOHTPOAL NPOBOAKTCR € HCNOIBI0OBAHHEM HCKITIOMHTENBHO (Epeiaun 1
npueMa UHPPoBoil RHMOPMALTHH, B CBAIH C HeM NOKIHTENH TOHHOCTH HIMepeH it
He }"CT“-E! HABRTHBEIRYTCH,

1.4 Peaynuratel  nNpoBeieHns  MHCTPYMEHTANLHOID KOHTPOOA  BHOCATCH
B [lpoTtokon nposenenus tectupoBanns Yeayr (janee — IpoTokon nposenenns
TectHpoBanid ) (Ipunoxenne No 6 k Texunueckomy satanmo).

2. Meroauka nposepkn aneMenta «llepenasa aannsixy B BUC ¢ sazammsivm
TTEI}'.I:]ME'I]IIHMH KaYeCTRA

dil: IHaueHNa nokazaTeneH NponyCcKkHoil cnocofHOCTH NPOBEPATCR COITACHD

Texun HECKOMY 330aHHK):

-

211 Tpebosanun & CpelicTBaAM MIMEPeHHil, BCHOMOIATENBHBIM YCTPOHCTRaM,

MATEPHAIAM.

ldd’



2.1 FIph  BEINOJIHEHHH  NPOBEPKN  NPUMEHSIOT  CACAYIONIHE  CPeICTBa
HIMEPEHHIL, BCNOMOIATELHBIE VCTPONCTBA. MATEPHAILL:

- NEPEHOCHOH KOMNBIOTEP (HOVIOYK) © TAKTOBOH YacToTol He meunce
I TTu, obsemom namsti e Medee 4 [oaiit, naanunem e Menee | nopra Gigabit
Ethernet, nanwunem onepaunonsoi cueremn MS Windows sepesn 7w eime
win FreeBSDVLinux (aanee — Hoytbvk);

- unTepHer-obospesarens  Firefox, Chrome, Opera w wx  ananory
(CoyTunk, Andexc) B sepend ve panee 2019 roaa, yetanosaennsie na Hoyrovie:
- HO (yruamra) omd, yeranosaentoe va Hoytbyvke B coctase OC,

.13, Lpu nposeaennl HECTPYMEHTATBHOMO KoHTPoIA Ha Hovilyke qoammm
ObITh OTKIOUEHB GHTMBHPYCHBIC, MEKCETERBIE JKPAHLL H IPOMHE TPOIPAMMEL,
KOTOPLIE MOTYT NPHBECTH K NOBBIIIEHHID 3arPYIEH UEHTPANLHOMD NpoLeccopa,
JAnd0 nepenade AaHHLIX 110 CETH, @ TAKKE NPENATCTEMIO Nepejayn JaHHbIX 1o
CeTeBbIM NopTam (DA0KHpoBaAHKE ).

2.14. IP-afipec. Wwn0: N0 yMOAMAHWIO W MACKA NOACETH N8 NMPOBENEHHA
nposepky, naansl [P-anpecaumn ans C30, mapaMeTpr noacmodenns (B ToM., vicie
nopr va obopynosadun Henonwnrens) npegoctasnsiores Menonnurenesm opn

MPOBCACHHA MTPOBLPEH.

2.2, MeToa i Nops 10K NPOBEICHHSA NPOBEPKY,
2.1 [poBepka OCYIECTBARIOTCA ¢ MOMOUILIO KOMAHIBI ping YIuauwTs cmd.,

Mopanok nposeaenns npoBepru:
= Hoakmounts Hoyibyk &  obopviosawmo  Henommwrens s Touke
npucoeannenns k ECILL roro cyBrerta PO, B koTOpoM NpoBOIHTCA Nposepka
= 3anycTuts yruauty emd wa Hovidyke;
—  Beectn komanay ping X XXX, roe XX XX - IP-anpec seienenunii s
30 cornacHo nhana 1P-anpecanmu
—  ZanycTHTB TECl

= llpepsath nposesenme TecTa no neteuernn 30 cexyui



= SapHkcHposath peavasTar nposepii B [IpoTokone npoBeneHHA TeCTHPORANNA
Veayr. TloaokuTenbHbM PeIvIRTaTOM SBIRCTCH HATHYHE OTKIHKA Ha |CMP-

3ANPOC, 4TO NOOTBEPHAAET CETERVIO JocTynHocTh (30

1. Meroanka nposepkn  vaementa  «lleperaua  nanmwix» B cern
Hurepner,
2.1 Yoranomnennsie  1pefoBanns K KOHTPONMPYEMBIM  DapaMerpas
MOAKTIOMEH A
- CROPOCTh MEPENaYH JaHHWX — coraacHo Tpebosannii T3
- NPOUEHT MOTEPAHHLIX MAKETOR — He Donee 5%
= IAJEPAEKA NEPLIAYH [IAKETOR
= Mo NPOBOJHLIM KaHanaM — He Sonee 250 me;
= HA3 COCTABHLIX KAWANAX C YHETOM HAAMUMA OIHONO BECTIPOBOAROTD VUACTRA

(DHOTO CAYTHHEOBOIO CKavka) — He Doace 1000 mc,

2.2 TpeGosanus & CpeacTBaM WIMEPEHHIl, BCOOMOTATEALHEIM YCTPOICTBAM,
MATEPHATAM:
. [lp  BRIOIHEHMH  HHCTPYMEHTAILHOMO  KOWTPOIA MPHMCHAIOT

CHCAYIOUIHE CPEACTRA HIMEPEHHH, BCNOMOTATENLHEIE YCTPOICTRA, MATEPHAIILI:

= | nepeHocHoi KoMnbioTep (HOYTOYK) ¢ TAaKTOROI 4YacToToi He Menee |
[T, obvemoM namatn e mexee 4 I'Gaiitr, nanwanem we menee 1 nopra Gigabit
Ethernet, Haatuumesm onepaunolHoi cucrems (nanee — OC) Linux wan FreeBSD
win MS Windows sepeun 7 1 seie { aanee — Hoytove);

- nuTepHeT-oboapesarens Firefox, Chrome, Opera wan ux  asanorn
(Conyvrank, Auaeke) s sepeun ve panee 2019 roaa;

- 1O (yruaura) emd (KoMaHAHAS CTPOKAE) YCTAHOBICHHDE MA Ka#1oM
Hoyrhyke B cocrase OC.

diidiia [lpn npoBeseHn HACTPYMEHTATLHOIO KOHTPONA Ha Hoythyke nonsun
ObITh OTKIYEHBL AHTHEHPYCHBIE 1 TIPOYMHE NPOIPaMMEL, KOTOPBIE MOTYT PHBECTH

K TIOBBIIEHHKY 3aIpyikd HeHTPAILHOMO NPOLHECCOp, HG0 Epejiadue JaHHbIX

M CETH NEPSaatd JaHHBIX.

]



2.3 MeTon u nopaaok wimepexuii
231 Hamepenwe nponyckHOR cNOCcODHOCTH KAHAIA CBAH H BPEMEHH 3aeK KN
IP-nakeToR OCYWECTRIAETCA NOCPEICTBOM CEPBHCA JUIS KOHTPOAS CKOPOCTH

acctyna 8 Huteprer (aanee - CKCJ/IH ) no anpecy hup:/speedtest.ri.ru ¢ Hoyriyia,

NOAKMOYeHHoro & obopyaosanmio 8 Touxe npucoenmuenns & ECTLL ans
nposepaemoro cybuekTa PO

2.3.2 Hacrpoiikn ceTeBoro noaxioMenns Ha Hoytoyke (IP-aapec, wnos no
YMOAYAHHIO H MACKA TOIACETH 3a nposepaeMblii C30)), naans [P-aapecaunn ansa
C30, napaMeTpbl NOAKNKOYEHHA (B TOM, YHCIE NOPT Ha 0D0PY A0BAHHH

Henonaurens) npepocrasasiores HenonHuTeneM npn nposeienii nposeprm,

233 [lposepka npoBOIMTBCA B CIEAVIOLIEM NOPAIKE:
- Onrkpeite B wHTepHeT-oDospesarene  wa HoyTtOyke WIeKkTponHbii aapec

kianenra CKCJIH (hipyYspeediest.r.ru).

= Ha otkphiBiueiics B8 okHe WHTepHeT-0003peBaTend (CTPAHMIE) HakaTh
na knonky «Havare Tecruposannes,
- Homaarecs  okOHMaHMa  wamepennit  (npumepuo 60 cervin)
W 32l HKCHPORATE PeIyBTAT WIMepeHnit B TlpoTokone NpoBeICcHHA TECTHPORAINIA
Venyr. B kavecTse 3HaueHWA Bpemenu sanepwkd  |P-naketos npuHuMaeTcR
MOACBHHA OT HIMEPEHHON KPYTOBOI 3a0epHKN.
- CEpHHIWOT pesyibTaToB W3Mepennit suectn B [potokon nposeserns
TecTUpoBarns Yeuyr.
234 Hamepenme noreps IP-nakeToB OCYWECTRASETCH € MCMIOABIOBAHHEM
YTHANTRL cmrd B CACAYIOWEM MOPAIKE (MOPRAOK NPHEEIEH 11N OnNepatHOHHON
cuctemsl MS Windows):

AJITOPHTM HIMEPEHUA NTPOLEHTA NoTeps IP-naketor:
= 3anyerurs yruamnty emd wa Hoyrivie;
= Brectn komanay ping fest.ip.rtrn, rae hip//testip.rt.ni — 3MeKTporHsi apec
B cetn «HntepHeTs B 30He otseTcTReHHOCTH Menonunmens. PesepsHslii snexTponHsii

anpec speediest.rt.ri

fa



= llposectn TecT B Tewennn 60 CeKVHA, NpepsaTh NpoBeNeHME TecTa
no HeTedeHHH 60 cexyil W 3aUKCHPOBATE PEIVILTATH HIMEPEHHA — HPOUCHT

MOTCPAHHBIX MAKETOE.

= Peayapratsl MHCTpYMEHTANLHOTO KoHTpoas odopmurs B Tpotokon
POBEIeHa TeCTHpoBaHuR Yenyr
= CEpHHIIOT pesyabtatos wivMepednii BHectd 8 llpotokon nposeaenns

TECTHPOBAHHA Y Cave.

3. Hposeaenne upuemounsix wenwitannii komnonenta Yeavr «3ammra

JAHHBIX?

- anemenT « Kpunmorpadmdeckas salmnra kanaion CasH:

I Beenenune

[.1 Leano mcnuimanns SABISCTCS NPOBEPKA BOIMOKHOCTH NEPENayH NakeTos
JAHHEIX B PAMKaX 33KPBITOrO (3aUHIIEHHOIO) KOHTYPA CETH M OTCYTCTBHN
BOAMOMHOCTH NEPE1aUH JaHHBIX B APYIHE CETH.

2. Tpebopanust & cpencTsaMm WIMCPCHHI, RCTIOMOTATEILHBIM VCTPOHCTEAM,

MATEPHATAM:

20 1pH  BRINOTHEHUH HHCTPYMENTANLHOID KOHTPOIN NPHMEHRIOT Ce1yIoUIHE
CPeACTRA HIMEPCHHI, BCIOMOTATENLHBIE YCTPORCTRA, MATEPHATIR:

= | nepenocHoll KOMNBIOTER (HOYTOVE) ¢ TAKTOBON YacToTol He Menee |

[Tu, obbemos namat e menee 4 ['Gaiit, nannanes ve Menee | nopra Gigabit

Ethemet, naanunem onepaumonnoii cuetemnl (aanee — OC) Linux wim FreeBSD

nin MS Windows sepeun 7w seiue (ganee — Hoyvroyi),

- uHTepHer-oboapesatent  Firefox, Chrome, Opera wan ux  amanors

(CnyTHek, Hugexc) B sBepeii He padee 2019 roaa;

- O (yruaura) emd (KoMaHAHan CIpoka) VCTAHOBICHHOC HA Ka#I0M

Hoyroyke s cocrase (O,

3 MeToa 1 nopaIok HaMepeHni

3.0 Jlns nposeprn cneayer noakmounts Hoyrdyvk & nopry ODOPY10BAH A

nenoannTens s louke npucoennnenms k ECTLL a8 nposepaemoro cybnesra Pd
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(KPHOTOMAPWIPYTHIATOPA) W HACTPOHTL  CETEBOE  NOAKMOMEHHE  COITIAcHD
apaMeTpoR TabaMuel azpecauun B 00WIEH NOACETH 08 BuGpaHHOrO
(BwOpannsix) C30 (nnaw IP-anpecanmn) - anpec, Macka 0 LLTIOT N0 YMOIUAHIIO,
IMnan IP—aapecaunn n napamMeTpsl NOIKTHOMEHHA. ONPEICIREMEIE B COOTBETCTEIN
¢ nuadom [P-agpecaunn C30 B 3aKpRITOM KOHTYPE CETH, NPENOCTABIACTCH
Henoannrenem 3akaiquky npu nposeieHnl Nposeprm.

ANropuT™ NpoBepKK:

—  JanycTute YTHANTY cmd Ha Hoythyke;

—  Beectd komanay ping testip.riru, riae testip.riu — aiexTponnkii ajipec s
OTKpeITOH ceTH (cetn «Hurepers) B 30He orsercrsennocTH Henonnwrens,
Hannsiii anpec nonen ObITh HEAOCTYICH 113 B3AHMONETCTBHA.

= Bsecrn  komanmy  ping X XXX, rme XXXX - aapec
Kpuirromapuwpytizatopa 8 C30. Jlannsit agpec aoamen OhiTh 10CTYIEH B pamMKax
BI3AHMOISHCTRHA BHYTPH 3aKPLITOTD KOHTYPA,

- Pesynaprarst  nposesenns  MHCTPYMCHTAABHOTO  KOHTPONA  BHOCATCS

B lpotokoa nposenenns TecTuposania Yenyr,

3. Tposenenne  npuemounsix  wenwitannii  komnowenwra  Veay
«Orpannvenne 1ocryna & nndopmannm

- wiemenT «Kontentnas Gunstpamsy
l. Brenenue

L1 Hactosumii 10KYMEHT ONMCHLIBACT METOIMKY NPOBEIEHMA TeCTHPORIHNS

KOMIoHeHTa Yenyr «Orpannuenne nocTyna K Hudopsatiims

1.2, lenwo nposeieHus TecTHPOBAHNA HBINETCH NPOBEPKA COOTBETCTRIA
koMnonenta Yeayr wlrpannyenne 10CTyna K HHOOPMAalHH:  TPeboBaHHAM
lexunueckoro sanadmun  (ganee T3). Cocras npopepaeMbix  HeMenTon

koMnonenTos ¥Yenyr «Hudopmannonsas Gezonachoctss (aanee - Yeavrn):

- Komnowent yeayr «Orpawwuense foctyna & wHPOPMALMHY obecnieynsaer

OTPaHHMERHe JOCTYIE K HHOPMALMK, pacnpocTpadenine kotopoil B Pocchiickoil
b



Denepaunn sanpeuieno, u K HHGOPMALIN, HAHOCAILEH BPE 3A0POBLIO H PATEHTHIO
aerteil, cojepxaiierica s cetn Huarepuer:
- npoBsepseMblii wemMenT «Konrentnan duastpainss,

2 O0BEM HCNBITAHKE

2.1, B cocras ucnwitanwii wementa  «KouTeHtHan uibTpauMsn  BX0aMT
NpOBEpKa 10 ODECHEUEHNIO 0 KOHTPOJII J0CTYIA NodkioraTenei B cets Hutepuer

¢ thuasTpauned BXOIANIEro M HeXoasuero Mureprer-tpadmka,
3. Yenonus o NOPAI0K NPOBEACHMS HCNBITaUMi

.0, Tposesenne wensiTanuil  komnowewra Yeavr npoeooures B Touke

npucoenurenns k ECTIT nposepaemoro cybuexra PO,

3.2 Hpuemounsie wenuimanmns koMnoHedta Yeayr «Orpanduenwe 1octvng
HHOpMALLIH HAYHHAIOTCA npH [0 TBEPHE ACHHH FOTOBHOCTH

NpoOrpaMMHO-ANNapaTHeIX  CPencTe Henoauurens, HCMOALRIYVEMRNX B COCTABL

NpOBEPACMEIX KOMIOHEHTOR ".'l-'r{!.»'l}' F:

3.3, Bo speMms npoBeleHNs TecTHPOBAHMA QIVHKIHOHANLHLIX BOIMOKHOCTEN
CHCTEMB! HH OIHA W3 CTOPOH He J0AHA NPOBOANTE patioThE, KOTOPBIE KaKHM-1HG0
O0pA3OM MOTYT NORIHATE HA Pe3ynbTatel uenutanwii. B cioyuae kakux-anGo

OTKIOHEHHH o1 wacTogined TlporpaMMel CropoRsl J0TKHEL VTBEPIHTL Takne

OTEIOHENNE,

4. TpeGopanua K cpencrsam WiMEPeHHi, BCMOMOTATENBHBIM YCTPOIACTRAM,
Marepuanam:
- [pi BRIOAHEHIH HHCTPYMEHTAIBHOIO KOHTPOS NPHMEHAIOT CAEIVIOUIHE
CPeCTBA HAMEPLHUH, BCNOMOTATENBHBIC YCTPOICTRR, MaTePHAILI;

| nepenocnol koMnboTep (HOVIOYK) ¢ TakToBON wacTtoTol He menee |
[T, obbesom namatn ve menee 4 I'Gaiit, nanuunem ne menee | nopra Gigabit
Ethernet. wanuunem onepaunonHodi cueremsl (nanee — OC) Linux uan FreeBSD

win MS Windows sepeun 7 u Buie (nanee — Hoytovk);

Ly



—~ HHTEpHer-obospesatens  Firefox, Chrome, Opera win wx  aunanorn

(CryThik, Angexc) B sepeun He padee 2019 roga;
= Meroauka TecTHposanis

= lNposepra obecnevenms W KOHTPOAA 0CTVHA noab3osatencii B cetns
Hutepier ¢ duabtpaumed  sxoaswere w  wexoasmero  Huarepuer-rpadmia
komnoHeHTa  Yeayr  «Orpanmuenne  1octyna & HH(oOpMalmms,  wieMent

«Kontenrdas duasTpanmay,

4.1. B rkauecTe NpoBEPKH NPOBOAMTCA TECTHPOBAHHE (HABTPAIIHM AOMEHOR
COFIACHD Da3e JaHHBIX PECYPCOB, OTHOCALIMXCA K 3alIPEHICHHEIM KaTETOPHAM
(HAPKOTHKH, NOpHOTPading, TEPPOPH3IM, IKCTPEMIIM, HACHINE, COLHANBHBIC COTH,
AHOHHMAH3EPbl W TJ.) B COOTBETCTBHM ¢  TpeGOBANHAMA  HOPMATHEHOGH

AokysmenTauneii Poceniickoi Menepaumn:

- baokuposka URL pecypcos, oTHOCHIMXCS K 3aNpeileHHBIM KATErOPUEM, 110
npotokoaam HTTP/HTTPS, snecennwix 8 peectpel Pockomuaasopa, Takine kaw
“Enmuniit Peectp 1oMeHHBIX WMen, viazaTeneil cTpanni caiiton B cet Mutepuer
H CETEBBIX QAPECOB, NOIBOAKIOWIAX HICHTHGHUHPpOBATL caiiTel B ceTi Hurepuer,
conep#allie HHgopMatng, pacnpocTpatexie kotopoil B Poceniickoil ®egepauny
JANPELICHOY, BHECEHHBX B «Deiepaibtulil CINCOK IKCTPEMHCTCKHN MATEPHATOEY

Munerepersa roctuinn Pocesiickoil @enepaumn,

- bAOKHPOBKA peCcYpCoB, OTHOCAIINXCH K 3anpelienibiM - KATErOpHAM, 1o

sroauMomy [P-anpecy.

ANTOpHT™ NpoBEpKA:
= Hacrpouts wa Hoyr6yke IP-anpec, maos 0o yMoa4anmio u Macky nojcetn,
HAa3HAueHHBIE 1A nposepsemoro C30),
= Honknwuurs  Hoyriyk  k  obopviaosawmo  Henonmntens s Touke

npucoeanrenns k ECLLL s nposepsesmonm cyvbnerte P,

- Hactponts na Hoyrbyke IP-aapec, [P-anpec wmosa no ymMoasano u MACKY
MOACETH B COOTRETCTEHM ¢ nnavom IP-aapecaunn. [lonoanktensno Ha Hoyrhyke

i



HacTponTh [P-afnpec npokcn-cepsepa B COOTBETCTEUN © NIAHOM IP-anpecaumn u
YCTaHoBHTE  dailn  ceprudmiara npokcu-cepeepa.  [luaw IP—anpecaumn n
NAPAMETPhl  NOAKAOMEHHA 18 [IpPOBEJeHHS  NPOBEPKH  NPEI0CTABISETCH

Henonnurenesm 3akasunky npu nposeaesnn npoBepku.
- Janyctuts va Hoythyke unrtepuer-Gpayiep.

— Beecti 8 agpecuyro ctpoky URL pecypea, otHoCAIIErocs K 3anpensnngii
Kareropuu (npunowenne Nel) Yoennrsea, 470 Joctyvi K sanpelleHROMY pecypcy

JA0MOKHPOBAN.

~ Beectu B aapecuyio crpoky URL pecypea, otHocamierocs & paipeisnnoil

KaTeropHH (npHaoaeine Nel ). Y0eautses, 4To 10CTYN K pecypey paspeiuéy.

- Beectn 8 anpechyw  crpoky IP-amzpec pecypea, OTHOCRUIETOCH K
anpednnoi - kateropuit  (npuaowenne Nel), YOeaurtwes, uro aoctvn K
3ANPEIEHHOMY Pecypey 3adIoKHpoRan,

- Beectn B agpecnyio  ctpoky [P-anpec pecypea, OTHOCAIIErOCH K
pRIpEIIEHHON Kateropun (Npuaokenne Nol). VBeanTses, 4To A0CTYN K pecypey

pa3peiiét.
- Pesynwrar npopepkn otpasite & TpoTokone NpoBeacHHs TecTHPOBANNS
Venyrn (npunosenne Ne 6 k TexnuyeckoMy 3alaHno).
[punomenne Ne |
Hepeunn URL pecypeos u paspeennsix 1 sanpeuiennwx 1P-anpecos;

. Tlepewens sanpewdnnuix n  paspewdunsxy URL  pecypeon  (npotokon
HTTP/HTTPS)

URL pecypea (npumep cnnexa) | [P-aapec Pesyvastar Kareropus |
Hovrovka ¢ | Guokspossn
KOOSOy
NPOBOIWTCE
1
R R i L
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(OTEpPLITOS

JIRC:
hips:vandex.ru | 0x.x.x He Paspemennniii pecype
hIoKHpOBaH
' hitps:/fvk.com RALERS ] Jafnokmposan Cotmaiiiag ceth |
| hitps:/www facebpok.com 10x.%.% WGnokuponan | Coumanenas et |
I_||_+;|_1.:' pormhub.com 1hx.xx il:ﬁnm:ripnmu Hophorpadma
hitp:/worldoftanks 10x.x.x | Fatnoknponan Komi, wrph
l'lit—pf'% 3rm,info/ Tnewsid=26584 | 10.x.%.% Jabaokuposan | -
10.x.x.x Jabaoknposan | Jlocyr ]

2. Hepeuenn sanpem@nnenix v paspeménnpy URL pecypeos (Baokuposka no 1P-

ajapecaM pecypea)

Ip-anpec | Caitr Ill"l—a.-':'[-:;: | PeavasTar HE:I"L'F'IJ-]JIIH _-i
pecypoa Hoyrhyka ¢ | Groxdponkn
KO TLpOLG
MPOBOHTER
npoBepka
(OTRPRITIR |
JIBC )
| 87.240.131.99 vk.com Rafnoknporan | aGnoknposan | Conmansian
CeTh
31.13.64.97 www facebook.com | .3aﬁnﬂuu]:u.1-na:|1 FaGaokuporan | Conmanmuan
LCTh
62.240.84.135 | Srmuinfo “newsid=26584 | Jadaokuponan FaGaoknponan | -
| 185.12.241.15]1 | worldofianks.ru 3.aff.1nx:-1pnaa.|[ FaGaoknporan | Kown, M
4. Nposerenne  npueMounbIx  wenwtanwii  wKomnowenta  Yeavr

«Monnropunr n obecnenenne HEIONACHOCTH CRATIM

- anemedT « Mesceresoe axpannpoBannes

= anemenT « Mo HTOPHHT Ka4ecTBa NpeIOCTARIASMbBIX YOOV

- AesMeHT «3ammTa o1 DDoS ataks



I. Tlposepka G0KNPOBKH SanpelieHHBIN THIIOB BIAHMOIeHCTERI Y1eMenTa NEayI

«MemeeTenoe IKPAHHPOBAHKES
L1, YCA0BHA W NOPAJOK NPOBENEHHA HCNLITAHMI

7% B B kaucctse npoBepKH NPOBOAHTCH TeCTHpOBaHHE OIOKHPOBRKH
FANPEUICHHBIX  THIOR  BIAHMOOCHCTBHI B COOTBETCTEMH ©  HACTPOCHHBLIMIL

MOTHTHEIMH HHGOPMaHOHHOIH De0nacHoCTH,

.12, Tpebomanus K cpeicrsam WiMeperuil, BCNOMOIATEIbHBIM YOTPOiCTRAM,
MaTepHanam:

L Tlp BHOOIHEHHH  MHCTPYMEHTILHOIO  KOHTPOAA  NPHMEHSHHOT
CASAYIOUIHE CPEICTEA NIMEPEHHIL, BCNOMOTATEILHLIE YCTPOICTBA, MATEPHAIbE:

- | nepenocuoil KoMnbloTep (HOYTOVK) ¢ TakToBO# 4acToToil He menee |
[Tu, obwemom namsti He Menee 4 1'Baiir, nanwunem we menee 1 nopra Gigabit
Ethernet, namuunem onepaunonHoii cicremsl (nanee — OC) Linux wan FreeBSD
wn MS Windows sepenn 7 w Brwinre (aanee — Hoythve);

- nutepHeT-o0o3pesatens Firefox, Chrome. Opera wan ux  ananorn
(Cnyrhuk, Anaexc) B pepcHn He panee 2019 rona;

= MO (yruanta) emd (KOMaHIHAA CTPOKA) VCTAHOBASHHOE HA KIKI0M

Hovriyvke B coctase OC

1.3 [na nposenenus nporepkd Hoythyk HeoDXomnmMo NOAKTOYHTE K NOpTy
KPHITOMAPIIPYTHIATOPA JUIA OTKPBITOH CETH HAW HANPAMYID K KOMMYTATOpY
..]'IJL"'I'}'[IH.

ANTFOPUTM NPOREASHISA TIPOBEPKN

—  Hacrpours Ha HoyrOyke IP-anpec, IP-aapec uuosa no yMoaganum n Macky
noceTH B cooTBeTcTBMM ¢ nnanom [P-anpecaumm. [lnan 1P—anpecannn w
NAPaMeTPhl  MOAKAKMEHHA JL18  NPOBEICHHA POBEPKH  NMPEAOCTARIACTCH

Henonnmrenem 3akaiuuky npH NpoBeIcHHH NPOBEPKH.

= 3anycTHTh YTuanTy cd



- Beectn komanny ping 19216811, 20¢ 192.168.1.1 - IP-anpec vactoii ceti

kmacea C (He wenomsavesoii B [lane IP-aapecaunn C30)

- VlenuTees, 4T0 A0CTYN K cToponHeii cetn sabnoknposaH.

SaduECHPOBATE PEIYVILTAT NPOBEPKH

1.2 llposepka anementos yenyri «MOHHTOPMIT KAYECTBA NPEIOCTARTAEMELN

veavrs 1o dammara or DDoS artaks

[.2.1. B xone okazanms Yeayru «Monutopunr w obecnedenne HeionacHoct
ceasny Henonwwrens ofecneunsaet okazanme Yenyr «MouWTOPHHT KauecTea
HPEA0CTARAREMBIX YCay D it «3aumnra o1 DDoS ataks B cOOTRETCTBHH € VCAOBHIMH
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B COOTBETCTBHMM C JEHCTBYHOIIHMH  TEXHHUYECKHMMH MONHTHEAMM B 4acTH

ODECTICHEHHA MOHNTOPHNITA W DEI0NACHOCTH CRATH,

1.2.2, Jocrarounsivm (aktopamu A8 noarsepxaenns dakta okasaumns yeayr

HABIAAKYTCH:

= OTCYTCTBHE BIHAHHH Ha nepeaaqy JaHHBIX, B TOM HHCNE H HA JOCTYTIHOCTH

PeCYPCOB, B TOM YHCAC BeneacTane ocyuecTsaeHus DDoS arax.

1.3, Pesynwrarst nposepkn otpainte B [IpoTokone nposejaenns TecTnpoBanns

Yeayrn (npunoxenne No 6 K TeXHHULCKOMY 3AJaHNI0).
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G OIBLIOCTIN CHATA 1PN TPEIOCTREAC HIH JOCTYIIE K T0CY PCTIEHILIM,
MY HELLHITAIL HEM, WL i OPSsaILO ML CHE TEMEM
ik ot sMirrepreTe; N0 ORUAHKIALHI IKAMSENEE K emniod oot
P B8 IR DA ST OPTAEALIEN W EHpETe b s
KeHCsHil, o TRCPCOASE JOHHBIX NRH OCYIHCCTEC NN JL TV K VIO
ceTH

TEXHHYECKHE TPEROBAHHA

Ha OKa3aHue YChyr TeppHTOPHANBHBIM HIOHPATEIbHEIM KOMHCCHAM M

H3DHpaTENBHBIM KOMHCCHAM cyBrekTor Poceniickoi Meaepatmm ans

obecnevenns pynrunonuponanns I AC «Bubopsim



1. Obmne rpedoBanns

L1 CeThb nepenaun aanuuix (YCoyra cei N0 repeiate BaHHLX) 100%HA
COOTBETCTBOBATE Penepaibhpiv 3aKoHam «O caaams ot 7 mions 2003 . N 126-03,
«Q) Tocyaapersennoii astoMaTHadposannoil cucteme Poceniickoil Meneparis
«Bridoputr o1 10 ausapa 20031, Ne20-3, Mpasnnam okazanus VEIVT Mo nepeaaie
AaHnelx, - yreepaiennsiMy loctanosnennem  Tlpasutensersa  Poccuiickoii
Penepaunn o1 23 supaps 2006 r. N 32, umwm  denepaisHEM—3aKoHAM N
HOPMATHBHBIM mipaBoBeiM aktam Pocombickoil ®enepaunn 8 obnacti ceasm o

HACTOAILMM TPeDOBAHHAM.

|.2.  Hacrpoiika cetw nepesaun nawuwsix  Menonuwrens, voranoska o
HECTPOIKA  HeoGXOoMMOro  Kananoobpasviowero  obopyrosanns  Menonunrens,
noAKIMeHHe COBEKTOR K ¥31aM J0CTYTA K CETH nepeaayn aanumx Henomnnmens
H NpOBCPRA  Ka4ecTBa 3AACHCTROBAHHBIX TNPH ITOM  JIHHHH CBAIH SBIRIOTCH
HEOTBEMIEMON HacTbiy (DYHKUHOHHPOBAHMA CETH MNEpeiadd JaHHBIX (OKaZaHis

VCIIYTH CBATH NO MepeauH NaHHBIX ).

1. TpetoBanns K cern nepenaun JaHHBIX (Yeayre cBAIH M0 Nepeiate

MAHHBLIX)

2.1. Cete nepenaun aaunbx fomkHa GYHKUMOHUPOBATE (YCAVIH CBASH

AONAHE OKAIBIBATLCA ) HENPEPLIBHO — 24 (ABAAIATE YEThIPE ) Haca B CyTkH, 7 (cemb)
el B HeleNkD, B TeUEHHE BCETD CPOKA NPeOCTABICHHN CETH Nepeadn aHHbIX

(OKAZAHHA VCAYT CREIN NO NEpPeiade Rannex ).,

2.2 TenekoMMyYHHEAUMONHDE OBOPYI0BaHIE, HCNOMEIVEMDE 18 DKaSAHIA
YCONT CHAIH TI0 NMPCAOCTARIEHWID AOCTYIE H MEpEnase IaHHbEX, POSMCHIECMOT B

H3OUPATENLHEIN KOMHCCHAX, HE JA0MKHO HMCTh CPEICTB GECNPOBOAHOIO A0CTVIIA,

2.3 Hurepdeiichl okoHuaHHA KaHANOB A0CTYNA K CETH NEpeiavM AaHHbIX
Menonuurens (nanee — Mutepdeiicw aoctyna)l JMon&He  pacrionaratecs s
nosenennax ODbEKTOR, COOTBETCTBOBATL Texnotorun Ethernet 10/ 100 (10BASE-

T/ID0BASE-TX) uan Ethernet 10/100/1000 (1 0BASE-T/100BASE-TX/1000BASE-



I) n pabotate B pesHMe ABTOCOIIACOBAHMA NAPAMETPOB CETH, NPH  ITOM
Hurepdelicel Aoctyna aomuel GbITh BbINONHEHW 8 Buae posetkn BPSC ¢
COCAHHCHHEM NPOBOIHHKOB B COOTBETCTBMM ¢ talumued T568B  crannapra

TIA/EIA-568, ecnn ¢ 3aKaiquHKkoM HE COTIIACOBAHO HHOE,

2.4 HenonuuTens 10KeH 0DeCneun s HeoDXOIHMYIO MUHHMATBHYIO CKOPOCTE
JABYHAMPARICHHOTO KaHAJa J0CTYNa B Kad10M  HAnPasIeHHH  (Nponycknyio
CNOCODHOCTS) K CBOCH CETH nepeiadn Jannbiy He Medee 40 1'6/cer ans LlentpaibHoi
HIDHpateastoil  koMmucenn  Poccwniickoil  deaepannn, 140 Mb/cex  ans
HilupateasHol KomuccHH cvibekta Poceniickoi hegepaumn, 60 Mb/icex s
TEPPHTOPHANLHOH  W3dupareabiod  komuccun, 2 MO/ex ans  yuacTkosoil
HIOHPATENBHON KOMHCCHH (MOMEIIEHNS N8 TONOCOBAHKA) NPH 3TOM NOKAIATENN
Ka4ecThi ODCAYKMBAHMA HA CeTH mnepenadn aadHsix Menonmwrens nomkHel
YVAOBACTBOPATE HACTOSIIHM TPEDOBAHHAM B CIY4AC MAKCHMATEHOND HCTIOMBI0BAHHA

TPAhHEOM MPONYCKHOH CnocobHOCTH.

2.5 Henonuutens A0mKeH NPeiocTaBiTh MAPIIPYTHIHPYEMYIO BHPTYLIENY IO
YACTHYIO CeTh 3-ro YpoRHR cornacHo kaacchhukaumu FOCT P MCO/MDIK T498- -
99, mpH ITOM YRAZAHHAR CeTh OAHA obecrnednsars fepesady uidopManni no
npotokony 1P cornacko  cneunpmrkaunn  IETF RFC 791 w  obecneunsarh
npoxoaaenne Mesay Hurepdeiicamu nocryna |P-naketos passepos 1o 1500 dair

srIioudTenbHo (MTLU ) Ges ux dparmentanmn.

2.6 B uensx cobmonenus  YCTAHOBACHHOIO B JOKYMEHTALHH  Ha
IPAC «BuiSopets anpecnoro naaxwa Menonnurens gomsen obecneddTh 10TV IHOCT
A5 MENOABIOBAHHA 3aKaTHHKOM BCETD A7IPECHOTD TPOCTPAHCTEA “acTHRIX ceTeil
Knaccos «A» W (Wan) «Be, cornacwo cneunduxaunn IETF RFC 1918, za
HCEIWOMEHHEN COTTIACOBAHHBIX  Jakaiqukom IP-aapecos,  BelIenenHbIx
Henoanurenwo ans obecnedeHns MapiipyTHianun, B KOJIHYECTEE, PABHOM YHCAY
Obbertos (aanee — Beinenensie 1P-agapeca), CooTBeTCIBYIOWME anpecHbiil niaH,

TOTIVIONHA CETH M apaMeTpbl MaplupyTHiaudn (npHiokceine A) nepesaiores



HCMOJTHH TSI Mmocae FAKJIOMEHHA KOHTPakTa { ¥ TOMHAKOTCH L] XOJE

NPOEKTHPOBAHKWA ).

2.7 B uensax obecneuenns BOIMORHOCTH MOHHTOPHHTA JOCTYITHOCTH Kananos
CBAIH M BOIMOKHOCTH JIHArHOCTHRM ceth Jakazsnkom McnonHurens goiken
ODECNEeYnTh ANA YCTPOHCTR. MMEIOIINX B COOTBETCTBHN ¢ 1. 2.6 HacTOMmx
TpedoBaniil  Boaenennwe [P-aapeca, KoppektHyw pabory npotoxosa 1CMP,
BETHHaN reHepaiinio v oomed cayawetHbsimi [CMP-coobumenmwamm tunos 0, 3, 8, |1
(H ApyresMA no cornacoBadnio) cornacho cneungumrannn IETF RFC 792 (nanee -

CayaweOusii Tpadimig).,

2.8 Henonnurens jgongen oDecnedwTh Ha OCHOBE MEXAHWIMOR KauecTsa
obcaymupanua (QoS) npuopnretnoe obCIyKHBAHKE MapKUpoBannoro Tpadmka
JaKaiuukd, B TOM HHCAE HYBCTBHTENBHOIO K NOTEPIM NAakeToB WHOPMALH,
3ICPAKAM Tepesavl NaKeTos HHPOPMALMW N0 CeTH | BAPHALMAM  BPEMEHH
NEPEHOCE MAKETOR HHPOPMALIMK N0 CETH B OJIHOM HanparneHnt (Tpadmk peansHoro
HPEMEHn ), NPH 3TOM Ha Creike ceTH Mlononnurens o cetn 3akazunka MexaHHIMbl
Ka4ecTBa 00CHYKHBAHHA 10K OCYILECTRAATBEA COracHo cnienndurannam HETF
RFC 2474, RFC 2475, RFC 3260. [lapamerpsl MapKHpPOBKH COOTBETCTBY OISR
TPAPHKA, 4 TAKKE BETUHNNA TAPAHTHPOBUHHON NponyckHoil cnocobHOCTH 19
Kawaoro  uenoneiyemore # PAC «Buibopui»  knacea  tpaduka  yTOUHAKTCA
Henosnnrenem ¥y Jakazunka abnaroBpeMeHH 00 HAYLIL OKIIAHMA YOIV
(ipunowenne b). Tlpn neaocratounonm 18 HCNOAKIOBAHNA BCell FAPAHTHPOBAHNOI
NPONYCKHOH cnocobHocTy obbeMe npoxossuwero mexny Mutepdeiicamu aoctyna
MAPKHPOBAHHOTO TPAQHKD, OTHOCHLLIETOCH K TOG0MY H3 HENOAbIveMEIX JakatiHKoM
K/IACCOR, HEHCTION bIOBAHHAN NPONYCKHAR CIOCODHOCTH NONAKHA
NEPePACHIPEARNATECA B (IPeJenax NponyckHoll cnocoDHOCTH Kavanom A0CTYiHA

MEHCLY OCTRIRHBIMI KIACCAMH TPahHKA, NCTIONBIVEMBIMH JaKkaiumkom.

2.9 HMenoanntens noaen obecneunTh HA CBOSH CETH CACAVIOWINE THAYSHHA
NOKAzaTeneit KavecTsa ODCAYKHBAHNA U8 MAPKHPORAHHONO Sakasunkom Tpadhmka

PEATBEHOTD BPEMUEHM, Nepejapaemoro Mexay Obserrasu:



—  AIEPWKA TIEPeiaun NaKeTa B Ka#10M HAnpasieHl [pH OTCYTCTERM Ha
KaHale COVTHHKOBOH cocTaBnAome — He Gonee 150 me;

—  IAEPAKA TIEpeNadd NaKeTa B KamioM HanparneHdH NpH HANH4uH Ha
KaHd1e CIYTHHEOBOH COCTaBNAILEeH — He Gonee 400 mc;

—  BAPHALMA BPCMCHH  NepeHoca NakeTa # KawI10M  HANPaBICHHM -
He Donee 40 Me;

—  NOTEPH NAKCTOR B Ka#10M Hanpasiednn — He Gonee 2 Y.

200 HMenonuurent  aomweH  0DeCedHTh  IOCTOBEPHOCTH  Nepeiaym
HHOPMaUHK  Jakasunka nyTeM  HCKTHOMEHHA  BOSMOMHOCTH  WIMEHEHHS  Kak
CTPYKTYPE NakeToR HHQOpMaliK, npoxodsmx Mexny Hurepdeicamu tocrvna,
TAK H COIEPACHMOT l:.'l.}"iﬂ{-ﬁ'ﬁ]-lhl:". JANGIOBKOE W E.‘IHHDH JAHHKINY MARCTOR

HHOPMAIHN,

211 B peasx codaojends  OCHOBHBIX  NPHHLUHINOE  HCNOALIOBAUNR W
acnayataunn FAC «Bubopuy B cootBercTBun ¢ Denepaibisi 3akoHom «)
[ocysapersennoit  apToMarHInposaHnoli  cucteme  Pocomiickoil  enepatim

«Bribopts o1 10 ausaps 2003 r. N 20-03 Henoamnens 100&eH o0ecneqnn:

—  neponyctuMocTe noakmovenus TAC «BoiGopety & mudopMaimonio-
TEACKOMMYHHKAIHOHHON ceth «HuTeprers, npu s1oM, 3akasunkoM Ha KoM
DOberTe  BLINOJAHACTCH  KOHTPOIL  NYTEM  AHAIHIA  NakeToR  MHQOpMaLi,
NOCTYMAKUWMKY 13 cetH MenonHuTens Ha HENOCPeNCTREHHD NOAKTIOYEHHDE K CeTH
Henonnnrens obopynosanie ['AC «BuGophin (nanee — KoHTpoas rpanussmis
Mapupytusatopos). CobpiTHe, Npu KoTopoM B pesvibTare KoHTpons rpani=Hbis
MAPLWIPYTHATOPOM (PHECHPYCTCR BXoasmui naker uudopmannn ¢ 1P-agpecos
OTIPABHTEAR WM [OIVYaTeNns, KOTOPb  HE  OTHOCHTCA K CHMCKY
PEICPRHPOBAHHLIN V18 CHEIHATEHOTO HeNOIb3oBanHs Hernobanbheix [P-agpecon
cornacno cneunduraunn IETF RFC 6890, tpaktvercs Kak HapyileHHe JaHHOTO
rpetoBanmsg.

—  HEOonYCTHMOCTh MoK eHAA FAC «Bribopuis K HHBIM

HHOOPMAUHOHHEIM CHCTEMAM 1 CETAM CBAIH, He IPUMEHAeMbIM B [ AC aBuboprin,



OPH 3TOM, FAKaINKoM Ha KawaoM OOLeKTe BRNOAHRETCH KOHTpONb rpaHuyHBIM
MapuipyTisaropos. Cobbithe, npH kotopom B pesyastate Kodtpons rpanninbiy
MapLIpyTHIaToOposM (PHECHpYeTCH BXoasmuid maker wudopmaunn ¢ [P-anpecom
U'I'ILPHHII'['I:JIH HJIH 1109 Y AT, ]'EUT['IFI:IE HE OTHOCHTCHE K HCMOOLIYVEMELIM B r.“i{_‘
«BrIDOPRY AIPECHRIM NPOCTPAHCTBAM HACTHRIX CETEH COTIACHO ChemMpHKALHI
IETEF RFC 1918 (Bxmiovas mppoKoBeilanie ), WM BXOAAMHA nakeT uudopmaini
cofepwuT HenpumeHsemble B [ AC «Brbopein cTpyETVPB NPOTOKONOE, HOMEDA
nopros cayx0 ornpagutens wan noavuarens (TCP/UDP), 3a sekmodenmem
yrazasHoro B n. 2.7 Hactoswmx rpebosannit Cavaednoro Tpauka, TPaKTYeTCH Kak

HAPY IIEHHE JIAHHOTO T MIARAHHA.

3 Jonoamnressusie TpedoBaHis

3.1, Henoawwrmens aomked o0eCneqHTs KPYIIOCYTOMHYIO EMETHERHYVIO
padoTy  TEXHMYECKOH TNOLIEPKKH, B TOM 4HCIe W B NPAyIHHMHBIE  [THH.
MakcnmaneHoe  BpeMH  VOTPAHEHHR  HeHCnpasHocTell W nepefocs s
(PYHKLHOHHPOBAHMK CCTH NEpPeJad JaHHBIX (OKATAHMH YCIYT CHATH N0 nepenaye
JAHHBIX) HE JOAAKHO NPERLIIaTE 4-X Hacos B MEKBLIOOPHEI Mepuo, a B nepHoj

NpoBEC/ICHHA H'iﬁHFHTE.'IhHH?‘-’. KaMOaHWH W B JeHL TonocoBaHing — | -ro yaca.

3.2, Henoanwtenb corfiacyer ¢ 3akaiumkoMm Bpems, HeobXoaumoe any
NPOBEACHUA NNAHOBLIX PaboT, CERIAHHBIN ¢ NEPePLIBOM B GYHEUHOMHPOBAHUH CETH
nepesadi DaHHBIX (PCOCTARIEHHH YOIV CBAZH (10 [epesade JaHHbix) Wik ¢
VXYILIEHHEM MOKAaTe el KAYECTRA, HE MEHEE YeM 48 3-¢ CYTOK 10 MOMEHTa Hauana

TAKHX papoT.

33 Aoetynnocts ceth nepesaun ganuwy (kosdduiieHT rotosroctn (Kr)
CeTH Nepeiadys NaHHBIX (VCIYIH CBAIN MO Nepelade JaHHLIX) B COOTBETCTBHH C
rpedosannamu npukaza MuHreTepersa nHGOPMAHOHABIX TeXHONOTIH 1 caswm PO
or 27 centndpa 2007 r. Ne 113 “06 yvreepwaennn TpeGosaunii ¥ oprann3alsoHHo-
TEXHHUECKOMY 0DeCedeHHKY VeTORNBOTO GYHKUHOHUPOBAHNA CeTH CBATH ofiero

NOJB3OBAHKET He J0KeH ObiTh Hitae 0.99 33 pacueTusiii nepron (| Mecan),



3.4 TpakThl MATHCTPAIBHBIX KAHANOR CBRH, HCNOTLIVEMBIE A NOCTPOSHHS
CETH NEPelaiy JaHHBIX {NPeJOCTABNEHHN YCIYTH N0 NEPeIaYe JaHHBIX) J100# Hk
HAXOAHTbCA B npeaenax rpadmi Pocewiickoii @enepaunn, 3a mekmovenmem
HCNONBLIYEMbBIX JNH NOCTPOCHHA CETH NEpedadH AaHHBIX (NPCAOCTABNEHHUH VCIVT
CBA3IM MO nepefade Jannsix) and pernoHanssoro dparmenta IAC «Bubopeis
Kanuuuurpanckoii obnactw, roe Menonuwrens FAPANTHPYET HEMIMEHHOCTh
CTPYKTYPBE TPAKTA NEpeladd JaHHMX Meway Onwmaimnnsmu K ocynaperseHHoi
rpanuie Poceniickoi Menepaunin TOMKAMHM

MYJIBETHIICRCHPOBAH HA/ e MYIBTHIACKCHPOBAHHA NOTOKOH ).

L TR B i1 Hemnmmuem:
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0 HRATIHHH TOCY TAPCTRERHRLIM W MY RIS M 0GP I0RATEILHLIM OPTaHE AN,
PERIE Y UM ODPAIGRATCIRAEIE DPOEPaMykl obuer o ofpRIoBanng 1 Cpeane o O I
l'"'ﬁFl RN (e — ﬂt"PHJHBI-T{‘-'IbHH'E‘ G AL ), Hlﬁ'lﬂll-lt'-.'ll-lflnl‘l'l KIMIHCCHHEY l:]rﬁ B K TH
Pocenlickol Peaepanmm w 1eppaTopRATENEM WITHPITEIRHEIM KOMBECCHEM (taace — il pare e
KOMHCCHEA ], PACHNIGKENHBIM B3 TeppaTopuss cyinexton Poconiickoid @egepannm (12 nesnosennem
Pecnyiankn Kpsis wor. Cesactonoam) (¢ vaerom notpebuocreil VEGaNILY Dok osareiei), VEAYE
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encTenay o K cern aHurepaers: no samnre gnnnes, obpaba TeIBACMEY B DEPETARAEMLIX IR
OCYVINECTIICHEH DOCTYIE K DGO TEPCTBE RN RIS, S0 000000 %, sy Hndmpululmmlhm
cacteras n K cevn slnrepuers; no obecnesenni O panHenng 00Ty 08 K nBfopManmm,
pacnpocipasecHne Koropoi & Pocemickoi Oeiepaunm mopemnens, W K wndopsaminm, opnannsmnmeii
BPE] LIOPOBRID H {HAR]) PATERTHI0 JeTel, conepaameicn B cerw oMBrepae s, wm obpo o e
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K FOCY AP TBEHIL M, MY BRI TE ALY, BRHR SRdopsannonnsy cucremam i K cerd sHurepiers;
N0 GREAHEFAEHN DR IMEIEE K COMHoH CeTH mepets an aammnts of pasonaneasmsix oprEn o ianmii
W OIERPATEILERIE KOMBCCHH, 110 BEPEIANE TAHNLIY TPH OCYIECTRICHUN JOCTY IS K rioi corm

Hena
a Iapaw A ;
Hanmenosanme veayi SPAMETP Eammmua EM IR
nin T YEIVIH HIMEpenny veavim, pyi,

Yeayim cosiin 208 rOCYIAPCTHENHLIA W MYNHUNILILHBIX 00 PaIoBATEIRRRIX
OprannEnai, peamyismnx nﬁ-‘pﬂinniﬂ.’tl.ﬂldu PO P M B o ofpasosanns
H cpeiHers  npodecenonianinoio  ofipasosannmg, WERAPATEIRHIIE  KOMHCTHI
cyiinexron  Poceniickoll  @eaepaunn n TCPPRIOPHATEARY  HERRPATEARNRIY
KOMHCCHI, PRcnoaoscHnbs B3 reppuiopuss cvbuesion Pocomiickoi $eaepannn
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cern "Hurepner” (Kosnonent Yeayiw con «llepeaaya sanmemxs) & cocrane
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Kosmmodent Yoavim cunsw ol lepeaass  gannnxs 1w TGk - Yonoman | 275 000,00
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HETALIOBAHNEM CIHH0H CoTH IepeTaTs Jnnnes JBETYEER b 0O L TR O M,
VYHHIRTATEHLIM, WL ARGOPMANROHNEY CHCTEMAM 1 K BufopMannonnn -
Telekupmynnkaunonnei corn "Huvepner” (rasee — Kownonent Yeayem cnsusm

Kosinewent Yeaven ceani «llepenava sanmwixe aon | 100 MG/ - Yenouian & B0
[ 2 I FOPOACKHY OOPEICBATEIRHIMY OpraHH s CTOMMOCT I EAMHNLL
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«dlipeancrasienne 10Ty nax) | "
Kommonent Yeayrn crgan ol ipeaocianmenne 10cmyms | crouMoeT, Yeromizs | 67 330,00
iR FOpOVICKHE tﬂrlﬂ'mﬂil'l'ﬂ‘-“rﬁl-l Ao OpiaMiaEed, | oaKaEeieH CMHHIL
BN CEALCKNXN  o0paOBATEIRHBIX OpTEHHEELIA M| HE oaMoro
OPAMIBATETRHEIY  OPIAHKIBUNA 1O coviaRkoRoil | ofikekn
TEX I M NOKIR e HHA ) -
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TEXHOIH W AR/ O H AR e YETAHORKI
KPHITTOMAPIIPY THIATOS ) =
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| newaaennes  Peenybonkn Kpam w1 Ceractonoas), o0 opranmiannm
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4.1 COOTRETCTRMN ¢ minpocasm  oT  ovfisesron PO, | obuexs
wibwparensisie  kKoMmucomn  cvibexton  Poconiicsoil
Deaepaunn, TEPPHTOPHETHLE H AP b HBLE
i | ROMESCCHI B COOTEETS TN ¢ sanpocasi ot LIHK P ||
| Ronmoneny Yoryon canmm alprannsauss sadios L2e | cronsocrs YenoeHan 500 (HMbM)
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NpOecCRONLIBHEY OOPAIORETEABNBIX OPEAHHEILNG 10 | WA OIHOE
CITV THHKORDH TEXHOIOTTIH LT E R | obbexia
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o1 Jakaianka: ot Henoanmrea:

Favecrorean Munucrpa




Npunowesnne H‘nj k Kourpaxry

of & peseedst  202f rona
N BT

« ¥ TBEPAIAK

POPMA AKTA
CAATH-TIPHEMKH (KAIANNLIY YCAYT

. Mocksa Z W M T

MuHHCTEPCTRO UNGPOBOT0 PAIBHTHR, CENIH B MACCOBRE KomMyHRKamnil Poceniickoll enepannn,
or w®mcHd  PocceiicEodi  QeacpauME, | HMCHYEMOC R JankAcHimem  cdakavmkn, B oHue

, ACHCTEYHILIETO HE DCHORANAN o © OUTHOH CTOPOERL,
H H HMEHYEMOE B IUrhHERIDEM aHcoanuTemEY, B JIHIIE
, LEHCTEVIOWIETD HE OCHOUAHHH _, C ApyToi CTOPOHEL, B
ARNBHERIIEM AMERYeMEE «CTOPOHLR COCTABRAH HACTONIIHI 3KT O HNASCHETYHHITEM,
Henmoamsmens KA VEMYTH .
(manee - Yooyrd) B CODTBETCTEMH ©  VCAOEHAMH
FOCYIaPCTREHHOND KOHTPAKT OT & W 20 r. Ne {nanee — KosTpakT).
1. Yenyru TPHHHAMARTCR Ha OCHOBAHIH MPOTOROS EpHeMomod
EOMHCTHN

FHEAETY B T COCTNIRAENIN MPORERIAT PO KOMUCCIN)
2. 3axa9quE [IPHESL e HPHHET PETVILTITE OXInHuNX Y oayr,

3. Dwcoepring peryneTaTon oxnames Yonyr npopefess cmasi JaRaiuHELKCICHTAMH, IKCTIEPTHOH

4. Kawucmu W OOREM OEEIAHHET ¥ CTVT COOTRETCTRYET/ HE COOTRETCTRYET Tpebonarmam Kontpakta.

5, DA cToMMOCTh ORASANHMY Y oryT cocTaniaet { ) pyonen
Eoieek, B ToM yrene HIC s pasmepe (HAOC ue obnaracres).

B Tpebopanme o COPAIMEPHOM VMEHEIICHHEH TEHEL Korrpaxra

7, Passsep urrpada, nonesaniero BsICKaHH [ }pybnelt
KOEEK.

8. Paamep ners, noaneEmmned eRCELEEIO ( } pybneii
KOTICCK,

2, DcHoOBAHHR NpHMEHERNE H TR pacueTa HEYCTOHER (mrrpagia, meHs )

10, Mognexsnr ommare { } pybaed  KOMecE, B TOM
ypeae HAC s pasvepe  (HAC we obnaraerca).

11. Paamep pasce BRINIMEHBOID ABIHCOBONO MLANTENE
( ) pyGineii _ woneex, 8 Tos wacne HC 8 passepe (HJC se ofinaracTer) {ecme
KoRTpagToM MpeTyeMOTPCHE BRITIAATA ARAHCA),

12, Croponsl HMENT/HE HMSIOT MPETERIHE apyr K IpyTy,
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